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Abstract. An intrusion detection system (IDS) plays an important role in information security. However,
large amounts of high-dimensional data and unknown attacks pose severe challenges to traditional IDSs.
Applying commonly used techniques such as traditional machine learning applied to an IDS relies on
complex feature extraction engineering and specific classification algorithms. In this paper, we propose a
novel intrusion detection method based on a temporal convolutional network (TCN-IDS) combined with
character-level data processing. This method can be applied to both a network intrusion detection system
(NIDS) and a host-based intrusion detection system (HIDS), and it achieves a high detection rate without
complicated feature engineering. The model we propose has a small number of parameters and consumes
little storage (as little as 543 KB depending on the model size) and few resources. Our experimental
results on the benchmark dataset NSL-KDD show that the proposed model outperforms previous methods
regarding accuracy. TCN-IDS improves the accuracy of intrusion detection and provides a new and efficient
deep learning method for intrusion detection.

Keywords: Intrusion detection system, Host-based intrusion detection system, Network intrusion detec-
tion system, Convolutional Neural Networks

1 Introduction

The rapid development of the Internet has sparked massive growth in public and private services such as online
shopping, bank transfer, industrial manufacturing, and so on [18]. However, a variety of cyberattacks and threats
pose serious challenges to network security. Although current protective measures such as user authentication,
firewalls, and data encryption evolve constantly, these first-line system defenses still have limited abilities to
detect new attacks. As a second-line system defense, IDSs provide a better solution for network security than
do other traditional defense methods.

IDSs can be divided into two categories based on the detection method: signature-based detection and
anomaly detection. A signature-based detection system detects anomalies primarily by searching for specific
patterns or malicious instruction sequences; its shortcomings are the need for frequent signature updates and
an inability to detect unforeseen attacks. In contrast, anomaly detection systems compares new behaviors with
a model of trustworthy activity, allowing them to distinguish anomalies from normal patterns [1]. Anomaly
detection systems have received much attention due to their ability to detect unknown attacks, which has also
made them popular in applications such as artificial detection, pattern recognition, and machine learning.

However, the current IDSs also faces several problems: first, the traditional machine learning algorithms,
which are widely used in IDSs, are based on feature extraction and feature selection, which requires considerable
time and effort; second, the classification algorithm used involve shallow machine learning. When faced with
massive data detection problems in a real network application environment, shallow machine learning approaches
have difficulty processing and analyzing the high-dimensional data, which reduces the detection rate. Finally,
the data IDS systems face mainly involve network traffic or host call sequences, and these two types of data have
substantial differences [13]. Network traffic data are more discrete, while host call sequences are more similar to
sequencing problems. However, the previous methods are often targeted toward only one type of situation; thus,
the detection algorithms are not adaptable, especially to hybrid data source detection systems or sophisticated
detection systems.

In this paper, we propose TCN-IDS, an end-to-end intrusion detection system that combines a temporal
convolutional neural network with character-level data processing. Character-level data preprocessing does not
require specific prior knowledge and complex feature selection. Additionally, it preserves the original information
of the data intact. The superior feature extraction capabilities of a convolutional neural network (CNN) and its
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ability to handle sequence problems in the form of a temporal convolution neural networks (TCNN) enhance
our model, enabling it to achieve high performance when addressing both network data and host call sequences.
The contributions of our work are summarized as follows:

1) We present the design and implementation of the detection system based on a temporal convolutional neural
network, which achieves an improved detection rate when applied to both HIDS and NIDS.

2) Aiming at the detection system with a mixed data source (network and system calls), we propose some
modifications for processes ranging from data preprocessing to model design that contribute to equipping
hybrid protection systems with efficient collaborative operations. Our proposed model requires less storage
capacity and consumes fewer resources than prior systems, making it suitable for adoption in embedded
systems.

3) We compare the performance of TCN-IDS with other existing detection methods on two widely used bench-
mark datasets, NSL-KDD(NIDS) and ADFA-LD(HIDS). On the two test sets in NSL-KDD, our model
achieves accuracy improvements of 5.4% and 11.5%, respectively compared with the results of the previous
method, and it achieves competitive detection performances on the ADFA-LD dataset.

The remainder of this paper is organized as follows. In Section 2, we review related works concerning intrusion
detection systems. In Section 3, we elaborate on the dataset preprocessing and the model structure. Section 4
reports the performance of our model in NIDS and HIDS detection experiments and discusses the results of
performance comparisons between our model and existing machine learning algorithms. Finally, we provide
conclusions and the future research direction in Section 5.

2 Related Work

In previous studies, a number of supervised and unsupervised learning techniques have been applied to IDS. Most
of these studies adopt shallow machine learning techniques such as SVM, Random Forest, Naive Bayes [5, 10]
to detect intrusions after manual feature selection or data dimension reduction have been conducted. Kuang
et al. [10] proposed a novel support vector machine model combined with kernel principal component analysis,
which achieved high accuracy by reducing the feature dimensions. Eesa et al. [5] proposed a new feature-selection
approach to determine the best feature subsets. They used a decision tree as the classifier and obtained a high
detection rate and a low false alarm rate. Creech et al. [4] proposed an extreme learning machine method
combined with ”semantics” that requires enumerating all phrases consisting of 5 words with gaps: each word
consisted of a subsequence (of any length) extracted from the training data. Although the final experimental
results after such feature extraction demonstrated that the method could be applied to HIDS well, it was
computationally intensive and time-consuming. In other words, the detection results of these prior methods
were mainly based on critical but difficult manual feature selection, which is not conducive to developing a
generalizable detection model.

In recent years, deep learning has achieved substantial successes in many scenarios, and it has the potential
to extract better representations from the data and create better models. Accordingly, the prospects for applying
deep learning to anomaly detection are promising. Al-Qatf et al. [1] proposed a deep learning approach using
self-taught learning in a network intrusion detection system and showed it to be more effective than the methods
proposed in previous studies. However, this approach mainly used deep learning methods for pre-training; it
performed classification using a traditional supervision model, which does not apply the capability of deep
learning to model the data directly and increases system complexity. Yin et al. [18] proposed an approach for
intrusion detection using a recurrent neural network (RNN) model that fully utilized the ability of RNNs to deal
with sequential information. However, RNNs still suffer from some limitations, such as the gradient vanishing
problem. In addition, they are difficult to train and parallelize. These limitations inhibit the practical application
of RNNs in intrusion detection.

CNNs are well-known deep learning models that have achieved great success in computer vision and speech
recognition [9]. In addition, a CNN has advantages such as parameter sharing, efficient distributed training,
and easy embedded deployment [7]. CNNs have been widely used in face recognition and target detection
and have mature industrial application scenarios. Therefore, it is practical to use a CNN for IDS. However,
CNNs have some problems in intrusion detection scenarios. CNNs are primarily used for image processing;
modifying them to process intrusion detection data types directly is difficult. Although a recent work proposed
a method for converting network data into an image [11], this approach loses some of the original information;
consequently, the model detection effect is still worth improving. To enable a CNN to be applied to intrusion
detection and achieve better performance, we perform character-level processing on network traffic and call
sequence data, combine NLP processing technology, and use a temporal convolutional network to improve the
CNN’s performance in anomaly detection. Our experimental results show that the proposed method achieves
state-of-the-art detection results, and the entire system has end-to-end operational simplicity.
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3 Proposed Method

3.1 Data Preprocessing

Character-level processing does not require specific prior knowledge and simplifies data preprocessing. The
overall processing is briefly described as follows: we first generate the corresponding alphabet (including the
necessary n characters) based on the data source of the detection system and define the maximum data length
l. Then, we vectorize the data according to the alphabet to form a matrix x ∈ Rl×n which functions as the
model input. In the following section, we describe this process in detail.

NSL-KDD The NSL-KDD dataset was generated by Tavallaee et al. [16] from the KDD’99 dataset. NSL-KDD
overcomes some of the widely criticized problem [14] of the KDD’99 dataset; therefore, it has been widely used as
a benchmark dataset in NIDS. Each record in the NSL-KDD dataset maintains the same abstract network traffic
data format used in KDD’99. There are 38 numeric features and 3 symbol features for each record, totalling 41
features and 1 tag. These features also represent the data composition in general NIDS problems—a mixture
of numeric and non-numeric features. The abnormal attack classes of NSL-KDD are subdivided into numerous
subcategories. To force the data distribution to be more similar to a real environment, some subcategories of
anomaly attacks in the test set are not included in the training set: we show these in bold text in Table 1. The
NSL-KDD dataset consists of a training set KDDTrain+ and two testing sets, KDDTest+ and KDDTest-21.
KDDTest-21 is a subset of KDDTest+ that is more difficult to classify. The specific data are described in Table
2.

Table 1: Types and categories in NSL-KDD

Category Subcategory

Normal normal

DoS
back, land, Neptune, pod, smurf, teardrop (6)

apache2, mailbomb, processtable, udpstorm (4)

U2R
buffer overflow, loadmodule, perl, rootkit (5)

httptunnel, ps, sqlattack, xterm (4)

R2L
fip write, guess passwd, imap, multihop, phf, spy,
warezclient,warezmaster (8) named, sendmail,

snmpgetattack, snmpguess, worm, xlock, xsnoop (7)

Probe ipsweep, nmap, portsweep, satan (4) mscan, saint (2)

Table 2: Distribution of data in the NSL-KDD

Total Normal Dos Probe R2L U2R

KDDTrain+ 125973 67343 45927 11656 995 52

KDDTest+ 22544 9711 7458 2421 2754 200

KDDTest−21 11850 2152 4342 2402 2754 200

The specific character-level processing performed on the NSL-KDD dataset is as follows: First, we convert
all the uppercase letters in a data sequence into lowercase letters and then vectorize sequences of length l0
according to the alphabet, which consists of n characters. Specifically, the alphabet is composed of all the types
of characters that appear in the raw data. If the sequence length is less than l0, we add zero padding to maintain
a consistent length. According to the alphabet, each character will be encoded into a one-hot vector of the n
with a dimension of x ∈ R1×n. In this vector, the position of the character in the alphabet is denoted as a 1,

and the remainder are 0s. Therefore, the data sequence of length l0 are converted into a matrix x ∈ Rl0×n,
forming the data input. In this experiment, the alphabet consists of the 26 English letters, 10 digit characters
and 3 punctuation characters, and the maximum length of a data sequence is set to 200(l0 = 200). Thus, the
data input to the model is a matrix x ∈ R200×39. Fig. 1 shows an example of the data processing on NSL-KDD.

54 ICONIP2019 Proceedings

Australian Journal of Intelligent Information Processing Systems Volume 15, No. 2



4 Neng Fu et al.

Fig. 1: Sample of NSL-KDD process Fig. 2: Sample of ADFA-LD process

ADFA-LD ADFA-LD is a benchmark data set designed by the Australian Centre Of Cyber-Security for HIDS
assessment on Linux operating systems. Each trace is collected during normal host operation, and the included
activities range from web browsing to LATEX document preparation. The system is attacked by a certified
penetration tester using current best-practice methodology [3]. The training set for ADFA-LD consists of 833
normal sequences, while the test set includes 4373 normal sequences and 746 attack sequences. Each sequence
in the ADFA-LD dataset contains only system call numbers, and each number represents a system call function.

To preprocess the data of the ADFA-LD dataset, we take an approach similar to the method adopted for
the NSL-LD dataset except that the character alphabet is replaced by the system call alphabet, in which each
character represents a unique system call. In addition, the data sequence length is significantly different. When a
large amount of data exists and the variance in data length is large, we recommend that the data be grouped into
similar lengths, using zero padding to achieve the specified length, and that batch training should be applied.
In this experiment, we adopted a stochastic learning method is adopted to train the model, initialized the size
of the system call alphabet to 175, and set the maximum length of the system call sequence to 4,500. The data
input to the model is a matrix x ∈ R4500×175. For other situations, the corresponding parameters should be
initialized according to the specific characteristics of the operating system. Fig. 2 shows an example of data
processing on the ADFA-LD dataset.

3.2 Model

The proposed TCN-IDS model is based on a temporal convolutional neural network, whose core components are
causal convolution and dilated convolution. The application of causal convolution enables the CNN to consider
the sequence problem while extracting features. The dilated convolution increases the receptive field of the
network so that the model can process long sequence data. In addition, in this paper, residual connections
are employed to ensure that the model is well trained and classified when it has deep layers. The network
architecture of the proposed model is shown in Figure.3. Below, we describe the model in detail.

causal convolution It is difficult for traditional convolutional neural networks to handle data with sequential
characteristics. The HIDS data consists of a sequence of host calls arranged in system call order. It is worth noting
that an anomalous behavior may contain normal call sequence subsequences. Thus, when performing intrusion
detection, the sequential characteristics of the system call must be considered [13]. In other words, the input data
classification must be judged based on the current data, but the previous data and its temporal characteristics
must also be maintained. To enable the convolutional neural network to satisfy the above conditions, we apply
causal convolution in TCN-IDS. The output at time t in the causal convolution is convolved only with the
elements from time t and earlier in the previous layer [15]. This process is similar to the way an RNN tracks
history to ensure that no leakage occurs from a future state to a past state. To address long data sequences, we
need either a deep network or large filters, which is why dilated convolution and residual connections are used.

dilated convolution Dilated convolution increases the convolutional field of view by changing the value spacing
in the convolution kernel; for example, for a one-dimensional input sequence x ∈ Rn, the convolution kernel is
f : {0, 1, 2..., k−1} → R. The dilated convolution operation F on element s of the sequence is defined as follows:

F (s) = (x ∗ d f)(s) =

k−1∑
i=0

f(i) · xs−d·i, (1)

where d is the dilation factor, k is the convolution kernel size, and s− d · i represents the past direction. When
d = 1, dilated convolution is equivalent to regular convolution. The receptive field size of the dilated convolution
can be calculated as (k−1)d. It is evident that we can increase the receptive field by choosing larger filter sizes k
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(a) (b) (c)

Fig. 3: TCN-IDS architecture. (a) Example of dilated causal convolution with a filter size of k = 2 and dilation
factors of d = 1, 2, 4; (b) TCN-IDS basic module; (c) the details of the network architecture used in NSL-KDD:
the numbers in the TCN block from left to right are the filter size, filter number and dilation factor.

or increasing the dilation factor d. To construct a more structured and concise model, we increase d exponentially
with the depth of the network (d = O(2i), where i represents the network layer). The combination of the causal
convolution and the dilated convolution enables TCN- IDS to extract features from both network data and host
call sequence data.

residual connections A residual connection performs transformations f , whose outputs are added to input x
of the block, enabling the layer to learn a modification of an identity map rather than the entire transformation.

o = Activation(x + f(x)) (2)

Residual connections have been widely used in deep neural networks and have been shown to be effective.
Because the TCN-IDS model requires a wide range of receptive fields in the face of long-sequence input, it can
achieve better detection ability by increasing the network layers while ensuring a large convolution factor for
the dilated convolution. Therefore, we apply a residual block to the model to enhance its convergence ability.
In the residual block, to guarantee the uniformity of the input and output width, we added a 1× 1 convolution
as the final activation operation.

The structure of the TCN-IDS model is illustrated in Figure.3. The TCN block forms the basic model com-
ponent; it includes two layers of dilated causal convolution and uses the rectified linear activation unit (ReLU).
In addition, batch normalization is adopted to speed up the training, and dropout is added for regularization
after each dilated causal convolutional layer.

Note that in most CNN network structures, the final classification layer is often composed of several fully
connected layers, and due to the excessive parameters of fully connected layers, the network parameters are
huge [6]. Due to the dilated causal convolution method of the TCN-IDS, the unit at the top of the network
possesses a receptive field covering all input sequences. Therefore, for the final classification layer, our model
does not need a redundant fully connected layer; we only need to connect the last node or a few nodes of the
top layer to obtain excellent classification results. This is another notable feature of our structure in addition to
the convolutional neural network parameter sharing. Thus, the number of parameters is significantly reduced
in our model.

4 Experiments and Results

In these experiments, we used the popular deep learning framework PyTorch. We implemented and evaluated
the proposed model on a Linux PC with an Intel i7-7820X processor @ 3.6 GHz and an NVIDIA GTX 1080Ti
GPU.
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4.1 Performance metrics

While accuracy is the overall indicator reflecting the performance of an IDS, we also employ the precision
rate, the recall rate, and the F-value to comprehensively assess our IDS. Precision is an indicator that shows
the sensitivity of a classifier. Recall is measured to reflect the classification’s coverage capacity. The F-value
is a comprehensive measure of the precision and recall rate. In addition, to compare our approach with other
methods that conduct experiments on the ADFA-LD dataset, we use the receiver operating characteristic (ROC)
curve as an assessment metric.

4.2 NIDS

The NSL-KDD dataset is used to verify the effectiveness of our proposed method in NIDS, and we compare
the results with existing methods from the related research. In this experiment, we trained our model for 100
epochs with a batch size of 64, and the kernel size of the dilated casual convolution layer was set to 5 using 6
TCN blocks. The number of hidden nodes per layer is 32, and the dropout ratio was set to 0.25. We used the
Adam optimizer and adopted cross entropy as the cost function. The learning rate was initialized to 1e-5.

Table 3: compare with other approaches

Model
NSL-KDDTest+ NSL-KDDTest-21

P R F1 ACC P R F1 ACC

J48 0.971 0.696 0.811 0.815 0.957 0.598 0.736 0.649
Näıve Bayes 0.924 0.633 0.751 0.761 0.883 0.517 0.652 0.549

NB Tree 0.915 0.709 0.799 0.797 0.882 0.615 0.725 0.618
Random Forest 0.971 0.677 0.798 0.805 0.955 0.573 0.716 0.628
Random Tree 0.924 0.733 0.817 0.814 0.892 0.648 0.751 0.648

MLP 0.924 0.663 0.772 0.777 0.885 0.554 0.681 0.576
SVM 0.969 0.531 0.686 0.724 0.945 0.381 0.543 0.475
CNN 0.916 0.812 0.812 0.851 0.903 0.694 0.785 0.723
RNN 0.961 0.730 0.830 0.833 0.932 0.660 0.774 0.647

TCN-IDS 0.894 0.945 0.919 0.905 0.881 0.928 0.904 0.838

We tested our proposed method both on the NSL-KDDTest+ and NSL-KDDTest-21 test sets, and report the
results of a detailed comparison with existing methods including J48, Näıve Bayes, Random Forest, Multi-layer
Perceptron, SVM, CNN [12], RNN [18] in Table 3. It is evident that despite some loss in precision, our method
has large advantages with regard to recall, F1-score, and accuracy metrics. It is particularly noteworthy that the
test set contains unknown types of attacks that do not appear in the training set and that detecting anomalies
of unknown types is difficult, which is why the other methods achieve only low recall indicators. In contrast,
our method’s high performance demonstrates its high detection capabilities. The high F1-score indicates that
that the model achieves a good balance between precision and recall, which is essential for the unbalanced
data distributions that occur in intrusion detection. For the overall test results, our accuracy scores on the
NSL-KDDTest+ and NSL-KDDTest-21 are 5.4% and 11.5% higher than the previous methods, respectively,
indicating that our method is appropriate for use in intrusion detection applications.

4.3 HIDS

The ADFA-LD, as discussed in Section 3.1, provides a modern challenge for the HIDS algorithms. In this
experiment, our model used the SGD optimizer, the cross-entropy loss function was adopted, and the network
was trained for 100 stochastic training epochs. The network architecture includes 8 TCN blocks (with the batch
normalization layer removed) with 48 hidden units in each layer and a kernel size of 7. We chose a dropout ratio
of 0.2, and the learning rate was initialized to 1e-4.

Through experimental verification, our proposed method achieved an accuracy of 89.63%, a false positive
rate of 10.49% and a detection rate of 90.85%. Figure. 4 shows the ROC curves for this TCN-IDS model, which
achieved an AUC value of 0.938. To compare our method with other methods tested on the ADFA-LD dataset,
we report results we found in recent literature below.

In [3], the authors proposed semantic model combined with extreme learning machine, they have prepared
the dictionary of word and phrase from the dataset and achieved an accuracy of 90% and an FPR of 15%. In [17],
the authors used a one-class SVM and processed the data into an n-gram eigenvector of length 5. Their model
achieved an accuracy of 70% and an FPR of approximately 20%. In [8], the authors evaluated a method that
integrated an LSTM and achieved an AUC of 0.928. In [2], the authors used an ’enhanced’ vector space model
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Fig. 4: ROC of ADFA-LD

Model Params Model Size

CNN [12]
(NIDS)

5,449,729 50.27 M

LSTM [8]
(HIDS)

3,671,501 42.06 M

TCN-IDS
(NIDS)

128,002 0.54 M

TCN-IDS
(HIDS)

309,207 1.20 M

Table 4: Params comparison

with n-grams (n=2, 3 ,4 , and 5) and obtained the best model (K-NN, K=3) through a 10-fold cross-validation
experiment; they reported an AUC of 0.93.

Our proposed method clearly achieves better accuracy and a low false positive rate on the ADFA-LD
dataset. In addition, considering the large amount of network data with high-dimensional features that are
common today, it is difficult to solve such challenges using manual feature selection and traditional machine
learning classification. Fixed feature selection has difficulty coping with changing network environments, and
the additional data processing increases the operational complexity of the detection. Our simple method, which
operates directly from raw data to the detection output, provides a workable solution.

As mentioned in Section 3.2, another advantage of our proposed model is that it reduces the number of
parameters. We employ two deep learning models [8, 12] that achieve high performance for NIDS and HIDS
to compare the number of parameters and the model size; the results are shown in Table 4. Benefiting from
the sharing of the convolutional neural network parameters and the redundant eliminated fully connected layer
in the TCN-IDS, our proposed model requires relatively few parameters for calculation and has low storage
requirements. For NIDS, our model size is 93x smaller compared to the previous method, and for HIDS, our
model is 35x smaller. We believe that with as the number of Internet of Things (IoT) devices continues to
increase, applying deep learning methods suitable for IoT devices and considering their resource consumptions
will become a trend in future intrusion detection research.

5 Conclusion and Future Work

In this paper, we proposed a new intrusion detection model based on a temporal convolutional network that
exhibits excellent detection capabilities for high-dimensional and massive data. In addition, the proposed model
has broad applicability because it can be applied to both network and host-based intrusion detection systems.
In the presented experiments, our proposed method outperformed other related detection methods in terms of
accuracy and had a low false positive rate. Especially on the NSL-KDD dataset, our model achieved an accuracy
of 90.5% while requiring only 543 KB of storage. This result constitutes a new method that can be studied in
the field of intrusion detection systems. In addition, we proposed similar recommendations for performing data
preprocessing for these two systems that reduce system complexity and improve the efficiency of mixed-use
systems.

Considering the rapid growth of IoT devices, the number of resource-constrained devices will continue to
increase. Therefore, in future work, we plan to apply our proposed model to embedded devices and further
compare it with other detection methods to make corresponding improvements. In our opinion, this makes
sense for our research direction.
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