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Abstract. Personal sensitive data are frequently obtained with the help of malicious web sites. In this paper,
we present a way to detect such malicious URL addresses with high accuracy using convolutional neural
networks by analysing only the URL text. The text is encoded with one-hot character-level encoding. The
dataset is composed from publicly available datasets. The network is compared with similar methods and is
more accurate. Moreover, it converges faster than than the LSTM network.
Keywords: phishing, security, recurrent neural networks, convolutional neural networks

1

Introduction

Phishing is fraudulent obtaining sensitive information by mimicking a reputable sender in a communication channel.
Usually, a message contains malicious software or links. It is relatively easier to prepare a counterfeit message than
to break system security. Moreover, phishing campaigns can be launched relatively cheaply from anywhere in the
world due to openness and anonymity of the Internet. The message contains logotypes and texts that are intended
to mimic legitimate ones. Some sources claim that more than 90 % of data breaches are performed with some sort
of phishing. Moreover, most ransomware is delivered by phishing. Attackers change domain and subdomains names
to make URLs look like legitimate ones. Very often, even experienced users do not check URLs they click. These
attacks relate mainly to pages that present a specific value to the offender. First of all, the parties that process
the data needed for bank transfers are exposed. Thus, financial institutions are primarily concerned with phishing.
Another example is the theft of e-mail credentials what is easier because there is no multi-stage authorisation as in
the case of bank transactions. Moreover, attacks on social media accounts and theft of Internet identity are more
and more common. Many users believe that the HTTPS protocol and “green padlock” in the browser guarantees
security. One of the last reports by Phishlabs [24] shows that in the third quarter of 2018 as much as 49 % of
phishing websites used SSL certificates.
In this work, we are mainly interested in the following attack methods. The most commonly used method is
the registration of domains with a slightly changed structure (typosquatting) [17]. This involves omitting or adding
one character in the address, domain registration without a dot after www (wwwdomainname), adding the dash
(www-domainname, domainname-anyname). There is a similar bitsquatting technique [20], which involves changing
one bit, i.e. different one keypress, in the URL to cause a network error or error in the computer hardware. If the
error causes one bit to be flipped the user is moved to the undesired page. In this case, the only way to avoid the
attack is an additional system to check if the given string belongs to the page we expect. Another method is a
homograph attack [8]. It aims to convert characters into a similar graphics look, for example, capital ‘i’ and small
‘l’ (I l), zero and O, etc. The user does not notice the difference in a link consisting of this kind of conversion. In
this technique, we can also exchange one character into two (‘m’ changed to ‘rn’, ‘ci’ to ‘G’, ‘cl’ to ‘d’ and vice
versa). In this type of attacks, the visually impaired are particularly vulnerable. Another method is the punycode
representation [4]. It consists in representing Unicode characters with a set of allowed characters in the name, i.e.
ASCII letters, numbers and dashes.
Antiphishing systems can be generally divided into list-based and machine learning-based ones. Blacklists seem,
at first sight, an easy way to solve the problem. Yet, phishing sites are active for a very short period, making
blacklisting usually useless. Blacklist-based systems are not able to detect new and so-called zero-day attacks and
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require frequent updates. As we have already mentioned, the number of phishing attacks do not stop to grow every
month; neither do the blacklist sizes. That requires substantial system resources to compare URL strings.
Thus, we believe that machine learning approaches are better suited to the task than plain blacklisting. Most
of the proposed so far machine learning systems are based on engineered (hand-crafted) features. In URL-based
approaches, the features describe the URL addresses or their statistics. In content-based approaches, the content of
the linked website is analysed.
All the methods discussed above are aimed at deceiving the user by impersonating a different page using an
address very similar to the original one. That is why, in our research, we focus on analysing only URLs using
our experience of analysing this type of data using convolutional networks. Usually, word-level encoding or some
word-embedding are used to present text data to neural networks. In the paper, we use one-hot character-level
encoding to input URLs to the neural network. The rationale behind this choice is that URLs are composed of
words in various languages or strings, not constituting words. Then, the encoded string is treated as an image by a
convolutional neural network. We compare the presented method with [1] by implementing their recurrent LSTM
network and training on the same dataset. Our method gives slightly better accuracy and is much faster to train.
The remainder of the paper is organised as follows. In Section 2, we discuss selected previous works on phishing
prevention. The method proposed in the paper is presented in Section 3. Experiments on URLs taken from PhishTank and Common Crawl websites are shown in Section 4. Finally, conclusions and discussions of the paper are
presented in Section 5.

2

Related Works

The identification of phishing attacks was addressed many times in the literature. As we aforementioned, the easiest
method of protection is a blacklist of URL addresses, which is later analysed by a browser, antivirus system or
firewall [6][15][19]. Counteracting an attack, in this case, is very simple and effective as long as the address is on
the blacklist. The address has to be already identified and added to this list. Another disadvantage is the need to
search the list of suspicious addresses whenever we refer to a new URL.
Most of the proposed so far machine learning systems are based on engineered (so-called hand-crafted) features.
One of the most cited antiphishing system is CANTINA [27] which uses the most frequent words on the page to check
the page in a search engine. The system uses the term frequency–inverse document frequency weighting scheme to
compute word frequency on the page. The five terms with the highest scores constitute the page descriptor used to
query the search engine. If the domain name is within the top N search results, then the web page is legitimate. The
newer version, CANTINA+ [25] used additionally fifteen attributes extracted from the page HTML. This system
was a breakthrough at the time. The disadvantage of the two solutions is the use of a search engine to find out
whether the address certainly matches the desired page causing additional network load. Moreover, the attacker
could promote the phishing website in the search engine to make it seem legitimate.
The authors of [28] analyse pages using the support vector machine algorithm (SVM). They use six hand-made
features of the URL and achieved 95.80 % accuracy. In [9] association rule mining algorithm is used with the term
frequency–inverse document frequency weighting to generate detection rules. They achieved 93 % accuracy and very
good detection speed. Other solutions analyse the whole page with DOM trees [13]. This solution is efficient if the
offender makes a mistake in the design of the webpage. If he knows exactly how the system works, he can modify
the code of the page so that the system identifies the website as legitimate.
Neural networks were used so far to detect phishing only on the base of some attributes of the URL. In [23]
multilayer perceptron (MLP) is used to detect phishing from engineered features with 96 % accuracy. In [14] deep
belief networks are used to intrusion detection, and in [5] to spoofing detection. In [16] a neural network classifies
addresses using 17 URL features such as the length of the URL address, the occurrence of the IP address etc. The
authors called the system “based on Self-Structuring Neural Network”, whereas it is a plain multilayer perceptron
which size is incremented to reach the minimal error. They achieved 94 % accuracy on relatively small URL dataset.
Authors of [7] achieved 97.71 % accuracy using a modified MLP with a novel learning scheme. They used 30 features
from publicly available URL dataset. All the aforementioned URL-based works utilised hand-crafted features. The
idea is similar to the proposed in the current paper only that the URL is analysed without relying on other web page
features, such as HTML, and external databases. The above papers used statistics regarding the URL (extracted
features), whereas in [1] the URL text is directly analysed by recurrent neural networks (RNN) what coincides with
our approach. RNNs are suitable to model, inter alia, temporal phenomena, and in [1] they are used to analyse
URL characters sequentially. The authors used a modern version of RNNs called Long Term Short Term memory
(LSTM). They obtained 98.76 % accuracy, and in the approach presented in this paper, we employ similar data.
We also analyse the URL text but using convolutional neural networks with embeddings and one-hot encoding.
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Although this solution does not use all the available data from the suspected website, it offers excellent results what
will be shown in Section 4.

3

Phishing Detection by Convolutional Neural Networks

In this section we describe the collected data, text encoding and the neural network used in experiments.
3.1

Phishing Dataset

Our experiments are based on publicly available PhishTank phishing sites database [21] set. The database downloaded during the article writing contained 10,604 records. To obtain legitimate websites, the second part of the
training dataset was downloaded from the Common Crawl Foundation (http://commoncrawl.org/). The initial
experiments were performed with The Moz Top 500 [18] and the Alexa datasets. As they contain top-level domains
only, it caused a strong bias towards short, top-domain URLs. Then, we downloaded 10,604 random unique URLs
from the Common Crawl database. We wanted the legitimate set not to dominate addresses from the second class.
In this case, we have an ideal situation for the classification and a balanced set of 50 % of phishing addresses and
50 % of the top URL addresses used every day by the Internet users. In order to leave as much space as possible
to encode characters, each URL from the database was deprived of the http:// or https:// protocol designation.
Thus, we did not have to encode 7 or 8 characters that do not contribute to the classification decision. Some examples of the URLs used in the experiments are presented in Table 1. We can see that the legitimacy of a URL is not
straightforward and it is tough for humans to distinguish the two classes. We also believe that using only statistics
is also insufficient to detect phishing accurately.
Table 1. Examples of URLs from the dataset used in the experiments.
https://pages-officialsupport.ga/check.php
https://pages-officialsupport.ga/site-verification.html
https://pages-officialsupport.ga/
http://www.dalmer.hu/images/jquery/autoatendimento/bb/
pontossmiles/regularizar.php
http://www.atualizacao-cadastral-bb.com
http://sysbbclientonlines.tk/
http://smilesgol-premiado2019.cloudaccess.host/areadocliente/
b1/index1.php
http://portalbb99mobi.cloudaccess.host/1/pagina-inicial/
http://ocasiao.com.br/pbb/pagina-inicial/
https://apsceses.000webhostapp.com/FB/R/
mobile-facebook-verification.htm
http://14-85.com/stories-captured/love-takes-flight/
http://1499934.com/a/20190315/421291.html
http://15.onemp3.co/08-caliber-fuse-box.html
http://akaiwapara.blog64.fc2.com/
https://zone-fitness.fr/categorie/food/recette-sucree/
https://zwemmeninwaalwijk.nl/aquasporten/aquavaria
https://www.tampabayhousehunting.com/homes/
5750-oak-hollow-lane/oviedo/fl/32765/89637685/
https://www.tanio.co/alechrzest
https://www.schusterman.org/user/login?destination=blog/
jewish-environmentalists-go-virtual-new-%e2%80%9cjewcology%
e2%80%9d-site-fosters-worldwide-collaboration-and-education

3.2

Phishing

Legitimate

Text Coding

A URL is an address that allows locating a website on the Internet. The user encounters it mainly when using
a web browser. However, URLs can be requested by applications running in the background, such as antiviruses,
system updates, etc. Each computer uses different applications and at a different time, which allows to even better
Australian Journal of Intelligent Information Processing Systems

Volume 15, No. 2

ICONIP2019 Proceedings

63

distinguish them. Dictionaries containing predefined words are not an optimal solution in the case of URLs because
each minimal change in the letter in the address can refer to an impersonation attempt. The construction of the
URL has been repeatedly addressed in several papers, e.g. in [2], [28]. In our experiment, we encode the entire
address without dividing its subsequent parts. The condition is that the characters that make up the URL should
be in the previously defined set containing 70 unique characters. We were inspired here by Zhang et al. [26] to
present text data in the form of a one-hot vector at the character level. The dictionary consisted of 70 characters:
abcdefghijklmnopqrstuvwxvyz_0123456789
-;.!?:/\|#$%^
&~
’+=<>()[],"’|^
We removed characters that were not from the above alphabet. We present the statistics concerning the data in
Table 2. In the case of convolutional neural networks with one-hot encoding, we must assume the maximal length of
Table 2. Statistics of the URL dataset used in the experiments.
Number of all URLs
Number of phishing URLs
Number of legitimate URLs
Number of characters in the CNN input vector
Dictionary size for one-hot encoding
The longest URL
The shortest URL
Average URL size

21,208
10,604 (50 %)
10,604 (50 %)
256
70
1149 characters
5 characters
186

the URL. The average address length was 186 characters, and the longest address was 1149 characters. To optimize
the network at this stage, we used 256 characters to encode the URLs. Because while designing the network we have
to take care of the appropriate dimensions of the convolutional layers, and only 9 % of addresses were longer than
256 characters, we decided to shorten the longest addresses to 256 characters. The one-hot character-level encoding
scheme with the first neural network layers are shown in Figure 1.

Fig. 1. One-hot character-level encoding for the convolutional neural network used in the paper.

3.3

Convolutional Neural Network

We analyze URLs using convolutional neural networks (CNN) [10]. The architecture we use is very good at analyzing the natural language (NLP); however, the analysis of URL addresses in terms of the occurrence of phishing
attacks seems to be novel. Convolutional networks are well suited for the classification of images [12]. Due to their
construction, they are very resistant to distortions in the image. In our case, we want to sensitize the network
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Fully Connected (32)

MaxPooling (1x1x32)

5

Convolution (7x1x32)

2x1 step2

MaxPooling (7x1x16)

2

Convolution (14x1x16)

3x1
step2

MaxPooling (31x1x8)

2

Convolution (62x1x8)

4x1
step2

URL Embedding (128x16)

URL (256x70)

so that it can detect the address distortions used in the previously described technique. We want to optimize the
architecture presented by us so that the network can be implemented in mobile devices with limited memory and
computing power. We use an embedding layer in the network to change the representation of the input data from a
one-hot vector to a real-valued vector from the input element. This technique has perfect effects in natural language
processing [11] where by changing the representation of words, we obtain better results for a given classifier. In our
case, embedding is mainly designed to speed up the network performance through another mapping of 70 characters
from the dictionary using a smaller vector. Our experience shows that the embedding layer of size 16 can easily
represent 70 characters. We present our convolutional network in Figure 2.

Fig. 2. Convolutional neural network used in the paper.

4

Experiments

We compare the CNN-based method proposed in the paper with other approaches, especially with the LSTM
network proposed in [1] by recreating their experiment. We implemented both, CNN and LSTM networks using the
CNTK library (https://github.com/Microsoft/CNTK). Learning and testing has been carried out on the GeForce
GTX 1080 Ti GPU with 11GB of RAM installed in an Intel i7-7800X 3.50 GHz 32GB RAM machine. We trained
the networks with Stochastic Gradient Descent [3] with minibatch size 45, momentum 0.5. Learning coefficient was
gradually lowered, from 0.1 in the first epoch, 0.01 in the second one, 0.001 in the next four epochs and in the rest
of training it was set to 0.0005. Dropout rate was set to 0.5. Both networks were trained through 15 epochs, and
it took 3.50 min. for CNN and 5.18 min. for LSTM. The dataset described in Section 3.1 was divided into 80 %
training set and 20 % testing set and 5-fold cross-validation was applied. The training error for both networks is
shown in Figure 3. Memory requirements and computation times for both neural networks are shown in Table 3. In
the case of calculating the memory demand during the training, the given values also contain the loaded training
data in similar configurations. The last column in Table 3 includes the time to load both data and the neural
network parameters (weights). Testing has been done using the aforementioned GPU. As we did not have the same
set of data as used in [1], we compared their approach on the dataset collected at the time of the experiments
(Section 3.1). Table 4 shows the numbers (results) taken from [1] in the first two rows and the results obtained on
the current dataset (rows 3 and 4). We compare the accuracy obtained by the approaches using similar datasets
and the CNN network proposed in the paper in Table 5. Moreover, we tried various sizes of CNNs (Table 6). We
chose the network with the smallest testing error (i.e. smallest overfitting) for all the comparisons.
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Table 3. Comparison of the LSTM network from [1] and the CNN network proposed in the paper.
NN type
LSTM
CNN

GPU memory
ments
352MB
473MB

require- Parameter
size
880KB
502KB

set Number of URLs
per sec.
460/s
480/s

Fig. 3. Training error (accuracy) of the LSTM network from [1] and the CNN network proposed in the paper. In fact, apart
from the faster convergence, CNN’s epoch is almost 50 % faster.
Table 4. Comparison of the LSTM network and random forest from [1] on their dataset (two first rows) and LSTM (3rd
row) and the CNN network proposed in the paper (4th row). Rows 3 and 4 show results on the dataset described in Section
3.1.
Method
Random Forest and data from [1]
LSTM and data from [1]
LSTM (CNTK and current data)
Proposed CNN

AUC
0.984
0.999
0.984
0.997

Accuracy
0.934
0.987
0.985
0.997

Recall
0.932
0.989
0.992
0.999

Precision
0.932
0.986
0.978
0.995

F1-score
0.934
0.987
0.985
0.997

Table 5. Comparison of the accuracy obtained by the approaches using similar datasets and the CNN network proposed in
the paper.
Method
SVM [28]
CANTINA+ [25]
SVM [13]
td-idf [22]
CNN proposed in the paper

Accuracy
95.80 %
92.00 %
99.00 %
99.62 %
99.98 %

Table 6. Testing error comparison for various sizes of the CNN network proposed in the paper. We changed the number of
feature maps in relation to the base value x from Fig. 2.

Number of conv.
2
3
4
5
6

Volume 15, No. 2

layers
layers
layers
layers
layers
layers

0.25x
30.6 %
5.0 %
4.0 %
1.0 %
1.5 %

Number of feature maps
0.5x
x
2x
4x
29.8 % 12.0 % 12.4 % 12.3 %
4.0 % 0.02 % 0.02 % 1.04 %
0.4 % 0.02 % 0.02 % 0.03 %
0.5 % 0.04 % 0.05 % 1.12 %
1.2 % 0.89 %
3.3 %
3.0 %

12.3
0.03
0.03
1.12
1.4

8x
%
%
%
%
%

Australian Journal of Intelligent Information Processing Systems

66

5

ICONIP2019 Proceedings

Conclusion

We proposed the method of identifying phishing websites based solely on the URL address text by a deep neural
network with convolutional layers. To this end, we encoded URLs as one-hot character-level vectors and presented
them as inputs to a convolutional neural network. The results were compared mainly with the LSTM network
presented in [1] because we analysed the entire URL text similarly. We implemented the LSTM network from [1]
and trained it with a newer version of the phishing dataset (PhishTank and Common Crawl) to compare LSTM
with the proposed method. We also checked many variants of CNNs against testing error to achieve the best data
generalisation. Moreover, we found out that the use of the embedding layer improved the results. The results
presented show that the CNN network dealt with the classification better than LSTM. In our experiments, we can
observe the minimal advantage of CNN over LSTM in terms of accuracy. A significant difference can be seen in the
training of both solutions. The CNN network is much easier to train than LSTM, as shown in Figure 3. It converges
faster than LSTM and the time needed for one training epoch is nearly 50 % shorter. It is essential in the case the
phishing detector is fine-tuned with new data periodically.
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