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Abstract. Despite some positive results, research on electroencephalography (EEG) biometrics is still in an
exploratory phase. The sensitivity of EEG to physical and mental states leads to considerable intra-individual
variations that can have a serious negative impact on biometric performance. One open question is the stability
of EEG biometrics in relation to the consistency of performance across diverse human states. This paper
investigates the idea of using functional connectivity (FC) and convolutional neural networks (CNN) for stable
EEG biometrics. Specifically, the proposed learning model consists of two modules: an FC module which is
designed to capture dynamic coupling relationships between brain regions, providing a bivariate measurement
that is more stable than current methods relying on univariate signals or features extracted from single channels;
and a CNN module to automatically learn inherent FC representations that exhibit unique patterns to each
individual. The fusion of FC and CNN provides effective biometric identifiers and strong discriminatory power
that relaxes the reliance of current methods on human states or sensory stimulation. Evaluation of the model
uses ongoing EEG in different human states and both the identification and authentication scenarios. Results
validate the effectiveness of the model in learning identity-bearing information from EEG in both biometric
scenarios. Compared to current methods, the improvement brought by the proposed learning model is clear,
especially in handling EEG signals in diverse states.

Keywords: EEG biometrics · Authentication · Functional connectivity · Convolutional neural networks · Deep
learning.

1 Introduction

EEG presents a promising modality for biometrics applications with its potential capability to support privacy
compliance, high-level security, robustness against spoofing attacks, and continuous monitoring [1]. Despite these
advantages, EEG is also known to be sensitive to the physical and mental states of humans, exerting a negative
impact on the stability of using it for biometric applications. This stability issue of EEG biometrics needs to be
properly addressed before the systems can be practically deployed.

Currently, one way to address this issue is to control the states of humans using sensory stimulation embedded
in elaborate signal acquisition protocols. This type of method is based on event-related potential (ERP) signals and
is therefore commonly referred to as ERP biometrics, where ERP signals are obtained by averaging multiple EEG
signals corresponding to certain pre-designed stimuli. Research on ERP biometrics mainly focus on identifying
suitable sensory stimuli and designing proper elicitation protocols based on the stimuli identified. For example,
an ERP biometric protocol, named CEREBRE, combines eight different types of images (visual stimulation) to
trigger pre-anticipated brain responses which exhibit individual-distinctive patterns [2]. Another study uses a grid-
shaped flickering line array as visual stimuli to induce steady-state visual evoked potentials (SSVEP) for individual
identification [3]. Nevertheless, their design of the SSVEP paradigm uses Korean characters as basis which limits
its application only to people who understand Korean words. ERP biometrics usually achieve high recognition rate
since it allows tightly control of the human cognitive states. However, this advantage highly relies on the repetitive
sensory stimulation and tight control of the signal acquisition procedures which limits the application scenarios of
ERP biometrics.

In comparison, ongoing EEG is free from particular stimulation, making it able to support more flexible appli-
cations. However, relaxing the signal acquisition conditions also means losing control of the human states, which
further means that biometrics based on ongoing EEG will face a more serious stability issue. This partially explains
why existing research in ongoing EEG biometrics mainly focus on resting-state EEG or require subjects to perform
specific tasks [4].

In this paper, we aim to address the stability issue of ongoing EEG biometrics to support more reliable and
applicable EEG biometric systems. A computational method based on functional connectivity (FC) and convolu-
tional neural network (CNN) is proposed to dig out the identity-bearing information from ongoing EEG in order
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to support stable EEG biometrics against the human states. The following Section 2 summarises the related works
of ongoing EEG biometrics from the perspectives of feature extraction and classification. Section 3 presents the
proposed methodology, followed by experimental design in Section 4, and results in Section 5. Conclusion and future
work is summarised in Section 6.

2 Related Works

Existing methods are mainly based on combinations of conventional classifiers (e.g., support vector machines and
neural networks) and univariate features extracted from signals of single channels (e.g., autoregressive (AR) coeffi-
cients [4], power spectral density (PSD) [5], and entropy estimates [6]). However, univariate features are sensitive to
EEG fluctuations which are inevitable due to circadian rhythms, data collection problems, and different recording
conditions [7]. This problem can be properly addressed by brain functional connectivity [8] which is a bivariate
measure capturing the coupling relations of two signals. This property is useful in reducing the intra-individual
variations to improve the performance of biometrics systems based on EEG.

Spectral coherence, phase lag index and phase locking value have been investigated to construct functional
connectivity for EEG biometrics [9–11]. In these studies, the connections over scalp are either used directly as
features [9] or used to generate connectivity networks in which handcrafted features are extracted based on the
topological characteristics (e.g., node degrees [11] and eigenvector centrality [10]). Unfortunately, neither of these
two ways makes full use of the value of functional connectivity over the scalp. A more effective classification model
should be used to automatically learn deep and significant representations from the EEG connectivity networks,
instead of applying conventional classifiers.

Deep learning provides a possible solution for classification of EEG signals. Results of related work have indicated
that the representations automatically extracted by the deep learning models are more discriminative and robust over
time than handcrafted features with conventional classifiers [12]. CNNs have been proposed to EEG-based person
identification and authentication in recent studies, achieving promising results [13–15]. These studies use CNN
directly on the EEG amplitude fluctuations. However, as mentioned, EEG amplitudes are sensitive to many factors
such as mental states, noise, or simply signal acquisition solutions, making the extracted representations invalid to
changes. A signal processing module that can provide stable inputs while facilitating the learning process is one
way to improve performance and stability. A deep learning model integrating functional connectivity was proposed
for biometric identification in a recent work [16]. This study continues investigating the idea of using functional
connectivity and deep learning algorithms (using a classic convolutional neural network) for EEG biometrics, in
both biometric identification and authentication scenarios.

3 Methodology

The proposed method integrates a functional connectivity estimation module and a deep learning module based
on CNN which learns discriminative patterns from the FC maps estimated by the first module, as illustrated in
Fig. 1. The signal processing workflow starts with band-pass filtering (0.5-42 Hz) and denoising, followed by feature
extraction and classification by the two main modules.

Fig. 1. Proposed method
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The input of the FC module is the multi-channel pre-processed EEG signal and the output is two-dimensional
FC maps generated by estimating coordinated activation over different brain regions. To measure this coordinated
activation, we consider phase synchronisation which is an important category of functional connectivity in the EEG
domain demonstrated to yield a more robust connectivity estimate than calculating Pearson correlation or mutual
information on EEG amplitudes in temporal domain [16,17].

Let x1 and x2 denote EEG signals from two different channels (electrodes), respectively. The relative phase of
these two signals is then defined as follow,

∆φr(t) = |φxi(t)− φxj (t)| mod 2π (1)

where the instantaneous phase of a signal, φx(t), is calculated by Hilbert transform of the signal timeseries x(t). To
measure the degree of phase synchronisation of the two signals, we calculate the ρ index [18] (hereinafter referred
to as the RHO index) which is defined based on the Shannon entropy on top of the relative phase. It measures
the degree of phase synchronisation by describing how far the relative phase ∆φr(t) is deviated from a uniformly
distributed phase as follows,

RHO(xi, xj) =
Suni − S
Suni

(2)

where Suni is the entropy of the uniform distribution (the maximum entropy) and S = −
∑N

k=1 pk ln(pk) is the
entropy of relative phase ∆φr(t). The probability pk is approximated by generating a histogram of the relative
phases. In our previous study, we found that functional connectivity based on RHO index exhibits higher individual-
distinctiveness than that based on phase locking value and phase lag index. The value of RHO index has a range
of [0, 1], in which the two boundaries refer to the absence of phase synchronisation (low functional connectivity)
and perfect phase coupling (high functional connectivity) between the two signals, respectively. In addition, beta
band (13-30 Hz) is selected for FC estimation according to a previous finding that high-frequency bands, beta and
gamma bands, are more related to human distinctiveness than low-frequency bands [16].

Given signals from N channels (electrodes), the beta-band RHO is calculated for signals from every two channels
over the scalp, generating a symmetric matrix MN×N , in which Mij = Mji denotes the FC between signals from
channel i and j. This matrix is the two-dimensional FC map fed into the following CNN module for automatic
feature extraction and classification.

The CNN composes of seven layers, as illustrated in Fig. 1, including a input layer (N ×N), cascading of two
convolution layers (4 × 4, 32, activation function: ReLU) + max-pooling layers (2 × 2), a fully-connected layer
(128, activation function: ReLU), and a output layer (Softmax). In convolution layer, convoluted feature maps are
extracted by local linear filters and work as parallel filters to detect the structural representations from the EEG
functional connectivity inputs. Max-pooling is a sub-sampling procedure that reduces the spatial dimensionality of
each feature map while maintaining its discriminative characteristics. In the output layer, the Softmax function is
adopted to map the confidence scores for each class to a posterior probability distribution over the possible classes
according to

P (y = c|x) = ex
Twc

/( K∑
k=1

ex
Twk

)
where w and x denote the weight vector and the input vector of observation o, respectively. The training procedure
is based on iterating categorical cross entropy loss by the Adam optimiser. The initial learning rate is set to be
0.001 and the batch size is 200. Meanwhile, batch normalisation is adopted before the convolution layer and the
dense layer for accelerating the training speed. Furthermore, 25% dropout is applied after the max-pooling layers
and the dense layer to reduce possible over-fitting.

4 Datasets and Experimental Design

The proposed method is evaluated on two databases, namely the PhysioNet BCI [19] (database I) and a self-collected
database (database II). Database I contains EEG signals collected from 109 subjects during motor/imagery tasks.
The motor task involves fists or feet movements according to a sign displayed on the screen, and similarly, the
imagery task is about imagining doing the same movements in mind without physically doing so. A baseline task
of resting state eyes-open (EO) and eyes-closed (EC) is performed in front of the main tasks. For clarity, we refer
the motor and imagery tasks as physical movement (PHY) and imagery movement states (IMA), respectively. To
include more human states in our analysis, we collected Database II which contains EEG of 59 subjects under
EO and EC resting states, and two other tasks, including an attention task (ATT), and a picture narrative task
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(PIC). The ATT task require subjects to identify the red one from a sequence of letters that flashed past the centre
of the screen. And the PIC task asks subjects type their narratives of the picture shown on the screen in a text
box. During data collection, subjects are seated comfortably in front of a computer in a noise-control laboratory.
For data collection, a 64-electrode wet cap sampling at 160 Hz with a BCI2000 system is used for database I [20],
and 46 electrodes sampling at 250 Hz with a Cognionics dry-sensor system is used for database II. All the EEG
signals are referenced to the mean of signals from the earlobes. The placement of the electrodes are according to
the international 10-20 system. A moving window of one-second with 50% overlap is used for generating training
and testing samples. Table 1 summarises the database information.

Table 1. Details of the datasets

Database #Subjects #Electrodes States (#Samples/Subject)

I 109 64 EO(119); EC(119); PHY(239); IMA(239)

II 59 46 EC(119); EO(119); ATT(239); PIC(239)

Three experiments are designed for evaluating the proposed method in diverse human states. In experiment 1,
we evaluate the method using EEG in each single state of the two databases. This provides the baseline performance
of each method in diverse human states. Five-fold cross validation is used for splitting the training and testing sets.
In experiment 2, we train the method with only resting state EEG and test it under active states. The experiment
is designed to evaluate whether the method is capable of processing EEG signals in different active states when
only the resting state signal is available for training. This situation happens in real-life since resting states are
usually conducted in EEG experiments as baseline tasks for signal calibration. They are the most commonly used
conditions, neither relying on any stimulus nor active involvement of any task. In experiment 3, data of different
states are mixed for training, and the trained model is then tested in each state. Having a mixed training set of
signals in multiple states is one way to reduce the effects of intra-individual variations by forcing the model to
learn robust representations against the changing human states. The split of training and testing data is based on
five-fold cross validation.

In addition, the method is evaluated in both subject identification scenario and authentication scenario. In the
subject identification scenario, there is no claimed identity associated with each testing sample and the system needs
to identify the identity of the sample from the database based on the observation. Correct recognition rate (CRR)
is reported for performance evaluation. In the authentication scenario, each testing sample is associated with a
claimed identity (user identity) and the system needs to decide whether the observation is from the claimed identity
or from a intruder. The authentication experiments loop over all the N subjects in a database: when subject i is
used as the genuine user, all the remaining N − 1 subjects will be used as impostors to test the system. The final
results are the average of the above experiments. False accept rate (FAR) and false reject rate (FRR) are reported,
accordingly, in which the FAR measures the error rate of intruders being falsely accepted as genuine users and FRR
measures the error rate of genuine users are falsely rejected as intruders. The CRR, FAR, and FRR are calculated
as follows,

CRR =

∑N
n=1 Cn,n∑N

i=1

∑N
j=1 Ci,j

(3)

FRR =
FN

TP + FN
(4)

FAR =
FP

FP + TN
(5)

where C is the confusion matrix, and TP , TN , FP , and FN denote the number of true positive, true negative,
false positive, and false negative, respectively. Furthermore, a standard evaluation method, named detection error
trade-off (DET) curve, is adopted. The DET curve reflects the FRR as a function of FAR for different cut-off
thresholds, from which the equal error rate (EER) is computed.

5 Results and Discussion

We compared the proposed method with the popular features and methods of EEG biometrics (those using ongoing
EEG signals). Three widely-accepted types of features were selected, including the coefficients of the auto-regressive
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models, power spectral density functions, and fuzzy entropy. Each of them provide some information of individual
distinctiveness, and we combined these features together to further boost the performance. Since all the three
types of features are calculated based on EEG from each single channel, in other words, uni-variate features, we
refer to their combination as ‘UniFeatures’. CNN is selected as the classifier to have a fair comparison with the
proposed method. Using CNN for traditional uni-variate features is also supported by previous research [16] where
the results indicate that for the same input, CNN provides a higher CRR than traditional classifiers such as shallow
neural networks and support vector machine within a reasonable computation time. Furthermore, using a CNN to
directly learn from ongoing EEG signals is popular in recent years [13–15]. We refer to this method as ‘Raw+CNN’.
In summary, three methods are evaluated, including the proposed ‘RHO+CNN’, and two comparison methods
‘UniFeatures+CNN’ and ‘Raw+CNN’.

Fig. 2. Results in subject identification scenario (CRR averaged over 5 runs)

Fig. 2 shows the results of experiment 1, 2, and 3 in the subject identification scenario, where the bar/point
and the error bar represent the average CRR and the corresponding standard deviation of 5 runs. Among the
methods, the proposed method RHO+CNN consistently outperformed UniFeatures+CNN and Raw+CNN in three
experiments on two databases. In experiment 1, an average CRR of 99.94%± 0.06% is achieved in identifying 109
subjects on database I; and an average CRR of 99.86%±0.05% is achieved in identifying 59 subjects on database II.
Compared to Unifeatures+CNN and Raw+CNN, RHO+CNN improves performance by 0.3% and 7.7% on average,
respectively. The superiority of RHO+CNN is more obvious in experiment 2 (training with only resting-state EEG
but testing with active-state EEG). The 99.69%± 0.02% and 99.70%± 0.02% CRR are achieved in PHY and IMA
states on database I, and 99.51%±0.02% and 99.17%±0.02% CRR are achieved in ATT and PIC states on database
II. The same trends can be found in experiment 3, where RHO+CNN achieved 100% and 99.92%±0.03% on average
in mixed states on the two databases, respectively.

Fig. 3 summarises the results of experiment 1, 2, and 3 in the authentication scenario, where the bar/point and
the error bar represent the average FAR and FRR and their corresponding standard deviations. The performance
gap between the algorithms in authentication scenario is larger than that in identification scenario, but the trend is
the same. Of the three methods, the proposed method RHO+CNN consistently achieved the lowest FAR and FRR
in the three experiments on both databases. In addition, the corresponding DET curves and EER are presented
in Fig. 4 and Table 2, respectively. The DET curve shows the FRR against FAR and EER is the error rate when
FAR=FRR. Both of them are standard evaluation metrics for authentication system. A EER of 0.87%, 6.86%, and
0.13% is achieved in experiment 1, 2, and 3, respectively, on database I, and a EER of 2.15%, 8.84%, and 1.39% is
achieved in experiment 1, 2, and 3, respectively, on database II. The EER of RHO+CNN is much lower than that
of Raw+CNN and UniFeatures+CNN, especially in experiment 2.

The results validate our hypothesis that functional connectivity contains robust identity-bearing information
and CNN is able to learn the deep representations of the identity-bearing information and generalise over different
human states. Specifically, the functional connectivity based on RHO synchronisation index is demonstrated to be
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Fig. 3. Results in authentication scenario (FAR and FRR averaged over subjects)

Fig. 4. DET curves of the methods in authentication scenario.
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Table 2. EER results in the authentication scenario (DB stands for Database, the results are corresponding to DET curves
in Figure 4).

Method
Experiment 1 Experiment 2 Experiment 3
DB I DB II DB I DB II DB I DB II

UniFeatures+CNN 1.15% 9.56% 19.27% 28.06% 0.93% 9.54%
Raw+CNN 10.00% 17.61% 26.25% 24.86% 4.26% 9.52%
RHO+CNN 0.87% 2.15% 6.86% 8.84% 0.13% 1.39%

more robust than the univariate features (combination of PSD, AR, and fuzz entropy features). It is more stable
against different human states and less affected by the intra-individual variations caused by cognitive states than the
univariate features. A possible explanation is that each type of these handcrafted features presents characteristics
of signals from a certain perspective, and these characteristics are states-dependent, leading to high intra-individual
variations. As a result, these features are hard to generalise over different human states. Functional connectivity
can also be affected by the human states, however, the identity-bearing information it contains is more robust.
Regarding the Raw+CNN method, although it has been proposed as a promising solution to EEG classification
in many recent studies, it is too sensitive to intra-individual variations due to the direct use of EEG amplitudes,
therefore, not a suitable solution to EEG biometrics. Results of experiment 2 further validate this concern, especially
in authentication scenario. For example, on database I, the FRR of Raw+CNN is around 0.3 in experiment 1,
however, it dramatically increases to above 0.8 in experiment 2, which indicates that the method is seriously
affected by the fluctuations of the signals. Results of the three experiments also imply that the Raw+CNN can not
handle the dynamic EEG in different states and its performance largely depends on the training sets.

In summary, the findings demonstrate that the proposed method RHO+CNN can handle EEG signals in different
states, even those that have not been seen during the training stage. In addition, comparing results of experiment 2
and experiment 3, we can notice an improvement of performance for each method, which suggests that having a good
training set is useful to improve performance. Due to the accumulated intra-individual variations, representations
learned from signals in one state tend to become less effective in another state. And collecting a good training set of
signals in different states (different sessions or dates if possible) is one way to reduce the effects of intra-individual
variations.

Regarding the training time, the deep learning-based method is usually more computationally expensive than
the traditional classifiers. However, the popularisation of GPUs and other specialised hardware, as well as the
parallel computing packages and software meet the requirement of the increased computational complexity. In our
experiments, the training process of CNNs only took less than one minute with Intel Core i9-7900X processor and
NVDIA GeForceGTX 1080 GPU using TensorFlow. The proposed method converged fast within about 10 training
epochs. In contract, the Raw+CNN took around 25 epochs to converge. It is also worth noting that the complexity
decreases significantly after the weights of the model have been learned in the training stage.

6 Conclusion and Future Work

This paper investigated the idea of using a deep learning model integrating functional connectivity for stable
EEG biometrics. The model consists of two components: a feature extraction component which estimates dynamic
functional connectivity from the ongoing EEG signals, and a CNN component that extracts deep biometric repre-
sentations from the connectivity maps generated by the first component. The proposed method was evaluated in
both subject identification and authentication scenarios, and results validate that it can handle EEG signals in dif-
ferent states and provide stable performance. Compared to existing methods using univariate features or using deep
learning models on EEG amplitudes, the proposed method can learn more robust identity-bearing representations
and generalise over different states with a higher level of stability.

Regarding future plans, we will focus on the continuous authentication problem. It is well discussed in the
literature that ongoing EEG is a natural continuous data source that suitable for continuous biometrics. However,
research on EEG-based continuous authentication is still at the conceptual stage and many issues need to be properly
addressed, such as the template-ageing effects and non-stationary characteristics of EEG dynamics. In addition, we
will focus on EEG signal augmentation and reconstruction to facilitate deep learning and address the problem of
insufficient or missing training data that often occurs in the practical application of EEG.
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