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Abstract.  The goal of this study was to develop a feedforward neural network to predict humans’ ability to correctly 
identifying manipulated or unmanipulated digital images with accuracy above 67%. This prediction accuracy is higher 
than previous work which utilised expert designed features. We experimented with the distinctiveness network 
reduction techniques proposed by Gedeon and Harris (1999) on a feedforward network trained by backpropagation. 
Our research showed that the network reduction technique is useful in reducing the network size to minimize 
computational resources usage. This was achieved without sacrificing much of the prediction performance for the task 
of predicting humans’ ability on identifying manipulated images. In addition to this, we compared the effectiveness of 
the distinctives network reduction technique when the weights were trained with backpropagation versus genetic 
algorithm. Our results showed that the effectiveness of the network reduction technique is highly dependent on the 
weight assigned to each hidden neuron.Thus, the network reduction technique performs significantly better when it is 
applied to the network trained by a genetic algorithm. 

Keywords: Detect image manipulation, Eye gaze tracking, Feedforward neural network, Network reduction technique, 
Genetic algorithm 

1   Introduction 

Digital images are an important format for people to obtain information. With the help of simple and convenient image 
editing software, manipulating an image could be done by anyone more easily. Inappropriate manipulated images have 
been seen in a wide range of media such as news sites, social media, scientific journals, and propaganda. The information 
reliability of digital image formats needed to be questioned. Whether people can detect manipulated and unmanipulated 
digital images has become an interesting topic to explore. In recent Imperfect Understandings Research [1], Caldwell et 
al experimented on humans’ perception of manipulated and unmanipulated digital images. The research indicates that the 
ability of participants to correctly identify manipulated and unmanipulated images was poor to moderate with a mean 
accuracy of 56.0%. In this paper, we explored whether  a feedforward neural network (FNN) is sufficient to predict 
humans’ ability to detect manipulated digital images based on their eye gaze data. 
 
When we applied FNN to the task of the predicting humans’ ability to recognize manipulated images, one major question 
is how to optimize the number of hidden neurons in each hidden layer. If the number of hidden neurons is too large, the 
FNN might overfit. If the number is too small, the FNN might fail to capture the pattern in the dataset. An appropriate 
number of hidden neurons could minimize the computation resources without sacrificing too much of the FNN’s 
prediction power. We applied the distinctiveness network reduction technique proposed by Gedeon and Harris [2] to 
identify and remove redundant hidden neurons in the FNN.  
 
We found that the efficiency of distinctiveness network reduction technique was highly dependent on the weights assigned 
to the FNN. In Gedeon and Harris’s previous work [2], backpropagation was mainly used to assign weights for each 
hidden neurons. One of the major disadvantages of backpropagation is that, the gradient search technique might stuck at 
the local minima and fail to assign global optimal weights to the network [3]. A Genetic algorithm has proved to be useful 
in approximating global optimal weights when training FNNs [3]. We experimented on whether an FNN trained by 
genetic algorithm could improve the performance of the distinctiveness network reduction technique. We compared 
different configurations of mutation and cross over in increasing the effectiveness of the reduction technique.  

2   Methodology 

2.1   Dataset information and data pre-processing   

The eye gaze dataset adapted for this paper includes the following columns: 
• participant - id number of the participant  
• num_fixs - the total number of fixations by the participant when looking at the image 
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• fixs_duration - total amount of time (in seconds) that the participant spent looking at the image 
• num_man_fixs - total number of fixations by the participant when looking within the target area 
• man_fixs_dur - total amount of time (in seconds) that the participant spent looking within the target area 
• image_manipulated? - whether the image the participant views is the manipulated or unmanipulated version  0 

= unmanipulated, 1 = manipulated 
• votes - this is the verbal opinion of the participant as to whether the image is manipulated or unmanipulated  0 = 

voted unmanipulated,  1 = voted manipulated,  2 = don't know 
• There were 80 participants and were divided into two cohorts evenly. Each cohort viewed the identical 5 

manipulated images and 4 unmanipulated images. In addition, each cohort viewed 5 differentiated images where 
one cohort viewed the manipulated version while the other viewed the unmanipulated version.  

 
Given the objective of this network is to predict whether a participant could correctly identify the manipulated or 
unmanipulated digital image using their eye gaze data, the input features are the eye gaze related data: the first four 
columns of the dataset. The target output is a binary class: class ‘True’ when the participant’s vote equals to the true label 
of the image; class ‘False’ when the participant’s vote differ from the true label of the image. The target output column 
was obtained by applying a Boolean NOR function to ‘image_manipulated?’ and ‘votes’ 
 
We applied standard z-score normalisation to the input features to increase the accuracy and efficiency of the classification 
model [7]. This was because  the scales of the four input features vary and some of them (‘num_fixs’) lie in a relatively 
large scale. 

2.2   Feedforward neural network model design and performance measurements 

We developed  a two-layer fully connected neural network. One input layer with four neurons corresponded to the four 
eye gaze input features. One hidden layer with specified hidden units. One output layer with two output neurons 
corresponded to the binary classification labels.  
 
Given that the datasets were small, the dataset was split by participants into 10 folds to perform 10-fold cross validation. 
The dataset is reasonably class balanced (59.7% is labelled as ‘1’ and 40.3% is labelled as ‘0’), hence using accuracy is 
sufficient to estimate how accurate the network is in predicting the class label for a new data pattern [3]. Each fold was 
run 10 times to reduce the effect of randomness. We calculated the confusion matrix of each fold in each run. Each fold’s 
test accuracy was the median of the 10 runs. The test accuracy of the trained FNN was the median of the 10 folds.   
 
Given a new person’s eye gaze data of an unknown digital image, the trained FNN is used to predict whether this person 
is able to correctly classify it as manipulated or unmanipulated image. 

2.3   Local optimal number of hidden neurons experiment 

Local optimal number of hidden units is the number which maximize the generalisation performance at minimal network 
size. The objective of this experiment was to find the local optimal number of hidden neurons that produce the maximum 
test accuracy.  
 
We experimented with a range of number from 1 to 10 one by one using the FNN structured as in Section 2.2. Given it is 
a binary classification model, sigmoid activation function is sufficient [6]. The loss function is cross entropy error function 
[4]. The Adam optimization algorithm was applied since it is shown to be effective on a broad range of problems and is 
computationally efficient [5]. We calculated the median train and test accuracy for each testified number. We plotted the 
average test accuracies with respect to the number of hidden neurons on the same graph, and visually observed the 
theoretical local optimal number of hidden neurons.    

2.4   Network reduction technique design and implementation   

Network reduction technique is used to detect and remove redundant hidden neurons  in the network to reduce or minimize 
the network size. The main objective of this experiment was to observe the feasibility of the network reduction technique 
proposed by Gedeon and Harris [2] for the task of predicting a subjects recognition of manipulated images. 
 
We trained the network with hidden units of 10 using the same hyperparameters as in Section 2.3. Then we applied the 
network reduction technique. Lastly, we investigated the network performance in comparison with the local optimal 
model found in Section 2.3. The network reduction implemented is distinctiveness. It was used to measure the 
significance, similarity and complementarity of hidden units [2].  Below are the steps in finding redundant hidden neurons:  
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• Step 1: For each hidden unit, we constructed a vector that represented the functionality of the hidden unit in the 
pattern space. Each vector had the same dimensionality as the patterns space number in the training set. Each 
component in the vector corresponded to the output activation of the unit.  

• Step 2: We found the insignificant hidden unit by calculating the magnitude of the activation vector for each 
hidden unit. The hidden units that were significantly smaller than others were removed. The benchmark was 
calculated as 𝑄1 − 1.5 ∗ (𝑄3 − 𝑄1), where 𝑄1, 𝑄3 was the first and third quantile of all the activation vector 
lengths, any length below this number was recognised as significantly smaller than others.  An example of 
detecting two insignificant hidden units among total of 25 hidden units is shown in Fig.1.  

• Step three: we found the similar hidden units and complementary hidden units by calculating the vector angle of 
a pair of two activation vectors. After we removed the insignificant hidden unit, for the remaining hidden units, 
we computed the vector angles for all combination of two angle unit. If the angle between was smaller than 15 
degree, then these two hidden units were said to have similar behaviour, one of them was removed and the weight 
was added to the other hidden unit. If the angle between was greater than 165 degree, then these two hidden units 
were said to be complementary of each other, the effects cancel out by each other, thus we removed both of the 
hidden units. 
 

To evaluate the effectiveness of the reduction technique,  we applied the pre-reduction and post-reduction model on both 
train and test to observe the changes in network performance.  

 
Fig. 1. An example of detecting insignificant hidden unit. Each dot on the graph represents the activation vector magnitude of the ith 
hidden unit, the red line represents the benchmark for removal.  
 

2.5   Genetic algorithm design and implementation 

We found that the efficiency of network reduction technique proposed in Section 2.4  was highly positively related with 
the weights assigned to the network. We applied genetic algorithm to train the FNN to approximate the global optimal 
weights [7]. We built the FNN using genetic algorithm and  then re-applied the network reduction technique in Section 
2.4 to the FNN. The procedure of genetic algorithm is described in Fig.2. We also experimented with different 
configurations including mutation and cross-over methods to find out its relation to the performance of network reduction 
technique. 
 
We experimented with cross entropy loss function and train accuracy to determine a more appropriate fitness score. Each 
of the fitness scores was used to train the FNN, then applied  to the test set and calculated the test accuracy. We used the 
fitness score that results in highest median test accuracy at the evaluation stage in genetic algorithm. 
 
The  four combinations of we experimented with were:  

• Random cross over: each parent network has an equal chance to pass on its corresponding weight to its child 
network, that is each weight of the child network is randomly chosen from its “mother” network’s corresponding 
weight or its “father” network’s.  

• Adaptive cross over: the parent network with higher fitness score has a higher chance to pass on its weight to its 
child than the other parent.   

• Uniform mutation: the mutation probability to mutate the child weights is fixed for each time of evolution. For 
all the child network weights, each has an equal chance to be chosen and mutated to a random value.  

• Non-uniform mutation: at the early stage of the evolutions, the mutation probability is higher. Each child weight 
has equal chance to be mutated, and as the evolution time increases, the mutation probability decreases by a 
little.  Each of the mutation is combined with one of the cross overs to train a network, then apply network 
reduction technique to the network.  

 
To explore the relationship between FNN trained by genetic algorithm and the effectiveness of the network reduction 
technique, we compared the median and variance of test accuracy in this Section with the results in Section 2.3 and 
Section 2.4. 
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Fig.2. Genetic Algorithm to find the optimal network 

3   Results and Discussion 

3.1   Prediction performance of feedforward neural network 

As shown in Fig.3, most of the number settings resulted in above 60% of test accuracy.  The highest test accuracy peaks 
at 67.82% when there were three hidden neurons in the hidden layer. Thus, the local optimal hidden neuron is three 
neurons. This means that, given a new participant’s eye gaze data on an unknown image, the FNN with three hidden 
neurons is 67% accurate in predicting whether that participant can or cannot correctly classified the image as manipulated 
or unmanipulated.  

Caldwell et al mentioned in their Imperfect Understandings Research saying that eye gaze features were a partial reflection 
of an image that people non-consciously note and it is not always a predictor of conscious accuracy [1] . This means that 
using only eye gaze data as input to build the FNN might be insufficient. We could expect the prediction accuracy may 
be increased if we includes more relevant features as input.  

  
Fig. 3. The blue dotted line is the  median test accuracies of FNN with different number of hidden neurons in the hidden layer.  

3.2   Primary analysis of network reduction technique  

This section is a primary discussion of the network reduction technique in Section 2.3 applied to the FNNs built using 
backpropagation in Section 2.2. We mainly examined to what extent network reduction technique is helpful in minimizing 
the network size without sacrificing its power of generalization in our prediction application.  
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We first introduced a concept of reduction rate which is calculated by +,-./0	23	4566/+	+/,02+7	0/-28/6
5+595:;	+,-./0	23	4566/+	+/,02+7

.  As shown in Fig.4 
(Left), the reduction rate remains zero percent when the initial number of hidden neurons is below six. The  removal rate 
then fluctuates between 14% and 10%. None of the hidden units have been reduced to be less than the local optimal of 
three neurons. This means that the network reduction technique works for our application. It also did not over reduce the 
model to be too simple where underfitting might occur. In theory,  the reduction rate should be greater than zero once 
when the initial number of hidden neurons is larger than the local optimal number (three). It should also increase when 
the initial number increase.  This did not happen in our experiment. One of the reasons could be the limitation of 
implementation in Section 2.4: the scenario of three or more hidden units being similar or complementary were not  
considered and had not been removed from the possible unnecessary hidden units.  
 
We further investigated the network reduction technique with respect to the network generalization performance in our 
application. As shown in Fig.4 (Right),  the pre-reduction and post-reduction test accuracy remains the same when there 
were no hidden neurons actually being removed. For most of the cases where hidden neurons where removed, the median 
test accuracy before and after applying the reduction techniques varies in a fairly small range (less than two percent). This 
indicates that, the success of network reduction techniques did not come with the cost of reducing prediction accuracy in 
our application. When the initial neuron is 10, the post-reduction test accuracy was significantly smaller than that of the 
pre-reduction. This could be caused by the technique implementation limitation: some of the hidden units that had great 
generalization power were miss deleted. Overall, the network reduction technique is to some extent useful in pruning 
redundant hidden units while maintaining the prediction power when applying to our prediction task.  
 

 
Fig. 4. Left: Hidden neurons reduction rate with respect to the initial number of hidden neurons. Right: Test accuracy before (blue) 
and after (green) network reduction technique. 
 

3.3   Genetic algorithm and network reduction technique 

We found that network reduction technique described in Section 2.4 is highly dependent on the final weights assigned to 
each link in between hidden units. Whether to remove a hidden unit or not is determined by calculating the similarity and 
complementary of its weight vectors with other hidden units. In the discussion of Section 3.4, backpropagation is used to 
optimize the weights by calculating the gradient descent with respect to weights. However, one of the drawback in 
backpropagation is that, the gradient search technique could  trap at local minima and  not be able to assign global optimal 
weights to the network [3]. This might indirectly affects the efficiency of the network reduction technique experimented 
in Section 2.4.  Genetic algorithm is believed to be useful at finding the optimal weights that is close to global optimal 
[3]. This section discuss the experiments results in Section 2.5. We compared the performance of network reduction 
technique when it was applied to the two FNNs with 10 hidden neurons. One was trained by backpropagation, and the 
other was trained by genetic algorithm. We also investigated the effect of different choices in mutation and cross over 
configurations on the performance of network reduction techniques. 
 
We first determined the fitness scores that were used to evaluate the network generated. There are two common fitness 
scores being examined: train accuracy and train loss function using cross entropy.  Under uniform mutation and random 
cross over, the fitness scores that generates the highest median train accuracy was used as fitness scores. In the experiment 
of Section 2.5, train loss function using cross entropy was chosen.  
 
As shown in Table 1, while the reduction rates remain unchanged, the FNNs generated by genetic algorithms have higher 
median test accuracy than the one trained by stochastic gradient descent. One of the reasons behind this could be that the 
redundant hidden units being identified by the reduction techniques were more significant in the FNNs trained by genetic 
algorithm. This could be a result of different weight adjustment methods in backpropagation using stochastic gradient 
versus genetic algorithm. Genetic algorithm makes no assumption on the optimization landscape [8]. The population 
networks evolved towards a better network of the problem interest purely by genetic variation and selection [8]. Genetic 
algorithm could therefore approximates closely to the global optimal sets of weights. 
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The median test accuracy when using uniform mutation and random cross over is the lowest and with the highest standard 
deviation. Random cross over means that each parent network has equal probability to pass the genes to its child network 
regardless of its fitness score. At each evolution time, each gene weight of the  child network  has equal probability to be 
mutated . The network generated using non-uniform mutation and adaptive cross over operation has the highest median 
test accuracy and lowest standard deviation as expected. The adaptive cross over operation assigns a higher probability 
of weight “passing” to the parent network that has a higher fitness score, and vice versa for the parent network that has 
lower fitness scores. In this way, the “superior” gene weight could be protected. The non-uniform mutation is that the 
mutation probability sets high at the start of the evolution and slowly decreases as evolution advances. The weights at 
earlier stages are relative inferior and random. At later evolution, the probability is appropriately reduced to protect the 
“good” weight from being mutated.  
 

 Back-  
propagation 

Uniform,  
Random 

Uniform, 
Adaptive 

Non-Uniform, 
Random 

Non-
Uniform, 
Adaptive 

Median test 
accuracy 

55.46% 60.66% 60.81% 61.30% 62.48% 

Standard 
deviation 

7.26 9.77 8.62 8.49 8.21 

Reduction 
rate 

10% 10% 10% 10% 10% 

Table 1. Median test accuracy and standard deviation of FNN trained by backpropagation, genetic algorithm with different 
mutation and cross over method. 

4   Conclusion and Future work 

The two-layer neural network with three hidden units is proved to be acceptable in predicting a human’s ability in 
identifying manipulated images or unmanipulated digital images using his/her eye gaze data. Given the fact that eye gaze 
data itself may be insufficient to reliably identify the manipulated images [1], to further improve the prediction accuracy 
of the trained FNN, we should consider some other physiological features that are intuitively related to human’s 
perception on digital images. We should also investigate the possibility that human have limited inherent ability to 
distinguish manipulated photos. They might be making mostly random guesses, so there are limits to the maximum 
accuracy of any combination of method and features to predict their decisions. This is likely to some extent given the 
average accuracy of their conscious decisions is so low at 56.0%. The latter is an important research direction in the 
current environment where humans’ abilities to distinguish fake information is becoming more critical. 
 
The distinctiveness network reduction technique is helpful to a certain extent for removing unnecessary hidden units 
without compensating too much of the model generalization ability for our prediction task. The network reduction 
techniques applied to a network trained by genetic algorithm is shown to perform more effectively than to a network 
training based on backpropagation. Typically, when applying non-uniform mutation and adaptive cross over operations, 
the uncertainty results from random configurations can be reduced. To further improve the network technique, a method 
considering the similarity and complementarity of three or more hidden units should be implemented. In addition, to 
generate a better network using genetic algorithm, mutation and cross over operations other than the aforementioned ones 
could be examined. 
 
In this network model, only the number of hidden units is examined, while the other hyper parameters such as learning 
rate and batch size were set at commonly used figures. To improve the network generalization ability, other hyper 
parameters that could possibly affect the network performance should  be investigated. 
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