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Abstract. In this paper, we propose two EEG-based systems including cryptographic key generation and (true) random
number generation to enhance Bitcoin security. The first system is based on the quasi-stationary characteristic of EEG
signals when analyzed in a sufficient short time window. With this quasi-stationary, stable EEG feaures are extracted and
corrected to generate cryptographic keys from EEG-based authentication for the protection of Bitcoin wallets. The second
one is based on the non-linear and chaotic characteristics of EEG signals. By mathematical transformation, EEG signals can
be transformed to be random binary sequences for the use of protecting digital signatures in Bitcoin transactions. Two EEG
datasets which are DEAP and GrazIIIa were used to validate the performance of the proposed system. Our experimental
results showed that both cryptographic keys and random numbers are securely derived with very high success rates and
very high rates of passing the standard statistical tests recommended by the National Institute of Standard and Technology
(NIST) for examining the quality of randomness, especially in cryptography applications.
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1

Introduction

Bitcoin is the first decentralized cryptocurrency that has attracted a huge amount of attention from researchers around the
globe. The creation of Bitcoin has inspired the generation of over 1500 cryptocurrencies, and kept them increasing in the
market. The security of Bitcoin and other cryptocurrencies is based on the use of the cryptography ingredients: digital keys
and random numbers. Bitcoin uses a key pair (public and private) to prove the ownership of Bitcoin by his/her signature. The
private key is a number that can be generated randomly or from a password, and a public key is computed from the private
key using a one-way cryptographic function. In Bitcoin, the keys are stored in a file or a database called a wallet.
A random number and its generation are essential parts of cryptography. A nonce or a number used only once is a special
random number that is used no more than once. Random numbers are also used as an element of the digital signature algorithm
for Bitcoin transaction.
Recently, Electroencephalogram (EEG) has been widely used in person identification and authentication BCI systems. The
use of EEG signal has several benifits [10]: (1) it is recorded while performing a secret mental task that cannot be perceived;
(2) it is very hard to imitate because EEG is dependent on mental tasks; (3) it is impossible to be stolen because EEG is unable
to be regenerated by forcing under stress while the brain activity is very sensitive to the stress and mood; and (4) naturally, it
is required to record EEG from alive individual. Although numerous identification and authentication methods [10] has been
proposed and explored for BCI systems, there are little studies in key generation and random number generation. This paper
will present a combination of EEG signals and cryptography in both key generation and random number generation fields for
the protection of Bitcoin as a EEG-based BCI system.
1.1

Quasi-staionary characteristic of EEG signals

It has been found that EEG signal is changeable, non-linear and noisy in nature [18]. It is also difficult to reproduce the same
EEG from the same person [18]. These characteristics make EEG signals a suitable biometric modality in the key generation
field in the sense that it would be easy to immediately remove any compromised key and produce a new cryptographic key or
generate an additional key for possible applications such as opening a new bank account or email account. They also overcome
the drawbacks of using vulnerable passwords and rarely changeable biometric features of fingerprint, face or iris for which
there are no alternatives if the features are compromised [15].
In this paper, we investigate a key generation system from EEG-based user authentication to enhance the security of
Bitcoin wallets. Figure 1 presents a system to encrypt and decrypt the user’s wallet using a key. Under the assumption that
EEG signals are quasi-stationary when segmented into a sufficiently short time window [13], stable EEG features that carry
distinct biometric information are extracted to be used for generating a secure key as presented in algorithm 1. The input wallet
is encrypted by 256-bit Elliptic Curve Cryptography (ECC) encryption using a 256-bit key generated from EEG features. The
encrypted wallet is also decrypted from the receiving end by 256-bit ECC decryption with the same key generated from a
key generation phase using EEG-based user authentication (see algorithm 3). In other words, the same key is generated if the
authentication is succesful.
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Fig. 1: ECC Encryption and Decryption for Security of Bitcoin Wallet using the Key

1.2

Non-linear and chaotic characteristics of EEG signals

The underlying subsystems of a nervous system that produce EEG signals are considered to be nonlinear dynamic systems
in chaos theory, so EEG signals are chaotic [21]. Even in healthy subjects, chaos is also manifested in the nervous system.
One crucial property of chaotic systems used in this study is that they can produce output that randomly appears [16]. In other
words, it is practically impossible to make a long-term prediction of chaotic systems. It is noted that the amplitude of EEG
signals also changes randomly over time that reflects different brain activities. The nonlinear analysis have been used for BCI
applications in classification and emotion recognition [16].
Surprisingly, there have been few studies done on the use of the EEG as a direct source of randomness. Current methods
cannot solve an issue of handling floating-point values (both negative and positive numbers) of EEG data [4, 22, 14]. In this
study, a random number generation algorithm is proposed to derive binary sequences from EEG signals that solves this issue.

2
2.1

Proposed EEG-based Methods
EEG-based key generation system

Pre-processing. Bandpass filtering is possible the easiest way used for removing and then decomposing EEG signals into five
frequency rhythms including delta (¡ 3 Hz), theta (4 - 7 Hz), alpha (8 - 15 Hz), beta (16 - 30 Hz), and gamma (¿ 30 Hz). Most
studies in BCI focused on the alpha and beta [23] although other wavebands can have competent information and features that
are unique to individuals and need to be investigated separately in this study.
Feature Extraction. Power spectral density (PSD) estimation was used to extract EEG features. The PSD estimation has been
popular in feature extraction for both EEG-based person identification and authentication [10]. In particular, the autoregressive
PSD estimate of Burg is used [1] since this method can estimate the PSD of EEG data similar to the original one. This method is
also more accurate than using EEG data directly with Yule-Walker equations, or using error source like bias in autocorrelation
function estimation that happens in other parameter estimation methods [20].
EEG signals were firstly filtered into frequency wavebands, then EEG features were extracted and used to generate keys
seperately for each waveband. Particularly, filtered signals were segmented into k-second sub-trials. For example, the GrazIIIa
dataset having 2100 trials is splitted into 2100 sub-trails of 1-second each. Next, the average power was estimated on the
ouput of PSD estimate for each sub-trial to obtain an EEG feature. Consequently, a feature vector was formed from all the
features of channels for each sub-trial. The extracted features were used as input of the enrol algorithm to generate keys.
This feature extraction has its speed advantage because of low feature dimension (32 features in our experiments compared to
32 × 16 = 512 features of autoregressive (AR) method at order 16).
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Key generation algorithms. Let || be to concatenation of string, List[i] be the ith element in List, π be a password of a
R
legitimate user, a ← A be the random selection of a in a set A, and a ← I means that a is an output of algorithm I. Let
[c, d]j = {c + ij : i ∈ [0, b(d − c/j)c]}, and Enc and Dec be encryption and decryption algorithms, respectively. Four
different cryptographic hash functions are used; H0 and H1 for protecting a template; Hv for generating a token to check
whether a generated key is correct; and Hk for producing a key.
Assuming a user provides a set of biometric samples Ξ = {ξ1 , . . . , ξM }, let Ψ = {ψ1 , . . . , ψN } be a set of N feature
vectors extracted from Ξ. We assume that salt is a random and secret number of 128-bit length used to robust the security of
template [7].
Our key generation method comprises of two steps: enrolment (algorithm 1), and key generation (3) in which thresholds
is calculated in Algorithm 2. The vector quatization is used to correct errors due to a variability existing in EEG features as
done in Algorithm 1, step 4(a)-4(d)).

Algorithm 1 Enrolment
Input: Password π, sample set {ξ1 , . . . , ξM }, and feature set Ψ = {ψ1 , . . . , ψN } of an user, and multi-thresholds θ1 , . . . , θN with Θ =
1 + maxi (θi )
Output: Key K and template T
1. List ← P ermute{1, ..., N }
2. k0 ← H0 (π||salt), k1 ← H1 (π||salt)
3. For j = 0 to | List | −1
(a) i ← List[j]
(b) µi ← M ean(ψi (ξ1 ), . . . , ψi (ξM ))
(c) αi ← bµi − θi /2c mod θi if µi ≥ θi /2. Otherwise, bµi + θi /2c
(d) xi ← max(0, bµi − θi /2c)
R

(e) ρi ← [αi , Θ]θi
Θ
(f) Cj = (EncN
k0 (i), Enck1 (ρi ))
(g) Kj = i k xi
4. K ← Hk (π k K0 k . . . k K|Ψ |−1 )
5. T ← (C, v) = ((C0 , . . . , C|L|−1 ), Hv (π k K0 k . . . k K|Ψ |−1 ))
6. Return K and T

Algorithm 2 Multi-Threshold Estimation
Input: Feature set Ψ = {ψ1 , . . . , ψN } and sample set {ξ1 , . . . , ξM } of the user.
Output: Quantization thresholds θ1 , . . . , θN
1. For i = 1 . . . N
(a) Sorting ψi (ξ1 ), . . . , ψi (ξM ) in ascending order
(b) λi = mean(ψi (ξ1 ), . . . , ψi (ξM ))
(c) ti = max(ψ
) − λi , λi − ψi (ξ1 ))
Pi (ξM
−1
(d) i = M1−1 M
k=1 (ψi (ξk+1 ) − ψi (ξk ))
(e) θi = 2(ti + i )
2. Return θ1 , . . . , θN

Correctness. We will show that both algorithms Enrolment and Key Generation will output the same key. Key Generation
will correctly decrypt C to extract the i and the ρi = αi mod δi that were encoded by Enrolment. Recall that K ← Hkey (π k
K0 k . . . k K|Ψ |−1 ) with Kj = i k xi . The only part of the input that is computed from biometric input is xi , which is the
0
lower bound of the δi -length segment that contains µi ← M ean(φi (β1 ), . . . , φi (βM )). If β is close to {β1 , . . . , βM }, then
0
|φβ 0 − µi | < δi /2. This implies that φβ0 falls within the same segment as the original mean, and so xi , the lower boundary
computed by Key Generation, will be the same as the xi computed by Enrolment. Thus, since both algorithms compute Hkey
over the same input string, both will output the same key.
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Algorithm 3 Key Generation
0

0

0

0

Input: Template T = (C, v), passwords π, sample ξ , feature Ψ = (ψ1 , ..., ψN ) of this sample, and multi-thresholds θ1 , ..., θN
Output: Key K or ⊥
1. k0 ← H0 (π||salt), k1 ← H1 (π||salt)
2. For j = 0 to | C | −1
(a) i ← DecN
k0 (C[j][0])
(b) αi ← DecN
k1 (C[j][1])s
(c) xi ← maxx∈0∪[αi ,ψ0 (ξ0 )] x
i

θi

(d) Kj = i k xi
(e) if Hv (π k K0 k ... k Kj ) = v then K = Hk (π k K0 k . . . k Kj )
(f) Return K
3. Return ⊥

Security Analysis. In order to successfully recover the cryptographic key (K), an adversary must know the password, the
salt, the biometric of legetimate user, and the template. The knowledge of the password and the biometric is unable to retrieve
the key and the template without possessing the salt. The template is protected due to the use of encryption algorithms and the
salt. Even if the template is compromised, the adversay is hardly to discover the biometric and the key because of the use of
salt, the hash function and encryption algorithm which are secure cryptographic primitives. This means that the key is securely
generated. In addition, it is easy to remove this compromised template, and generate a new one from the same biometric input
by changing the password. The next section will analyze the performance of the proposed system.
Additionally, if the key K ← Hk (π k K0 k . . . k K|Ψ |−1 ) is compromised, it is computational infeasible to recover
π k K0 k . . . k K|Ψ |−1 and learn about the user biometric because of secure hash function used. In this situation, it is easy to
remove the compromised key and generate a new one by demanding the user to provide a new EEG sample.
2.2

EEG-based random number generation

We propose a new approach to transform EEG signals into random sequences of bits with a high success rate as follows. Let
X be an original EEG signal sequence that contains n real number sample values: X = (X1 , . . . , Xn ) with Xi ∈ R, i =
1, . . . , n. First, d digits is multiplied to these original values for transfering to integer values. This multiplication aims to keep
precision up to the last digit of these exact values. The value d = 4 is chosen as the number of digits in the EEG raw values for
both datasets. Next, a right-shift operator of b bits is calculated to these integer values. Then, a modular operation is computed,
and the output is finally obtained by the floor operation. All of these steps are represented in the algorithm 4. It is noted that
Yi is a real number, and the modular operation Yi mod 2 also outputs a real number. Thus, the floor computation is required.

Algorithm 4 Random binary sequences generating algorithm from EEG
Input: X = (X1 , . . . , Xn ) with Xi ∈ R, i = 1, . . . , n
Output: a binary sequence Z = (Z1 , . . . , Zn )
1. For i = 0 to n
(a) s ← Xi × 10d
(b) Yi ← s >> b
(c) Zi ← bYi mod 2c
2. Return Z

3
3.1

Experimental Results and Discussion
EEG Datasets

Our experiment was conducted on two EEG datasets: GrazIIIa [19] and DEAP [8] as described in Table 1.
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Table 1: A brief description of EEG datasets

Table 2: Range of order selection using AIC

Datasets #Subjects #Trials Sampling #Channel
GrazIIIa 3
2100 250
60
DEAP 32
2400 128
32

MEAN StD
DEAP 25.4
6.3
GrazIIIa 20.3
8.1

Key generation results

The cross validation method was used to evaluate the proposed method. The ratio of training data and testing data is set to 3:1.
In order to investigate the perfomance of the key generation system, the equal error rate (EER) (i.e, FRR = FAR) was used
to examine the performance of the proposed systems. To generate 256-bit keys, 32 channels were randomly selected from the
GrazIIIa dataset, and the random selection was repeated 10 times to obtain the result as the average. Among the criteria for
selection of the optimal order of the AR model, the Akaike Information criterion (AIC) [2] was evaluated in this work. Table
2 shows that the range of optimal order is estimated from 12 to 32.
Accuracy of Perfomance. Due to a variation of the parameters, we only present the best results obtained for the gamma
waveband and EEG wave due to poor performance of four wavebands (alpha, beta, delta and theta) as shown in Figure 2(a).
First, a comparison of the error rates for the GrazIIIa between different AR orders is presented in Table 3 by fixing the window
size at 7 seconds as the time length of each trial. The table shows the lowest EER at 0.4% observed at both the gamma and
EEG which is much better than the baseline method of Monrose et al. [11] that generated keys from voice with the EER of
2%. Note that both EEG signal and voice signal are considered as quasi-stationary in sufficiently short time window, thus the
EEG signal has some properties similar to the voice signal [13]. This presents the effective of our method. The Table also
shows that the difference of error rates between two bands are quite close at around 0.05%.

Table 3: The performance of method for GrazIIIa dataset
(%)

Table 4: The performance of method for DEAP dataset
(%)

Order 12 16 20 24 28 32
Gamma 0.9 0.6 1.10 0.6 0.4 0.9
EEG
0.4 0.4 1.16 0.9 0.7 0.4

Order 12 16 20 24 28 32
Gamma 8.1 9.0 8.4 7.0 8.0 7.6
EEG
7.6 7.0 5.6 6.8 7.1 7.6

0.5
Beta
Alpha
Delta
Theta

0.45
0.4
0.35
0.3
0.25
0.2
0.15
0.1
0.05
0
0.4

0.5

0.6

0.7

0.8

0.9

1

(a)

(b)

Fig. 2: (a) The DET curves of GrazIIIa dataset for four wavebands, (b) The accuracy rates for different channel selection.

Further intuitive investigation is conducted with the DEAP dataset as illustrated in Table 4 which shows the average of
error rates with the time window of 6 seconds as suggested in [3]. In contrast to the GrazIIIa, the error rates of gamma band are
always higher than the EEG wave, but the difference is small with the maximum of 2.83% achieved at order 20. The minimum
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error rate is observed at order 20 for EEG wave and at order 24 for the gamma band. Although the accuracy is not as high as
that in the GrazIIIa dataset, but it is higher than the emotion recognition rates (94.4% vs 90.5%) in use of the same DEAP
dataset provided in [9].
Lastly, we compare our design to the prior art of biometric-based key generation. Table 5 compares our design with other
methods to show its efficiency. This table shows that our design achieves a good performance with the small EER at 0.4% that
is comparable to other methods. The key length can be 480 bits at maximum in the use of 60 channels with similar accuracy
rates as seen in Figure 2(b), which is much longer than the 292-bit key obtained from palmprint in [25]. Although there are 3
subjects in the datasets compared to 386 subjects in [25], the dataset can produce 2100 vectors of 32 features each compared
to 292 × 7 = 2044 vectors of 256 features in [25].

Table 5: Summary of biometrics-based key generation
Biometrics Applied Scheme
(bits)
Voice
Password-hardening
Signature Quantization
Fingerprint Fuzzy vault
Face
Fuzzy vault
Iris
Fuzzy commitment
Palmprint Fuzzy vault
EEG
Quantization

Key Length FRR/FAR Dataset
(# subjects)
60
¿ 2.0/2.0 90
24
7.05/0.0 10
224
1.8/0.01 108
80
0.93/0.0 153
140
0.47/0
70
292
0.73/0.0 386
256
0.4/0.4 3

Refs
[11]
[24]
[12]
[5]
[6]
[25]
−

Randomness Testing. In order to evaluate the randomness of keys generated, the NIST TEST SUITE [17] was used.
The NIST has 15 statistical tests: Frequency, Block Frequency, Runs, Longest Run, Binary Matrix Rank, Discrete Fourier
Transform, Non-overlapping Template Matching, Overlapping Template Matching, Universal, Linear Complexity, Serial, Approximate Entropy, Cumulative Sums, Random Excursions and Random Excursions Variant. Key length is 256 because each
channel generated a character containing at least 8 bits as seen in Step 3(g) on Algorithm 1. For randomness tests, six out of
fifteen tests were used since other tests require an input of more than 1000 bits in length. These tests include frequency, block
frequency, runs, longest run, approximate entropy, and serial. As shown in Table 6, the generated keys have passed most of
the statistical tests with the highest success rate of 100% observed at GrazIIIa for the gamma, and the lowest is at 95.24%
recorded for the EEG waveband. The keys generated from EEG cannot be considered as random because of failing the Runs
test (66.67%). However, keys generated from the gamma waveband is considered as random although the EER is higher than
those of the EEG.

Table 6: Results of statistical tests on two EEG datasets. Values in table are percentage of passing rates.
Statistical Test

DEAP
EEG
Frequency
87.50
BlockFrequency
96.88
Runs
100.00
LongestRun
96.88
ApproximateEntropy 100.00
Serial
100.00
Serial
100.00
Average Success Rate 97.32

3.3

Gamma
96.88
96.88
100.00
96.88
100.00
96.88
100.00
98.21

GrazIIIa
EEG
100.00
100.00
66.67
100.00
100.00
100.00
100.00
95.24

Gamma
100.00
100.00
100.00
100.00
100.00
100.00
100.00
100.00

Random number generation results

To test the randomness of the output of the proposed approach, the NIST is also used, and the sequences are required to
contain at least 1, 000, 000 bits. These datasets have different sampling rates and numbers of channels, so the numbers of
samples chosen are not the same. We split up EEG signals of the subjects into one-second trials, and concatenated these trials
into a single EEG sequence. For example, in the DEAP, each subject had 32 channles and 128 values in a one second segment
due to the 128 Hz sampling rate, so the first 245 samples of each subject were selected to obtain 245 × 32 × 128 = 1, 003, 520
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values that generated a sequence of 1,003,520 bits. Similarity, 69 samples of each subject were selected from the GrazIIIa. As
a result, there is 32 and 9 sequences generated from the DEAP and GrazIIIa, respectively. These sequences were also extracted
from five different frequency bands including delta, theta, alpha, beta and gamma. For Bitcoin applications, it is easy to derive
a 256-bit sequence, for example by using the first 256 bits from these sequences as done in [17].

Table 7: Statistical test results for the average success rates (%).

Wavebands Datasets b
1
Delta
DEAP 98.86
GrazIIIa 97.34
Theta
DEAP 98.58
GrazIIIa 95.68
Alpha
DEAP 98.94
GrazIIIa 95.88
Beta
DEAP 99.12
GrazIIIa 97.87
Gamma
DEAP 99.22
GrazIIIa 99.15
EEG
DEAP 98.69
GrazIIIa 98.76

2
98.68
97.33
98.50
95.88
98.88
95.89
98.66
98.05
98.96
99.38
98.37
99.11

3
98.75
97.33
98.55
94.65
98.99
96.80
99.00
97.70
98.86
97.52
98.08
98.49

4
98.50
95.88
98.04
96.09
98.78
94.03
98.92
97.52
99.02
99.05
98.10
99.56

5
97.88
96.50
98.55
93.00
98.75
95.06
99.00
96.99
98.72
98.58
98.18
99.47

6
97.86
95.27
98.80
94.65
98.76
94.03
99.18
97.52
98.70
99.80
98.00
99.82

7
96.90
96.09
98.43
94.45
98.91
93.79
98.60
97.87
99.08
99.11
96.84
99.11

8
95.17
96.50
98.16
93.21
98.80
92.39
98.66
98.05
99.15
99.30
95.20
98.23

9
92.68
94.24
98.36
92.38
98.64
92.59
99.09
96.99
99.12
99.82
92.90
98.94

10
89.30
95.06
98.37
93.44
97.98
92.38
99.00
97.52
99.07
98.14
89.76
99.38

11
85.45
93.00
98.32
92.59
98.59
88.27
98.72
96.81
99.25
91.84
86.39
99.80

In order to evaluate the perfomance, we used a metric: the success rate as the proportion of passed sequences to all tested
sequences. The experimental results is presented in Table 7. The results show that the all five wavebands and the EEG have
a high passing rates of statistical tests. The highest one is 99.82% observed at b = 9 of the gamma band. Table 8 shows the
optimal values of b to have the highest average of success rates of two datasets. As seen in this table, the optimal value of b is
at 1 for the delta and beta, 2 for the theta, 3 for the alpha, 6 for the EEG, and 9 for the gamma.

Table 8: Optimal values of b for two datasets.
Wavebands Alpha Delta Theta Beta Gamma EEG
b
3
1
2
1
9
6

Next, we identify statistical tests that five wavebands do not pass. In order to do this, we have a closer look at the statistical
tests on the optimal value of b for each waveband. It can be seen in Table 9 that the EEG, beta, delta, theta and alpha bands
cannot be considered random because of failing three important tests for randomness testing: block frequency, FFT and serial.
However, the gamma band achieves the best performance compared to the other wavebands. Its average SR is 99.18%,
its FR is zero. this means that the gamma passes all the statistical tests for randommness. This provides strong proof that the
gamma band is a good random number generator. The reason may be that the gamma seems to be more chaotic and complex
than the other bands [16]. Therefore, the more chaotic and complex characteristics makes higher unpredictable that results in
higher performance of the band. It shows the effective of our method because of a higher success rate than those of 98.67%
reported in [4], and it produces 32 sequences comparing to 2 sequences.

4

Summary

In this paper, we have tackled the problem of combining cryptography and EEG signals in Bitcoin protection. The keys generated are stable and unique with low false rejection rate and low acceptance rate. The keys are constructed to be random with
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Table 9: Statistical results of randomness testing. The gamma passes all the statistical tests. X = pass and × = fail
Datasets Statistical Test

Frequency bands
Delta
DEAP Block Frequency
×
FFT
X
GrazIIIa Block Frequency
×
Approximate Entropy ×
Serial
×

EEG
Theta
X
X
×
X
×

Alpha
×
X
×
×
×

Gamma
X
X
X
X
X

Beta
×
X
×
×
×

×
×
X
X
X

very high accuracy rates (99.10% on average for the gamma band) for well-chosen parameters, and the system is very fast
because of low feature dimension. Additionally, EEG signals can be treated as a true random number generator because of
no use any seeds. Random numbers generated also pass the statistical tests with very high success rate (99.18% on average).
Because of passing the NIST tests, the keys and numbers are secure to be used for protection of Bitcoin and in other cryptography applications. For the future work, we experiment our method in large datasets, in different feature extraction methods
and in different window sizes to improve the performance of EEG-based systems for Bitcoin security.
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