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Abstract. Many existing data mining algorithms use feature values directly in their model, making them
sensitive to units/scales used to measure/represent data. Pre-processing of data based on rank transfor-
mation has been suggested as a potential solution to overcome this issue. However, the resulting data after
pre-processing with rank transformation is uniformly distributed, which may not be very useful in many
data mining applications. In this paper, we present a better and effective alternative based on ranks over
multiple sub-samples of data. We call the proposed pre-processing technique as ARES — Average Rank
over an Ensemble of Sub-samples. Our empirical results of widely used data mining algorithms for classi-
fication and anomaly detection in a wide range of data sets suggest that ARES results in more consistent
task specific outcome across various algorithms and data sets. In addition to this, it results in better or
competitive outcome most of the time compared to the most widely used min-max normalisation and the
traditional rank transformation.

Keywords: Data measurement, Units and scales of measurement, Data pre-processing, Normalisation,
Rank Transformation

1 Introduction

In databases, data objects represent real-world entities defined by a set of selected features or properties. For
example, people can be defined by their name, age, salary etc. and cars can be represented by model, price,
fuel efficiency etc. Each data record/instance represents an instance of real-world entity defined by their values
of the selected features. Features can have numeric or categorical values. In this paper, we consider the case
where features have numeric values. Let D be a collection of N data instances {x(i)}Ni=1. Each data instance x
is represented as a vector of its values of M features 〈x1, x2, · · · , xM 〉 where ∀j xj ∈ R and R is a real domain.

In real-world applications, numeric features are often measured or recorded in some units or scales [1–4].
For example, annual income of people can be recorded in integer scale as x = 100, 000 or using a logarithmic
scale of base 10 like x′ = 5. Sample variability can be measured in terms of standard deviation (std) or variance
(var) (std =

√
var or var = std2). Similarly, fuel efficiency of cars can be measured in km/ltr as x = 9.0 or

ltr/100km as x′ = 11.11 where one is the inverse of the other.
Most of the existing data mining algorithms use feature values of data directly to build their models. They

assume that data are embedded in an M -dimensional Euclidean space and use the spatial positions of data in
the space. Many of them compute distances between data points and/or model density distribution of data.
Because feature values depend on how features are measured, existing algorithms are sensitive to units and
scales of measurement of features. They might give different patterns if data are measured in different units
and/or scales. For example, Fig 1 shows the distributions of annual incomes of 500 individuals in two scales
- normal integer scale and logarithmic scale of base 10. The two distributions look very different from each
other. Similarly, distances between data may also be changed if they are expressed/measured differently. For
example, if x = 1, y = 2 and z = 3, y − x = z − y = 1. However, if the same data are provided as their squares
(x′ = 1, y′ = 4 and z′ = 9), y′ − x′ < z′ − y′.

The task-specific performances of many existing data mining algorithms depend on how data are measured.
They may perform poorly if data are not measured in appropriate units or scales. Unfortunately, information
regarding units and scales of feature values are often not available during data mining, instead only the mag-
nitudes of feature values are available. Even if known, the units and/or scales used for measurement may not
be appropriate for the task at hand. Data need to be pre-processed to transform into an appropriate scale
before using existing data mining algorithms. The simplest way to identify appropriate scale is to try different
transformations and test which one produces the best task specific result. Because there is an infinite number
of possible transformations, it is not feasible to find best transformation from trial and error [5].

One simple solution is to use ranks of feature values. Rank transformation [6] is robust to units and scales of
measurement as it either preserves or reverses the ranks of data even though they are expressed differently. The
main issue with the rank transformation is that it makes the distribution of resulting data uniform because the
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(a) Integer scale (×10, 000) (b) Log scale of base 10

Fig. 1: Distributions of annual incomes (in dollars) of 500 individuals in integer scale and logarithmic scale.

rank difference between two consecutive points is always 1 regardless of difference in the magnitude. Since the
relative differences of data instances are lost, rank transformation may not be appropriate in some data mining
applications.

To overcome the above mentioned limitation of the rank transformation, we proposed a new variant of rank
transformation using an ensemble approach. Instead of computing rank of data point x among all N points in
D, we propose to compute the ranks of x in t sub-samples Dj ⊂ D (j = 1, 2, · · · , t) where |Dj | = ψ << N
and use the average rank as its final transformed value. We call the proposed transformation technique Average
Rank over an Ensemble of Sub-samples (ARES). Similar to the rank transformation, ARES is also robust to
units and scales of measurement. However, it also preserves the relative differences between data points to some
extent.

Our empirical results in the classification and anomaly detection tasks using different algorithms in a wide
range of data sets show that pre-processing using ARES results in either better or competitive task specific
results compared to widely used min-max normalisation and rank transformation based pre-processing of data.
Furthermore, rank and ARES transformations are both robust to units and scales of measurement of raw data
whereas min-max normalisation is not.

The rest of the paper is organised as follows. Section 2 provides a brief review of previous works related to
this paper. The proposed method is discussed in Section 3 followed by experimental results in Section 4 and
conclusions in the last section.

2 Related work

Psychologist S. S. Stevens (1946) [1] discussed four types of scales of measurement and their statistical properties
which have been largely argued by many researchers. Since then, the scales of measurement has been a subject
of discussion mainly in the measurement theory and among psychology communities. Their argument is that
raw numbers can be misleading as they could have been measured/presented in different ways. One should
not conclude anything from a given set of numbers without understanding where they come from and the
underlying process of generating them [7–9]. Although this issue is equally important if not more in automatic
pattern analysis, it has been hardly discussed in the data mining literature.

Velleman and Wilkinson (1993) [9] argued that good data analysis does not assume data types and scales
because data may not be what we see. Joiner (1981) [10] provided some examples of ‘lurking variables’ — data
appear to have one type whereas in fact hide other information. However, in data mining, numeric data are
assumed to be in ‘interval scale’ [2, 5] — a unit difference has the same meaning irrespective of the values. This
assumption may not be true when data are represented as a non-linear transformations, such as logarithm and
inverse.

Different features may have different ranges of values. For example, annual income of people can be in the
range of tens of thousands to millions of dollars whereas age is in the range of 1 to 100 years. Since many
data mining algorithms use feature values directly to solve different tasks, their analysis can be dominated by
features with larger range of values. To address such dominance, data values in each features are re-scaled to be
in unit range [0,1] [11] before passing them into data mining algorithms. This is referred to as min-max scaling
or normalisation in the literature. Though it resolves the differences in the ranges of values across features
resulted due to linear scaling (e.g., pounds vs kilograms or ◦C vs ◦F) where interval scale assumption holds, it
does not resolve the differences in ranges resulted due to non-linear scaling of data (e.g., km/ltr and ltr/100km)
where interval scale assumption is violated.

Recently researchers started to investigate the issue of units and scales of measurement in data mining [2,
3]. One potential solution suggested in the literature is to do rank transformation [6] and use ranks instead
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of actual values. It is robust even to non-linear scaling because the rank is either preserved or reversed. Some
prior work [5, 12] show that rank transformation results in better task specific performances than using raw
values with some data mining algorithms particularly those using distance/similarity of data instances. The
main issue with the rank transformation is that it makes the distribution of resulting data uniform which can
be detrimental in some data mining tasks.

Another line of research related to this area is representation learning [13, 14] where the task is to map data
from the given input space into a latent space which maximises the task specific performance of a given data
mining algorithm. Representation learning can be viewed as learning appropriate transformation that suits best
for the data set and algorithm at hand. However, this approach has some issues: (i) requires extensive learning
which can be computationally expensive in large and/or high-dimensional data sets; (ii) learns representation
appropriate for the given algorithm, representation learned for one algorithm may not be appropriate for others
in the same data set; and (iii) one cannot interpret the meaning of new features and what type of information
they capture.

Previous researches in this area are primarily focused on the algorithm level and developed new algorithms
which are robust to units and scales of measurement [2, 3, 5, 12, 4]. In this approach, different set of algorithms
need to be developed for each data mining task. We believe a better option would be to work in the data
pre-processing level and develop a pre-processing technique robust to units and scales of measurement so that
existing data mining algorithms can be used as they are. In this paper we propose one such technique to
transform data such that the resulting distribution is similar even though raw data are given in different units
and/or scales.

3 The proposed method

To address the issue of rank transformation resulting in uniform distribution of the transformed data, we propose
a new variant of rank transformation using an ensemble approach. In each feature or dimension i, instead of
computing rank of xi among all N values, we propose to aggregate ranks of xi in t sub-samples of values
in dimension i. We call the proposed method as ARES (Average Rank over an Ensemble of Sub-samples)
transformation.

To make the explanation simple, we assume D is a one-dimensional data set where |D| = N . We use t
sub-samples Dj ⊂ D (j = 1, 2, · · · , t) where |Dj | = ψ << N . The transformed value of x, x̃ARES , is the average
rank of x over all t sub-samples.

x̃ARES =
1

t

t∑
j=1

r(x|Dj) (1)

where r(x|Dj) is the rank of x in Dj :

r(x|Dj) = |{y ∈ Dj : y < x}| (2)

Based on the definition of r(x|Dj) given by Eqn 2, all x ∈ D have ranks in {0, 1, · · · , ψ} in Dj . If

s
(1)
j , s

(2)
j , · · · , s(ψ)

j are sorted samples in Dj :

r(x|Dj) =


0 if x < s

(1)
j

k if s
(k)
j ≤ x < s

(k+1)
j and 1 ≤ k ≤ ψ − 1

ψ if x ≥ s(ψ)
j

(3)

All x ∈ D such that s
(k)
j ≤ x < s

(k+1)
j will get the same r(x|Dj) of k regardless of the their differences

in magnitudes. They can not be differentiated. However, some of them will have different ranks in other sub-
samples. Thus, averaging over different sub-samples will maintain their differences to some extent. For example,
even the case of |Dj | = ψ = 1 where all x ∈ D have ranks either 0 or 1 depending upon either they lie on the
left or right of the sample selected in Dj , doing it multiple times, say t = 10, maintains the differences between
data points to some extent. Fig 2(a-c) show the distribution of an example data set and its transformations
using traditional rank and ARES. It is clear that ARES (Sub-figure c) preserves the differences in data values
in the original distribution (Sub-figure a) better than the rank transformation using the entire D (Sub-figure
b).

Like the traditional rank transformation, ARES is also robust to the changes in the scales and units of
measurement. It is a variant of rank transformation using sub-samples in ensemble. Fig 2(d-i) show the same
data as in Sub-figure (a) in logarithmic1 and inverse scales and their transformations based on the traditional
rank and ARES. From Sub-figures c, f and i, it is clear that ARES results in the same distribution. Note that

1 The default base of logarithm in this paper is e, i.e., natural logarithm, unless specified otherwise
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(a) x (b) rank(x) (c) ares(x)

(d) log(x) (e) rank(log(x)) (f) ares(log(x))

(g) inv(x) (h) rank(inv(x)) (i) ares(inv(x))

Fig. 2: Distributions of an example data set and its logarithmic and inverse transformations and their pre-
processing based on Rank and ARES. Histograms are plotted using the left y-axis and probability density
functions are plotted using the right y-axis

the resulting distribution in the case of inverse scale (Sub-figure i) is the reverse of that in the original and
logarithmic scales (Sub-figure c and f). There is some small differences in the ARES transformations of samples

selected in Dj (i.e., x = s
(k)
j ) in the case of inverse scale because of the ‘<’ sign in Eqn 2.

In terms of run-time, ARES requires O(tψ logψ) time to generate and sort ψ samples t times and O(Nt logψ)
to compute ranks of all N instances in D. The traditional rank transformation requires O(N logN) time to sort
and rank N instances in D.

4 Empirical evaluation

In this section, we present the results of experiments conducted to evaluate the effectiveness of ARES against
the widely used min-max normalisation and the traditional rank transformation. We evaluated them in terms
of their task specific performances and robustness to the changes in the units/scales of measurement in the
classification and anomaly detection tasks using a wide range of publicly available data sets.

In order to mimic the real-world scenario of possible variations in units/scales in data, monotonic trans-
formations using logarithm, square, square root and inverse as log x, x2,

√
x and 1

x were applied to data in
each dimension. To cater for x < 0 where log x and

√
x are not defined, all transformations were applied after

rescaling feature values in the range of [0,1] in all dimensions. Further, to cater for x = 0 in the case of log x
and 1

x , all monotonic transformations were applied on x′ = b(x + a) where a = 0.0001 and b = 100. Scaling
using b = 100 was used to change the inter-point distances significantly. We used the same settings of monotonic
transformation as discussed in [5].
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Table 1: Characteristics of data sets used in the classification task.
Name #Features (M) #Instances (N) #Classes (C)
Churn 13 10000 2
Corel 68 10000 100
Diabetes 9 768 2
Glass 10 214 6
Heart 14 303 2
Miniboone 51 129596 2
Occupancy 6 9752 2
OpticalDigits 63 5620 10
Pageblocks 11 5473 5
Pendigits 17 10992 10
RobotNavigation 25 5456 4
SatImage 37 6435 6
SocialNetworkAds 5 400 2
Steelfaults 26 1941 7
USTaxPayer 10 1004 3

(a) ANN (b) KNN (c) LR

Fig. 3: Average classification accuracy over a 10-fold cross validation in the Corel data set.

The proposed method ARES and the traditional rank transformation were implemented in Python using
the Scikit Learn library [15] which has the implementation of the min-max normalisation. Two parameters ψ
and t in ARES were set empirically as default to 7 and 10, respectively.

We discuss the experimental setups and results in the classification and anomaly detection tasks separately
in the following two subsections.

4.1 Classification

We compared the classification accuracies of the three contending pre-processing techniques (min-max nor-
malisation, rank transformation and ARES transformation) in three widely used classification algorithms —
Artificial Neural Network (ANN) [16], K-Nearest Neighbours (KNN) [17] and Logistic Regression (LR) [18]. We
used 15 publicly available data sets whose characteristics are provided in Table 1.

We conducted all classification experiments using a 10-fold cross-validation where 9 folds were used as the
training set and the remaining one fold was used as the test set. The same process was repeated 10 times using
each of the 10 folds as the test set. We reported the average classification accuracy over 10 runs.

We used the Scikit Learn implementations of all three classifiers with default parameters settings except
solvers in ANN and LR which were set to ‘lbfgs’ and ‘saga’, respectively, and ‘multi-class’ in LR which was
set to multinomial, to suit the multi-class classification problems. To make the results reproducible we set the
‘random state’ to 0 where applicable.

Because rank and ARES transformations produce the same results with all four monotonic transformations
(there will be some small variations with the inverse transformation due to the issue discussed in Section 3),
we present the results of rank and ARES with the original input scale only. As an example to justify this, the
detailed results of three contending pre-processing techniques with the original scale and the four monotonic
transformations in the Corel data set is provided in Fig 3. The average classification accuracies of all three
classifiers using three contending pre-processing techniques - min-max (original scale and its four monotonic
transformations), rank (original scale) and ARES (original scale) are provided in Table 2.

It is evident from Fig 3 and Table 2 that the accuracies for each classifier vary with different monotonic
transformations when data are normalised with the min-max scaler and the original input data (x) did not always
produce the best accuracy (e.g., Corel, USTaxPayer). This justifies the argument that classifiers’ accuracies
vary due to the change in scales of measurement with the traditional min-max normalisation. Also, different
classifiers produced best accuracy with different monotonic transformations. This results suggest that a scale
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6 Agrahari Baniya et. al.

Table 2: Average classification accuracy over a 10-fold cross validation. Overall best accuracy in each row is bold
faced and the best accuracy result among monotonic transformations in the case of min-max normalisation is
italicised.

Data set
min-max rank ares

x log(x) sq(x) sqrt(x) inv(x) x x

A
rt

ifi
c
ia

l
N

e
u
ra

l
N

e
tw

o
rk

(A
N

N
)

Churn 85.48 85.80 85.62 85.81 85.61 76.98 84.57
Corel 40.31 46.49 32.38 45.82 26.06 00.92 45.30
Diabetes 76.57 74.74 74.62 76.44 67.19 59.50 74.09
Glass 70.53 66.83 70.57 70.65 68.46 58.14 70.80
Heart 79.59 74.38 77.95 79.57 72.99 67.58 79.57
Miniboone 92.38 90.20 91.89 92.22 84.34 71.84 94.35
Occupancy 99.27 99.04 99.34 99.27 96.20 72.74 99.18
OpticalDigits 97.67 95.18 97.31 97.49 91.21 12.94 97.01
Pageblocks 96.80 97.30 94.35 97.24 96.44 89.77 97.13
Pendigits 99.20 93.71 99.07 99.02 66.68 10.58 99.01
RobotNavigation 93.73 89.96 88.25 95.33 75.13 40.32 96.70
SatImage 89.40 82.52 90.04 86.08 64.15 41.34 90.07
SocialNetworkAds 89.75 89.74 87.26 89.25 88.79 64.26 88.49
Steelfaults 72.34 69.52 70.41 72.97 58.39 34.11 73.17
USTaxPayer 32.75 36.17 34.76 32.87 33.88 32.96 33.47

K
-N

e
a
re

st
N

e
ig

h
b

o
u
rs

(K
N

N
)

Churn 80.10 82.27 79.81 80.79 82.20 76.79 82.27
Corel 23.82 33.72 13.68 34.04 13.15 34.68 35.01
Diabetes 73.70 66.15 74.09 70.32 63.81 73.58 73.69
Glass 69.79 70.61 69.59 67.55 70.22 68.25 69.36
Heart 81.19 81.27 81.18 82.20 79.28 69.29 81.56
Miniboone 92.68 92.27 91.10 92.91 88.16 92.60 92.91
Occupancy 99.47 99.54 99.45 99.50 99.33 99.40 99.33
OpticalDigits 98.77 94.39 98.31 98.35 92.63 94.11 96.92
Pageblocks 95.73 96.97 94.03 96.84 96.53 96.89 97.00
Pendigits 99.25 95.73 98.81 98.57 88.90 98.81 98.85
RobotNavigation 86.14 93.97 82.24 90.25 95.20 93.31 93.42
SatImage 90.78 90.32 90.66 90.77 82.30 90.75 90.46
SocialNetworkAds 90.47 88.75 88.48 90.72 87.00 86.96 88.48
Steelfaults 69.04 68.83 65.18 71.52 58.68 68.01 71.41
USTaxPayer 32.08 33.67 34.25 33.86 31.36 33.37 32.79

L
o
g
is

ti
c

R
e
g
re

ss
io

n
(L

R
)

Churn 80.74 81.49 80.45 81.23 82.02 73.01 82.36
Corel 31.68 44.36 19.32 42.36 19.55 34.80 48.59
Diabetes 76.70 66.15 77.09 75.52 65.88 62.51 76.44
Glass 57.04 63.60 55.99 58.34 58.84 59.44 63.69
Heart 82.54 81.60 81.84 84.57 79.99 72.95 84.22
Miniboone 91.11 89.91 91.11 90.51 79.14 90.62 90.93
Occupancy 99.24 97.98 98.56 99.05 88.59 85.42 98.80
OpticalDigits 97.06 94.02 96.62 96.76 90.71 95.52 96.07
Pageblocks 93.31 96.04 91.52 95.34 94.10 96.44 96.71
Pendigits 93.85 84.40 91.36 93.51 64.58 90.88 93.97
RobotNavigation 68.88 86.14 65.87 77.31 55.02 80.46 87.72
SatImage 84.46 81.27 84.52 84.30 52.86 81.93 85.41
SocialNetworkAds 82.21 79.23 83.71 82.73 80.49 68.02 80.24
Steelfaults 65.85 59.94 65.74 64.26 49.34 57.60 69.36
USTaxPayer 34.06 34.45 34.95 33.56 34.66 34.05 33.67

appropriate for one classifier may not be appropriate for another. With the mix-max normalisation, data need
to be transformed into an appropriate scale that suits the best for the classifier at hand.

In contrast, rank and ARES transformations are robust to such changes in the scales of measurement. ARES
transformation almost always produced better accuracy than the traditional rank transformation (except in the
USTaxPayer data set with Logistic Regression). This could be because of the uniform distribution of the resulting
data in the case of rank transformation. Rank transformation performed really poorly in some data sets (e.g.,
Corel, OpticalDigits, Pendigits, RobotNavigation, SatImage, Steelfaults etc.) with ANN. ARES transformation
produced more consistent and better or competitive to the best classification accuracies across different classifiers
and data sets.

4.2 Anomaly detection

We compared the performance of the three contending pre-processing techniques in 8 publicly available data sets
listed in Table 3 using two widely used anomaly detectors - Isolation Forest (IF) [19] and Local-Outlier Factor
(LOF) [20]. After data pre-processing, instances in a data set where ranked based on their outlier scores using
IF and LOF and the Area Under the Receiver Operating Curve (AUC) is reported as a performance measure.
We used the implementations of IF and LOF provided in Scikit learn with the default parameter settings except
‘n neighbors’ in LOF which was set to d

√
Ne as recommended by [20].

We observed the similar trend as in the classification task. The AUC of both IF and LOF varied with
different monotonic transformations in the case of min-max normalisation. Unlike min-max normalisation, both
rank and ARES transformations produced consistent AUC with different monotonic transformations. Their
corresponding results in the Annthyroid data set is presented in Figure 4. AUCs of both IF and LOF in all data
sets across all the settings of pre-processings — min-max (original scale and its four monotonic transformations),
rank (original scale) and ARES (original scale), are listed in Table 4. With min-max normalisation, different
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ARES: Average Rank over an Ensemble of Sub-samples 7

Table 3: Characteristics of data sets used in the anomaly detection task.
Name #Features (M) #Instances (N) #Anomalies
Annthyroid 22 7200 534
Breastw 10 683 239
Ionosphere 33 351 126
Lymph 39 148 6
Mnist 97 20444 676
Pima 9 768 268
Satellite 37 6435 2036
Shuttle 10 49097 3511

(a) IF (b) LOF

Fig. 4: Anomaly detection AUC in the Annthyroid data set.

monotonic transformations produced the best AUCs in different data sets for both IF and LOF. ARES produced
more consistent AUCs than any other contender across all data sets. It produced better results than the rank
transformation in many cases except for IF in Mnist and LOF in Annthyroid and Pima.

5 Conclusions and future work

Many existing data mining algorithms use feature values directly in their model making them sensitive to
units/scales used to measure data. Pre-processing of data based on rank transformation has been suggested
as a potential solution to overcome this issue. Because the resulting data after pre-processing is uniformly
distributed, it may not be very useful in many data mining tasks.

To address the above mentioned issue of the traditional rank transformation using the entire data set, we
propose to use ranks in multiple sub-samples of data and then aggregate them. The proposed approach preserves
the differences in data values in the given original distribution better than the traditional rank transformation.
Our results in classification and anomaly detection tasks using widely used data mining algorithms show that
data pre-processing using the proposed approach produces better results than the pre-processing using the
traditional rank transformation. In comparison to the most widely used min-max normalisation based pre-
processing, it produces more consistent results with the change in units/scales of data. Its results are either
better or at least competitive to the min-max normalisation of the resulting data after the best scale mimicked
by the monotonic transformations considered in this paper.

Therefore, it is recommended to pre-process the given data using the proposed approach for a good and
consistent results of existing data mining algorithms particularly when there is uncertainty on how data are
measured or presented.

In future, we would like to test the effectiveness of the proposed data pre-processing technique in: (i) other
data mining tasks such as clustering, (ii) application areas such as IoT, sensor networks and health care where
data could be in different units/scales as they are measured by different sensors/devices.
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Abstract. In this paper, we introduce a completely new application in computer vision: detecting advertising
materials in commodity pictures. Different from the conventional detection tasks, the success of advertising
materials detection greatly relies on successfully capturing the semantic and contour information of candidate
targets. In our work, we firstly adopt a fully convolutional instance segmentation network to capture the seman-
tic information and link information of pixels. Secondly, ASPP module and multi-scale prediction structure are
introduced to handle materials with various scales. Then, we jointly optimize the network with semantic loss,
link loss, and contour loss, to obtain finer detection results. Finally, we provide a dataset specially targeting at
advertising materials detection. Experiments on this dataset show the promising performance of the proposed
method.

Keywords: Computer Vision · Deep Neural Networks

1 Introduction

Advertisements play an important role in our daily life. Advertising materials are valuable image regions which
contains useful commodity information in advertising pictures, and usually have obvious difference with background
regions of pictures. Although advertising materials are of great value in applications of commercial advertising, few
of works are dedicated to this research topic. Moreover, there are some inherent problems when general object
detection methods are directly applied to this task. Firstly, semantic information of advertising materials is hard
to hold. Secondly, the ability to locate border of materials is poor. According to our observations, one advertising
material can be not only a whole commodity image, but also image regions with clear semantic information or
obvious contour information. As shown in Figure 1 (a), we view white pixels as a part of whole advertising material.
In Fig 1 (b), a closed black line surrounds texts and a number of commodities, we also view this image region as
one meaningful advertising material candidate.

There are mainly two challenges in advertising materials detection, one is to understandg images’ semantic
information, another is to process images’ multi-scale feature, as shown in Fig 1. Recent research endeavors [18,
17, 13, 12, 3, 8] on general object detection fall into two major categories: regression-based methods and pixel-level
instance segmentation methods. Compared with regression-based methods, pixel-level instance segmentation meth-
ods can achieve fine-grained detection results. Mask R-CNN [8] extends Faster R-CNN [18] by adding a branch for
predicting an object mask, effectively employ the power of dense semantic information. BlitzNet [6] performs object
detection and segmentation with one fully convolutional network based on SSD [13] architecture. However, these
methods still depends on regression mechanism of default anchors to capture semantic information, it causes large
offsets in edges of materials. In this paper, we tackle this issue via a pixel-level instance segmentation network.

In this paper, we design a multi-scale instance segmentation network (MSISN) to address advertising materials
detection task. To be concrete, we get advertising material’s semantic information and link information among
pixels via a fully convolution network, which can achieve fine-grained detection results. Furthermore, Astrous Spatial
Pyramid Pooling (ASPP) module and pyramidal feature hierarchy prediction are introduced to process objects with
different scales. Perimeter contours around each material candidate is a salient characteristic. Hence, we view cross-
entropy loss on predicted perimeter contours and groundtruth contours as contour loss. And we integrate semantic
loss, link loss, and contour loss to jointly optimize network training. Notably, We construct a dataset specially for
detecting advertising materials, which is mainly focusing on clothing pictures of e-commerce websites.

? Corresponding author.
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(a) (b) (c)

Fig. 1. Examples of advertising materials in pictures. Advertising materials are labeled with red dashed boxes.

Our Contributions can be summarized as follows:
• To the best of our knowledge, this paper is the first one to address this topic of advertising materials detection.
•We propose a novel advertising material detection framework based on a carefully designed multi-scale instance

segmentation architecture, and integrate semantic loss, link loss, and contour loss to jointly optimise network
framework.
• We construct a new dataset, which specially serves for advertising materials detection.

2 Related Work

Comparing with anchor mechanism regression-based detection methods, employing densely predicted semantic infor-
mation, can usually get more detailed materials’ border. However, objects with different scales will cause difficulties
in predicting correct semantic information. To address these problems, studys of semantic segmentation is very
active [1, 4, 15, 16, 19, 21, 23]. Unet [19] presents a network consists of a contracting path to capture context and a
symmetric expanding path that enables precise localization. Fisher.Yu [23] applys dilated convolutions to aggregate
multi-scale contextual information. Peng.Chao [16] finds large kernel plays an important role in performing classi-
fication and localization tasks. Deeplab [4] makes use of ASPP to segment objects at multiple scales. Maoke.Yang
[21] employs Densely connected ASPP generates multi-scale features.

There are many regression-based detection methods [2, 9, 11, 13, 18, 22, 24] are applyed to address the problem
with various scales. Faster R-CNN [18] uses 9 anchors at each sliding position to detect various objects. SSD [13]
adopts multi-scale feature maps for detection. FPN [11] utilizes a top-down architecture with lateral connections
for building high-level semantic feature maps at all scales. Cascade R-CNN [2] takes a multi-stage object detection
architecture to achieve better detection results. PFPNet [10] employs parallel feature transformation, which yields
the feature maps with similar levels of semantic abstraction across different scales. M2Det [24] feeds multi-level
features into a block of alternating joint thinned u-shape modules and feature fusion modules to extract multi-level
multi-scale features.

In this study, we introduce a fully convolution network to get fine-grained semantic information. Instead of
fusing multi-level features, we train features of each level separately. Because it can effectively lift discriminative
ability of extracted features.

3 Methods

3.1 Overview

Our goal is to detect advertising materials in fine-grained manner, and get complete materials. To achieve this
goal, a fully convolutional instance segmentation network is used. To detect different objects across scales, multi-
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Fig. 2. The framework of our multi-scale instance segmentation network.

scale featues are worth considering. To improve the ability in locating boundaries of materials, a contour loss is
introduced.

Specifically, our method takes a single-scale image of an arbitrary size as input. As shown in Fig 2, a CNN
Encoder (e.g. ResNet-50) extracts three scales features, and each scale features are processed to get semantic
prediction respectively. Taking the 1

16 scale features as an example, an Astrous Spatial Pyramid Pooling (ASPP)
module is used to get multi-scale semantic features, then this features will be upsampled to 1

4 of original input image
size. At last, we get semantic prediction in three scales, and compute semantic loss in three scales respectively. To
distinguish different instances, we use link prediction to link pixels within the same instance together [5], then we
concat various features from three scales, for link prediction and contour prediction. At last, semantic prediction
and link prediction are combined via linking process, and get final detection results. Actually, we found semantic
prediction in 1

32 scale combine with link prediction, can get best result among this three scales, since features of 1
32

scale are more appropriate to the large-scale advertising pictures.

3.2 Pyramidal Feature Hierarchy Prediction

Due to advertising pictures contain materials of various scales, single scale feature prediction will lack of adaptability
for multi-scale materials. In a well-trained CNN, low-level features usually contain abundant edge information, and
high-level features tend to have abstract semantic information. To employ various informations, semantic prediction
is designed in three different scales features. To extract multi-scale features in each single feature layers, an ASPP
module is introduced. ASPP module is composed of multiple dilated convolution operation with different rates and
one global image-level operation [14]. We concat these convolutional features, then resize to 1

4 scale of input size, for
the convenience to compute semantic loss. Compared with single-scale semantic loss, three scales semantic losses can
learn better semantic features. Different from conventional semantic segmentation task, the fused strategy in [16]
will disturb semantic consistency inside one specific advertising material, as semantic information for each material
in different layers is independent.

3.3 Instance Segmentation

We utilize 1× 1 convolution operation to get semantic prediction, link prediction and contour prediction. Semantic
prediction results in each level have 1 channel, each location’s value indicates the probability of current pixel is in
one advertising material. Link prediction is used to distinguish different instances, and the process is similar to [5]
. Link prediction results have 8 channels, which correspond to eight neighborhood directions. For a given pixel and
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one of its neighbors, link value in link prediction indicates a probability which the related direction’s neighbourhood
pixel and current location’s pixel lie within the same instance.

After obtain semantic prediction and link prediction, a linking process is done to get the final detection results.
We set thresh semantic = 0.8 and thresh link = 0.8, and use these two values to distinguish positive pixels from
negative pixels. In the process of thresh filtering, semantic information and link formation are converted into binary
image. Different from linking condition in [5], we devise a weaker condition, and found it perfoms better. Given one
positive pixel in semantic prediction, if any neighbourhood pixel in correspond channel of link prediction is positive,
then a corresponding neighborhood pixel belongs to the same instance with current pixel. This operation is iteratively
executed for each spatial location of an image. This process can be implemented by disjoint-set data structure. By
combining semantic binary images and link binary results, we get a series of instance. But not all of these instances
are advertising materials, there can be some noises and errors. Usually, the size of advertising materials can’t be
too small, and the shape is approximate to a rectangle. Specifically, we set min side length = 80 to filter noise
instances. Furthermore, we filter out irregular objects via thresh ratio = 0.6, which indicates percentage of positive
semantic pixels in each instance. We take smallest circumscribed rectangle of each instance as final detection results.

3.4 Loss Function

We jointly optimize semantic loss, link loss and contour loss.

L = Lsemantic 32 + λ1Lsemantic 16 + λ2Lsemantic 8 + λ3Llink + λ4Lcontour (1)

λ1, λ2, λ3, λ4 are all hyper-parameters, and set to 1.0. Llink is calcuated on positive semantic labels. We compute
semantic loss from three scales, each loss is computed in the same way. Considering different image materials have
different sizes, we use a instance balanced loss on semantic prediction. We view the small material region and big
material region have same weight. For n material instances, the i-th instance’s area is Si, each pixel’s weight is wi.
Total area is S. Each instance has a weight Ai. Semantic loss in any scale can be computed as equation 2.

S =
∑N

i Si,∀i ∈ 1, . . . , N,

Ai = S
N ,

wi = Ai

Si
,

Lsemantic = 1
SWLsemantic CE ,

(2)

where W is weight matrix generated by each pixel’s weight wi, the negative pixel’s weight is 1. Lsemantic CE is
matrix of Cross-Entropy loss on semantic prediction.

Losses for link prediction is only calculated on positive semantic pixels, and the number of positive link pixels
and negative pixels are not balanced. So we use an link loss that can balance positive link pixels and negative link
pixels. 

Llink pos = Llink CE ∗ (Ylink(i, j) == 1),

Llink neg = Llink CE ∗ (Ylink(i, j) == 0),

Llink =
Llink pos

sum(Ylink==1) +
Llink neg

sum(Ylink==0) ,

(3)

where Ylink is the matrix of link ground truth, Llink CE is the matrix of Cross-Entropy loss on link prediction and
link ground truth. Lcontour is Cross-Entropy loss on contour map ground truth and contour map prediction. We
use contour loss to enhance network’ power in distinguishing boundaries of each advertising material.

4 Datasets and Experiments

4.1 Datasets

Advertising materials detection is a new topic in computer vision application. To the best of our knowledge, there
are no benchmark datasets. To fill this gap, we build a advertising materials detection dataset which mainly focus on
clothing advertisement pictures of e-commerce websites. We collect these pictures from several e-commerce websites
like jd.com, vip.com, etc. The training dataset contains 2,834 pictures in total, and 160 pictures have circular
materials. The testing dataset has same distribution as the data in training dataset, and has 400 pictures, 735
bounding boxes in total. This dataset will be made public in the near future.

The most common form of materials in clothing advertising are rectangular materials. In addition, circular
materials also account for a small percentage. Other objects like text, table, or commodities don’t have obvious
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（a) （b) （c) （d)

Fig. 3. Training examples in the datset. The advertising materials are presented in red dashed boxes.

boundaries with backgrounds, we don’t view them as materials. Based on above considerations, we built training
dataset and testing dataset. For simplicity, we don’t differentiate rectangular materials and circular materials, all
materials are labeled in bounding box form, as shown in Fig 3. The adjacent materials having obvious boundaries,
will be labeled separately, as shown in Fig 3 (d). Here are two points need to be noticed. The first point is: not all
pixels in one advertising material are a part of commodity images, and advertising materials usually have obvious
boundaries. The second point is: Some commodities are inside a complete contour line, the whole region can be
viewd as one material, as shown in Fig 3 (b).

For pixels inside labeled bounding boxes, we set the value in semantic label to 1. If overlapping exists, only
un-overlapped pixels are 1. Others are 0. For a given positive semantic pixel and any of its eight neighbors, if the
neighbor pixel and this pixel are in the same instance, the corresponding channel’s link value in this spatial location
is 1. Otherwise 0. To generate contour ground truth, we follow the similar method described in [7], as in equation 4.
Scontour represents the pixels in the peripheral contour of the bounding boxes of each ground truth annotation.
These calculation is carried out on 1/4 scale of the original image.

xi =

{
1 if i ∈ Scontour

0.6 if dist(i, j) == 1 and ∃j ∈ Scontour

(4)

4.2 Experimental Results

For evaluation, we compute Intersection over Union (IoU) for each prediction’s output box and groundtruth’s
bounding box in all pictures. We set threshIoU = 0.8, only the IoU value bigger than threshIoU will be viewed as
one truth positive sample. The number of all groundtruth bounding boxes are viewd as TP + FN , the number of
prediction boxes are viewed as TP + FP . So we can obtain precision and recall value, via equation precision =

TP
TP+FP , recall = TP

TP+FN .
We compare experimental results of our network (MSISN) with serveral object detection networks, especially

compared with Mask R-CNN [8]. We use the implementation methods of [20], hyperparameters use the default
form. Mask R-CNN is commonly used in general object detection and has a good performance on many public
object detection datasets. Compared with Mask R-CNN, our method has an advantage in semantic judgment of the
materials, but has disadvantages in segmenting different instances. As shown in Fig 4 (a) (c), Mask R-CNN is more
likely to make mistakes in hierarchical materials, and the rectangular text region. Fig 4 (e) shows, our method do
better in grasping big scale semantic information than Mask R-CNN in the task of detecting advertising materials.
However, our method do worse in segment adjacent materials than Mask R-CNN, as shown in Fig 4 (d). This has two
reasons: firstly, we train circular materials in rectangular bounding boxes; secondly, sematic segmentation network
do bad in distinguish different instance, and our link prediction and contour prediction can’t completely solve this
difficulty. But the regression methods like Faster R-CNN [18] will predict output bounding boxes in each spatial
location, so these methods can do well in distinguishing different individuals. There are also some complicated cases
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Mask R-CNN

Ours

(a) (b) (c) (d) (e)

(a) (b) (c) (d) (e)

Fig. 4. Examples showing the detection result in advertising materials. The first row is the result of Mask R-CNN. The
second row is the result of our methods. The detection results are presented in red boxes.

like Fig 4 (b), compared with results of Mask R-CNN, it can be seen that our method is more appropriate than
Mask R-CNN.

Since our network employs pyramidal feature hierarchy prediction and contour loss, we need to verify each of
its effectiveness to the final performance. The base model is single-layer prediction on 1

32 scale features, and don’t
use contour loss. Futher, we try pyramid feature hierarchy prediction on three scales (1/8 scale, 1/16 scale, 1/32
scale). Finally, we combine pyramid feature hierarchy prediction with contour loss (MSISN). The evaluation result
is shown in Table 1. As shown in Fig 5 (a) and (b), when we only use 1

32 scale features to predict results, it’s easy
to ignore the local features in small range, so many detection results may be too big, and contain redundant image
contents. Fig 5 (c) shows, with the help of contour information, some advertising materials can be located more
accurately.

Table 1. Results on testing dataset.

Method Precision Recall F1-score

Faster R-CNN [18] 70.1 75.3 72.6
FPN [11] 87.7 89.1 88.4
Mask R-CNN [8] 89.4 93.5 91.4
only 1/32 scale 88.9 87.9 88.4
pyramid hierarchy prediction 92.5 90.6 91.5
MSISN(ours) 92.9 90.8 91.8

5 Conclusion

We put forward a new topic in computer vision application: advertising materials detection. And rase a novel
multi-scale instance segmentation network in pixel-level to realize fine-grained detection. Our network can combine
contour information and achieves excellent detection performance against the popular generic object detection
methods. Besides, a new dataset is constructed for the progress in advertising materials detection.
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Only 1/32 scale

Pyramid hierarchy 
prediction(3 scales)

MSISN

(a) (b) (c)

Fig. 5. Examples showing the detection results in ablation experiments. The first row is the results predicted only in 1/32
scale features. The second row is the results predicted in pyramid hierarchy (1/32, 1/6, 1/8 scales). The third row is the
results of our method MSISN (pyramid hierarchy prediction and contour loss). The detection results are presented in red
boxes.
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Abstract. Recently, SiamFC network has been investigated into object tracking community. This net-
work utilizes two branches sharing same parameters as feature extractor and cross-correlation as similarity
metric. However, most of SiamFC trackers discard low level conv-feature and only take the conv-feature
from last layer into account. In this paper, we propose a hierarchical estimation framework for SiamFC
network to take full advantage of both low level and high level conv-features. We firstly construct hierar-
chical SiamFC networks using pre-trained VGGNet, ResNet and DenseNet. While tracking, hierarchical
SiamFC network can infer target position via different conv-features. We also define adaptive weights for
each score map from different layers. The final position of target is estimated by score map with maximum
weighted PSR. Experimental results demonstrate that SiamFC trackers equipped our proposed framework
outperform baselines and achieve state-of-art performance.

Keywords: SiamFC network, object tracking, hierarchical conv-feature

1 Introduction

Object tracking, as one of the most appealing research fields, has been widely applied to human-computer
interaction, medical image and video surveillance [16]. Generally, object trackers can be divided into two classes:
generative trackers and discriminative trackers. Generative trackers usually find the candidate which is most
like to the target while discriminative trackers train a classifier and recognize targets from background. Most of
discriminative trackers can outperform generative trackers since they take background into account.

Among kinds of discriminative trackers, correlation filter based tracker is most typical one. In [2], Bolme et
al. first investigated correlation filter into object tracking. In [6, 7], Henriques et al. proposed circulant matrices
which can be diagonalized by DFT and utilized kernel trick to simplify ridge regression. Since Convolutional
Neural Network (CNN) making great progress in computer vision [14, 5, 12, 4, 10, 13], researchers tried to use
conv-feature in tracking task. Object tracking requires to not only recognize targets from background but
also locate them. Therefore, hierarchical conv-features are more effective than single conv-feature. In [3], Ma
et al. proposed Hierarchical Convolutional Features (HCF) for correlation filter and conducted coarse-to-fine
translation estimation. In [11], Qi et al. proposed hedged deep tracking (HDT) which utilized hedge algorithm
to generate weighted response map.

Recently, Siamse Fully Convolutional (SiamFC) network has been investigated into object tracking commu-
nity [1]. It utilizes two feature extractor branches which share same parameters to calculate similarity between
template and candidate. Later in [15], Valmadre et al. integrated SiamFC network with correlation filter and
train it end-to-end. In [9], the authors integrated Region Proposal Network (RPN) in SiamFC network and
fine-tuned final results via bounding box regression.

However, most SiamFC trackers only take conv-feature from last layer into account and discard low level conv-
features. As shown in Fig. 1, SiamFC network using single conv-feature may not work in some cases. Inspired by
HCF and HDT, we proposed hierarchical estimation for SiamFC trackers. We first construct hierarchical SiamFC
networks via pre-trained VGGNet, ResNet and DenseNet. The hierarchical SiamFC networks can output score
maps from different layers. We further define adaptive weights for each score map according to current tracking
loss and historic tracking loss. The current tracking loss is defined by score maps from different layers in current
frame. The historic tracking loss is defined by score maps from same layers in previous frames. Consequently,
The new position in next frame is estimated by score map with maximum weighted Peak-to-Sidelobe Ratio
(PSR) [2].

In summary, our contributions in this paper are as follow:

– We first construct hierarchical SiamFC networks via pre-trained CNNs.
– We define adaptive weigths for score maps from different layers and estimate target position via score map

with maximum weighted PSR.
– Experimental results demonstrate that our proposed hierarchichal SiamFC networks achieve better perfor-

mance than baselines.
? Corresponding author Yu Qiao. This research is partly supported by NSFC, China (No: 61375048 and

No:61876107U1803261), SAST (No: 2016085) and 973 Plan, China (No. 2015CB856004).
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Fig. 1. Failure cases of SiamFC network using single conv-feature. Red: ResNet50-Conv3, yellow: ResNet50-Conv4, blue:
ResNet50-Conv5. Left: ResNet50-Conv3 fails in ’Bolt’, mid: ResNet50-Conv4 fails in ’Couple’, right: ResNet50-Conv5
fails in ’Lemming’.

2 Proposed Algorithm

2.1 Overview

Fig. 2 shows our proposed hierarchical estimation framework for SiamFC network. Exemplar image and search
image are input into SiamFC network and cross-correlation is conducted on different convolutional layers.
Different score maps are assigned adaptive weights according to current tracking loss and historic tracking loss.
The target in next frame will be located via score map with maximum PSR.

In Sec. 2.2, we will briefly review siamese fully convolutional network for object tracking. In Sec. 2.3, we
will present the architecture of hierarchical SiamFC network. In Sec. 2.4, We will demonstrate how to assign
adaptive weights and implement hierarchical estimation for accurate tracking.

Fig. 2. Our proposed hierarchical estimation framework for SiamFC network. ∗ denotes cross-correlation.

2.2 Review of SiamFC Network

In this section, we will briefly review SiamFC network for object tracking [1]. It addresses object tracking by
similarity matching and learns a similarity function off-line, which can be denoted as:

f(z, x) = g(ϕ(z), ϕ(x)) = ϕ(z) ∗ ϕ(x) (1)

where x is exemplar image generally ground-truth in first frame, z is search image generally centered at the
previous position of the target, ϕ(·) is embedded feature extractor generally fully convolutional network, ∗ is
cross-correlation regarded as similarity metric.

SiamFC network contains two identical branches sharing same convolutional architecture and parameters. It
inputs image pairs z, x and utilizes cross-correlation (convolution without padding in fact) to calculate similarity
between exemplar image and all candidates. Each value in score map represents confidence of corresponding
candidate. The position of the target in next frame is estimated by candidate with maximum score.

2.3 Hierarchical SiamFC Network

Generally, SiamFC network utilizes the last conv-layer to estimate transformation of targets due to hight level
conv-feature is more representative. However, object tracking requires to not only distinguish targets from
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background, but also locate positions. Therefore, low level conv-feature with high resolution may make sense in
some cases compared with high level conv-feature.

We utilize VGGNet [14], ResNet [5] and DenseNet [8] to construct hierarchical SiamFC networks which can
estimate target position via different conv-features. Theses three modern CNNs have some same features:

– They are all pre-trained on ImageNet for image recognition thus generalized.
– They all contains five conv-blocks.
– The total strides of them are all 32 (25).

We remove fully connected layers and adjust total strides of them to 16 (24) for conv-feature with higher
resolution (remove last max-pooling layer of VGGNet, adjust the stride of conv3 block of ResNet to 1 and remove
last transition layer of DenseNet). Architectures of hierarchical SiamFC networks are shown in Table 2.3. The
cross-correlation is conducted between feature maps from conv3 block, conv4 block and conv5 block. Three
score maps are output for hierarchical transformation estimation.

Table 1. Architectures of proposed hierarchical SiamFC networks using VGGNet, ResNet and DenseNet. The total
strides of them are adjusted to 16 (24). More details about Conv block are present in [14, 5, 8].

VGGNet Stride ResNet Stride DenseNet Stride

Conv1 block 1 Conv1 block 1 Conv1 block 1

Maxpool 2 Maxpool 2 Maxpool 2

Conv2 block 1 Conv2 block 1 Conv2 block 1

Maxpool 2 Transition 2

Conv3 block 1 Conv3 block 2 Conv3 block 1

Maxpool 2 Transition 2

Conv4 block 1 Conv4 block 2 Conv4 block 1

Maxpool 2 Transition 2

Conv5 block 1 Conv5 block 2 Conv5 block 1

2.4 Hierarchical Estimation in SiamFC Network

To take full advantage of hierarchical conv-features, we assign adaptive weights for score maps from different
layers and estimate target position by score map with maximum weighted PSR.

Supposed that SiamFC tracker has located target in frame t, the current tracking loss (CTL) of each score
map is defined as:

CTLt
i = max(St

i )− St
i (x

t
c, y

t
c) (2)

where St
i denotes ith score map in tth frame, (xtc, y

t
c) denotes the center coordinate of target in tth frame. In

fact, CTL from Eq. 2 can reflect difference of confidence between optimal score map and ith score map. If kth
score map is selected to infer target transformation, CTLt

k will be 0.
We also define historic tracking loss (HTL) as a measurement of tracking stability:

HTLt
i = |f(St

i )−meanT (f(St
i ))

stdT (f(St
i ))

| (3)

f(S) =
max(S)−mean(S)

std(S)
(4)

where f(·) denotes function to calculate PSR as Eq. 4.meanT (f(St
i )) and stdT (f(St

i )) denote mean and standard
deviation of PSR from t− T th to t− 1th frame respectively.

We use harmonic mean to assign weights of each score map via CTL and HTL. Given that score map with
larger loss should be assign smaller weights in t + 1th frame. We adopt exponential function to express this
negative correlation:

wt+1
i =

2α · e−CTLt
i · e−HTLt

i

α · e−CTLt
i + e−HTLt

i

(5)

where α is harmonic coefficient. The location in t+ 1th frame will estimated by kth score map:

k = argmax
i

(wt+1
i · f(St+1

i )) (6)
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3 Experiments

3.1 Set up

We use VGGNet-19, ResNet-50, and DenseNet-169 from torchvision 0.2.0 and implement experiments by Py-
Torch 0.3.1 with NVIDIA GTX TITAN X. Exemplar image and search image are padded with context [1] and
resized to 127 ∗ 127 and 255 ∗ 255 respectively. Feature maps of exemplar image and search image are resized
to 15 ∗ 15 and 31 ∗ 31 respectively. Therefore, the size of score map is 17 ∗ 17. For more accurate localization,
we unsample feature map from 17 ∗ 17 to 129 ∗ 129 by bilinear interpolation. α is set to 1 and T is set to 10.
During tracking, HTL is calculated after 10th frame.

3.2 Benchmark

OTB50 [16] is used to evaluated performance of trackers. In OTB50, there are total 11 challenging factor such
as Illumination Variation, Fast Motion, Occlusion. We draw success plot via Overlap Ratio (OR) and precision
plot via Center Location Error (CLE) to demonstrate quantitative performance. Generally, Area Under Curve
of success plot is success score and precision under 20 pixels in precision plot is precision score.

3.3 Quantitative results

Fg. 3 shows success plots and precision plots of hierarchical SiamFC tracker and SiamFC tracker using single
conv-layer on overall sequences. All the three SiamFC networks equipped with our proposed hierarchical es-
timation framework achieve best performance compare with baselines. Our SiamFC tracker using VGGNet19
achieves 0.604 and 0.859 success score and precision score, which is top 1 results among all evaluated track-
ers. SiamFC tracker using ResNet50 with our framework outperforms Conv4 by 3.1% success score and 3.2%
precision score. For DenseNet169, our framework also promotes 3.8% success score and 5.3% precision score
compared with Conv4.

Fig. 3. Quantitative results of our propose hierarchical SiamFC tracker and baselines on overall sequences.

Fg. 4 shows quantitative performance on sequences with Illumination Variation, Scale Variation, In-Plane
Rotation and Out-of-Plane Rotation. Benefiting from hierarchical estimation framework, our SiamFC can deal
with these challenging factors successfully and outperform baselines. Our tracking using VGGNet-19 achieve
best success score and precision score on Illumination Variation, In-Plane Rotation and Out-of-Plane Rotation.
On sequences with Scale Variation, SiamFC network uisng DenseNet169 achieve top 1 performance.

3.4 Qualitative results

Fg. 5 presents tracking results of evaluated SiamFC trackers. Our trackers can locate targets more accurate and
robust compared with baselines. It demonstrate that our framework can effectively select optimal score map to
infer transformation of targets.

In sequence MotorRolling, both Conv3 and Conv4 from VGGNet19 fail while Conv5 tracks the target.
However, Conv5 also fails in sequence Football. Our SiamFC tracker keep locating targets in these sequences
successfully.
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Fig. 4. Quantitative results of our propose hierarchical SiamFC tracker and baselines on attribute-based sequences.

(a)

(b)

(c)

Fig. 5. Qualitative results. (a) VGGNet-19, (b) ResNet-50, (c) DenseNet-169. Red: Ours, yellow: Conv3, blue: Conv4,
green: Conv5. From top to down: MotorRolling, Football, Bolt, Basketball, Soccer, Skiing.
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In sequence Bolt, Conv3 and Conv5 from ResNet50 are corrupted by background. Conv4 is also corrupted
by other runner in frame 95. Only ours can tracks Bolt consistently.

In sequence Soccer and Skiing, Our tracker handles challenging factors such as rotation, illumination variation
and locate targets during whole sequences. On the contrary, baselines can not (Conv3, Conv5 fail in sequence
Soccer and Conv3, Conv4 fail in sequence Skiing).

4 Conclusion

In this paper, we propose a hierarchical estimation framework for robust object tracking. We construct hierar-
chical SiamFC networks using VGGNet, ResNet and DenseNet. These SiamFC networks can output score map
from different conv-layers. To take full advantage of these score maps, we assign adaptive weights for them. The
positions of targets in next frame is inferred by score map with maximum weight PSR. Experimental results
demonstrate that our proposed framework can achieve more accurate and robust performance compared with
baselines.
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Abstract. Anonymized data is often used for analysis and knowledge extraction, therefore
individual’s privacy should not compromise the quality of the data provided. In this paper,
we introduce an Attribute-oriented anonymization technique based on Kernel Density Esti-
mation. The utility of the anonymized data provided is analysed using separability utility and
structural utility followed by a combination of both utilities to quantify the privacy-utility
trade-off. The method deals with the dimensionality curse and preserves the structure of the
dataset. Our experimental evaluation show agreement with theoretical predictions and several
open issues that deserve more exploration are pointed out in the end.

Keywords: Data Anonymization · 1D Clustering · Data Utility · Kernel Density Estimation
· Privacy-utility trade-off · Earth Mover’s distance.

1 Introduction

Data anonymization is studied in purpose to enable researchers to learn from data effectively with
respect to the individuals’ identity. Giving good quality anonymous data requires finding balance
between the amount of information loss and the level of anonymity. Data anonymization might be
defined as follows: it is the process of protecting individuals’ sensitive information while preserving
its type and format [13] [9]. Hiding one or multiple values or even adding noise to data as an attempt
to anonymize data [1] is considered inefficient because the reconstruction of the initial information
is very probable [4].

The k-anonymization technique proposed by Sweeney [12] overcame the risk of privacy breach
that might be encountered if using the randomization technique. The principle of k- anonymity
gave interest in clustering approaches as a way of data anonymization. Following the classification
made in [14] we can divide the anonymization methods into three main categories each of which
has its own characteristics.

– The statistical methods: proposing measures of privacy using of variance (i.e. the larger the
variance, the higher the privacy of the perturbed data).

? This author has been partially supported by and co-financed through the European Erasmus+ Pro-
gramme.

ICONIP2019 Proceedings 23

Volume 16, No. 3 Australian Journal of Intelligent Information Processing Systems



2 Sarah Zouinina et al.

– The probabilistic methods: quantifying the idea of background information that a third party
might access. Algorithms related to information theory and Bayesian analysis and notions of
information transfer are considered assets for these methods.

– The secure muti-party computations: relating to the cryptography field and the amount of
information disclosure is measured in terms of the amount of information possessed by the
adversary.

As in the probabilistic approaches, the most intuitive idea to tackle the anonymity issue is by
recalling supervised learning’s classification, and unsupervised learning’s clustering.

In this paper we propose a new approach for data anonymization based on 1D clustering in
order to output an anonymized dataset with high utility in an automatic manner. The technique is
evaluated using two utility measure: the first is the separability utility to evaluate the performance
of the anonymized datasets in a real case scenario and the second is the structural utility using
the Earth Mover’s Distance. Moreover, we propose a formula to combine both utility measures and
quantify the privacy-utility trade-off.

The paper presents the related works in section 2, the proposed approach in section 3 and the
experimental results are given in section 4.

2 Related Work

Clustering for anonymization was first introduced by Li et al. [6], where clusters were formed from
the database by finding an equivalence class with at least k records. Another k-clustering approach
was provided by Byun [2] and was called k-member clustering algorithm. The model builds inter-
similar clusters of at least k records. This approach takes advantage of clustering as it builds clusters
with at least k members by looking for the record that minimizes information loss.

Loukides et al. [8] gave a Clustering based greedy algorithm, an algorithm that captures the
usefulness of the data and protects its privacy by using some quality measures as a clustering
criterion. This algorithm is similar to the previous k-member clustering algorithm but with the
constraint of maximizing the dissimilarity of sensitive data values (privacy) and minimizing the
similarity of the quasi-identifiers (utility).

The privacy-utility trade-off is the biggest issue with data anonymization, since maximizing one
of its features compromises the other one. Measures to quantify data anonymity are enumerated in
[14]. Most of those measures are probabilistic and rely mainly on the information theory paradigms.
The claimed goal of data anonymization is to provide anonymous datasets with maximum utility, the
measures used do not take in account the accuracy of the data in case of classification. Indeed, this
utility will allow anonymized data to be used for analysis or data mining purposes efficiently. Several
approaches have been proposed to measure the usefulness of anonymized data [7]: the average size
of equivalence classes, the discernibility metric (DM) that summarizes the squares of equivalence
class sizes, and the divergence Kullback Liebler (KL) between the reconstructed distribution and
the real one, and the classification accuracy on anonymized data. The main results of these studies
show the importance of the utility of post-anonymization data to optimize the data mining process.

In our work, we decompose the utility into two components: one at the level of the quality
of separability between the different classes (separability utility), and the other to measure the
preservation of the distributional structure of the data (structural utility). The separability utility
will be estimated by accuracy, while the structural utility will be approximated using the Earth
Mover’s Distance.
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3 Proposed Approach

The lack of studies around the utility preservation motivated us to shed light on one of the most
difficult parts of data anonymization procedures which is the anonymity-utility trade-off. We pre-
viously published different techniques of data anonymization, the k-anonymity using collabora-
tive Multi-view Clustering [17], k-anonymity through constrained Clustering [16]. Both approaches
achieve data anonymity using Collaborative Multi-view Topological Clustering, which deals with
multi-source data i.e several sets that are presented with the same individuals in different attributes’
spaces where even the data type can be different. The curse of dimensionality is implicitly overcome,
as the algorithm treats each part alone and the results are proved to be promising. The problem
noticed is that all the features of the dataset are grouped at once and in the same manner which
can impact the quality of the anonymous data. 1D clustering proceeding attribute by attribute is
seen as a solution to this problem. That way, the characteristics of each attribute are preserved.

3.1 General paradigm: Collaborative Topological Clustering

The k-anonymity using collaborative Multi-view Clustering [17] and k-anonymity through con-
strained Clustering [16] build classical Self-Organizing Maps (SOMs) [5] for each view of the dataset
and use the collaborative paradigm to exchange topological informations between collaborators.
They take the Davies Bouldin index (DB) [3] as a clustering validity measure for stopping col-
laboration process. If DB decreases, the collaboration is positive and if it increases, we stop the
collaboration and use the previous model. In this way, the collaboration is only allowed in case
of clustering improvement. Therefore, we get homogeneous clusters by using the topological in-
formation from all the views. After the clustering and collaboration step, the elements of each
collaborating map are coded using the Best Matching Unit (BMUs) for the first approach and us-
ing the linear mixture of the map’s prototypes in the second. The pre-anonymized parts are then
reorganized in the same way as the original dataset.

The second part of each of the algorithms makes much difference between the two. The first,
outputs a pre-anonymized dataset that will be fine-tuned using a SOM model where the map
size is determined by the Kohonen heuristic [5]. Every node in the SOM is examined to calculate
which ones’ prototypes are closer to the input vector. The winning node is commonly known as
the BMU. The resulting dataset is then recoded using the prototypes of the BMU and we examine
the anonymity level of the dataset. In our case, the k level is not a predefined value but it is given
automatically by the model. In the second algorithm, the fine tuning step works as follow: we use
a constrained SOM on the pre-anonymized dataset.In other words, we initially create a SOM that
is learned on the outputs of the pre-anonymization step as stated before. A k level of anonymity
is predefined and the elements from the units in the SOM that do not respect the constraint of k
cardinality are redistributed on the closest units. This process helps designing groups of at least
k elements in each unit’s SOM. We code the each objects using the BMU, to get a k-anonymized
dataset. We then explore the different k values to determine the one that satisfies our requests.

3.2 Kernel Density Estimation for Attribute-oriented Data Anonymization

In the algorithm 1, we propose the anonymization procedure using KDE with 1D clustering. KDE
helps identify the density of a data distribution. This can be useful in finding where a lot of data is
grouped together and where it is not. Naturally, it can be used for 1D clustering by creating clusters

ICONIP2019 Proceedings 25

Volume 16, No. 3 Australian Journal of Intelligent Information Processing Systems



4 Sarah Zouinina et al.

about the points of highest density (local maxima), separated by the points of lowest density (local
minima).

Estimating a probability density is very useful to investigate the properties of a given dataset, to
get insights on data features as skewness and multimodality. Usually, parametric estimation models
(e.g. Normal distribution with unknown expectation and variance) are chosen to perform estimation
but it was proven that they showed some poor behaviour especially if the process that generates
the data is multimodal, then the aspects of the distribution can never be captured.

Algorithm 1 1D Anonymization Approach

Input: D dataset to anonymize
Output: D′ an anonymized dataset

1D Clustering step :
1: for each feature column of D do
2: Perform 1D Kernel Density Estimation.
3: Detect Cluster Regions by cutting at local minimas.
4: Encode the clusters using the clusters’ centers i.e local maximas.
5: end for

Anonymization :
6: Reconstruct the dataset in D′.
7: Measure the Separability utility and the Structural utility of the anonymized data.

When a good parametric model is not found, the non-parametric estimation is the way to do it.
The oldest and most widely used density estimator is the histogram, where the entire range of value
is divided into a series of consecutive, non-overlapping intervals called bins. Histograms give a rough
sense of the density of the underlying distribution of the data, they can be generalized by allowing
the bin width to vary. The histograms’ discontinuity causes extreme difficulty if derivatives of the
estimates are required [11]. To overcome this problem, the Kernel Density Estimation is performed.

We could estimate, for any given h, the value of the probability P (x− h < X ≤ x+ h) by the
proportion of the sample data falling in the interval (x− h, x+ h). By choosing a small h we define
the naive estimator of fX by :

fN,X(x) =
1

nh

n∑
i=1

w

(
x−Xi

h

)
, (1)

where

w(x) =

{
1
2 , if | x |< 1

0, otherwise
(2)

In the naive estimator’s case, we should not specify the origin x0. The equation 1 shows that
the constructed estimate is obtained by placing a ”box” of width 2h and height 1

2hn on each
observation. To reduce the challenges we use a kernel function K(·) instead of the weight function
w(·). The kernel function decreases rapidly to infinity and satisfies the following properties: K(x) ≥
0;
∫ +∞
−∞ K(x)dx = 1 ; K(x) = K(−x). Therefore, the kernel estimator of fX writes:

fK,X(x) =
1

nh

n∑
i=1

1

σ
√

2π
exp

(
−(x−Xi

h )2

2σ2

)
(3)
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The estimator depends on the bandwidth h > 0 which acts like a smoothing parameter, for a large
bandwidth h, the estimate fK,X(x) tends to be varying very slowly, contrarily, if the bandwidth is
small, the function is more wiggly. The kernel estimator is simply the sum of the ”bumps” centered
on the observation x and the K function determines the shape of the bump.

Clusters are naturally the regions with high density of data. They can be determined in a
non-parametric way and without a prior knowledge of the number of clusters nor their shapes.
Technically, this can be done by finding local maxima and minima.

Local maxima are the peaks of the curves in the density plot. They can be easily discovered by
checking the bins on either side. If it is the largest, it is a local maximum. If the curve is jaggy
with too many maximas, we’ll need to increase the number of neighbors sampled when computing
density. The minimas are simply the bins of lowest density between two maximums. Local minima
define where the clusters split. In the above example, we can see the data is split into four clusters on
the left figure and three clusters on the right figure. We cut at the red markers. The green markers
are our best estimates for the cluster centers. Each element is then recoded using the prototype of
its corresponding cluster. In this way, we anonymize each attribute in data with respect to its peers
characteristics which preserves the quality of information it is containing.

3.3 Earth Mover’s distance as a measure of structural Utility preservation

The anonymized datasets are analysed using the Earth Mover’s distance also known as the Wasser-
stein distance [10], this distance extends the notion of distance between two single elements to that
of a distance between sets or distributions of elements. The Earth Mover’s distance compare the
probability distributions P and Q on a measurable space (Ω,Ψ) is defined as follows (We are using
the distance of order 1):

W1(P,Q) = inf
µ

{∫
Ω×Ω

|x− y|dµ(x, y)

∣∣∣∣µ :prob. measure on (Ω ×Ω,Ψ ⊗ Ψ)
with marginals : P,Q

}
(4)

where Ω×Ω is the product probability space. Notice that we may extend the definition so that
P is a measure on a space (Ω,Ψ) and Q is a measure on a space (Ω′, Ψ ′).

Let us examine how the above is applied in the case of discrete sample spaces. For generality,
we assume that P is a measure on (Ω,Ψ) where Ω = {xi}ni=1 and Q is a measure on (Ω′, Ψ ′) where

Ω′ = {yi}n
′

j=1 - the two spaces are not required to have the same cardinality.

Then, the distance between P and Q becomes:

W1(P,Q) = inf
{λi,j},i,j


n∑
i=1

n′∑
j=1

λi,j |xi − yj | :
n∑
i=1

λi,j = qj ,
n′∑
j=1

λi,j = pi, λi,j ≥ 0

 (5)

Based on this definition, we believe that the best way to evaluate the utility of the anonymized
dataset is to measure the distance between its distribution and the distribution of the original
dataset attribute by attribute, in this way, the distortion of the anonymized datasets can be easily
identified. We then normalize all distances between 0 and 1, then we define the utility by 1 −
W1(P,Q). The smaller the distance W1 is, the more the data utility is preserved.
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4 Experimental Results

4.1 Datasets

Eight real-world datasets from the UCI machine learning repository are used in the experiment.
The table below presents the main characteristics of these databases.

Table 1. Some Characteristics of Real-World Datasets

Datasets Origin #Instances #Attributes #Class

Ecoli UCI 336 8 8
Electrical UCI 10000 14 2
Glass UCI 214 10 7
Page blocks UCI 5473 10 5
Sat UCI 4435 36 6
Spam UCI 4601 57 2
Waveform UCI 5000 21 3
Yeast UCI 1484 8 10

4.2 Results

Separability Utility preservation analysis

Table 2. Impact of anonymization on Separability Utility (CI: confidence interval)

Ecoli Electrical Glass Sat

Original 0.821 0.995 0.692 0.850
95% CI [0.731, 0.871] [ 0.993,0.997] [0.613, 0.788] [0.839, 0.862]
Attribute-oriented 0.801 0.988 0.701 0.849
95% CI [0.774, 0.827] [0.986, 0.991] [0.586, 0.815] [0.835, 0.864]
Collab Multiview 0.845 0.999 0.943 0.837
95% CI [0.778, 0.870] [0.998, 0.999] [0.874 , 0.931] [0.822, 0.851]
CollabLM 0.848 0.999 0.747 0.856
95% CI [0.765, 0.930] [0.998, 0.999] [0.686, 0.809] [0.837, 0.875]

Page Blocks Waveform Yeast Spam

Original 0.966 0.748 0.812 0.922
95% CI [0.959, 0.974] [0.734, 0.776] [0.755, 0.913] [0.910, 0.933]
Attribute-oriented 0.955 0.755 0.834 0.921
95% CI [0.952, 0.958] [0.733, 0.776] [0.786, 0.882] [0.909, 0.932]
Collab Multiview 0.905 0.830 0.862 0.752
95% CI [0.899, 0.906] [0.824, 0.836] [0.850, 0.878] [0.731, 0.774]
CollabLM 0.915 0.816 0.876 0.755
95% CI [0.907, 0.922] [0.801, 0.830] [0.853, 0.898] [0.741, 0.768]
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The proposed Separability Utility measure is determined by putting the dataset through a real-
case scenario. The original and the anonymized tables were learned to a decision tree model with
10 folds cross validation and their Separability Utility was measured. The results given in table 2,
dress a comparison between the separability utility measures of the original and the anonymized
datasets. The loss in information’s quality after anonymization is minimal. Melior, the separability
utility was improved in most of the cases. This can be explained by the fact that the clustering
gathers together elements with the same features and therefore omits non decisive attributes from
data.

Table 3. Impact of anonymization on Separability Utility after 5-Anonymity processing (CI: confidence
interval)

Ecoli Glass Waveform Yeast

Original 0.821 0.692 0.748 0.812
95% CI [0.731, 0.871] [0.613, 0.788] [0.734, 0.776] [0.755, 0.913]
5-Anonymous data 0.440 0.318 0.339 0.735
95% CI [0.351, 0.529] [0.204, 0.432] [0.323, 0.355] [0.698, 0.772]

We experimented with data anonymization techniques using k-anonymization in earlier exper-
iments, the table 3 illustrates how k-anonymization doesn’t provide interesting results in terms of
separability utility, in the table we included fewer data sets than those used to assess the techniques
that we are proposing since it is not our focus point but it is needed to enhance the power of the
methods we detailed earlier. The table shows that the Separability utility is cut approximately to
half for the most of the datasets used.

The method proposes a new data representation which makes it useful for data encryption as
shown in table 2, the separability utility of the anonymized datasets is very good compared to its
value before anonymization.

Structural Utility preservation analysis

We consider the probability distribution of three anonymization methods, k-anonymity using
collaborative Multi-view Clustering (Collab Multiview), k-anonymity through constrained Cluster-
ing (CollabLM) and Attribute-oriented anonymization (Attribute oriented).

The figure 1 shows the probability distribution of attributes 2 and 6 of the Ecoli dataset used
in order to visualize the distribution of the anonymized datasets compared to the original data, in
this way, we can conclude that Attribute-oriented is the anonymization method that respects the
original distribution of the attribute and thus, preserves the utility of the information its containing.

To quantify how much the anonymized datasets lost of their structural utility, we use the Earth
Mover’s Distance.The structural utility matrix of table 4 is used as an input to the Friedman
statistical test, we use this test to propose a ranking of the three anonymization approaches in
terms of the structural utility and thus differentiating between them.

In figure 2, the critical diagram represents a projection of the average ranks methods on enumer-
ated axis. The methods are ordered from left (the best) to right (the worst), in our case, the method
of Attribute-oriented is the best and the worst is Collaborative SOM using the Linear Mixture of
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Fig. 1. Probability Distribution of Attributes 2 and 6 of the Ecoli dataset using different approaches of
data anonymization

Table 4. Impact of anonymization on Structural Utility (1 −W1(P,Q))

Ecoli Electrical Glass Page Blocks Sat Waveform Yeast Spam

Attribute-oriented 1.00 1.00 1.00 0.97 0.99 1.00 1.00 1.00
Collab Multiview 1.00 0.99 1.00 0.00 0.96 1.00 0.99 1.00
CollabLM 1.00 0.99 0.98 0.29 0.96 1.00 0.99 1.00

Fig. 2. Friedman test for comparing multiple approaches over multiple data sets

models. The Friedman test confirms what we implied from figure 1 and table 4. Attribute-oriented
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outperforms the other anonymization techniques since it respects the nature and the structure of
each attribute.

To emphasis what was stated, we do PCA projections of the original and anonymized data with
the three different methods as displayed in figure 3 and the ranking of the three anonymization
methods is confirmed since the PCA projections show that the Attribute-oriented is the closest to
the original dataset. The Collab-LinearMix is the one with the fewest points due to the usage of
constrained clustering with a k -anonymity level of 5, we obtained an anonymized dataset with many
overlayed points. The figure shows that the best technique in terms of structural utility is Attribute-
oriented and the worst one is CollabLM also the best technique in terms of privacy preservation is
the Collab LM and the worst is Attribute-oriented.

Preserving combined utility

To choose the anonymization method which best addresses the separability-Structural utility
Trade-off, we propose to combine the two types of utility structural and separability in a combined
form while α = 1

2 :

Comb Utility = α.Separability + (1− α).Structural

From this combination, we conclude that the proposed Attribute-oriented approach offers the best
compromise. Indeed, it provides a good representation of the data allowing an efficient separability
while respecting the distributional structure of the same data.

Table 5 summarize the clustering results of the proposed approaches in terms of combined utility
(Comb Utility). As it can be seen, our approach Attribute-oriented generally performs best on all
the datasets. To further evaluate the performance, we compute a measurement score by following
[15]:

Score(Ai) =
∑
j

Comb Utility(Ai, Dj)

maxi Comb Utility(Ai, Dj)
(6)

where Comb Utility(Ai, Dj) refers to the combined Utility value of Ai method on theDj dataset.
This score gives an overall evaluation on all the datasets, which shows our approach Attribute-
oriented outperforms the other methods substantially in most cases.

Table 5. Combined separability and structural utility Comb Utility
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Score

Attribute-oriented 0.90 0.99 0.85 0.92 0.96 0.88 0.92 0.96 7.79
Collab Multiview 0.92 1.00 0.97 0.90 0.45 0.91 0.92 0.88 7.35
CollabLM 0.92 1.00 0.86 0.91 0.60 0.91 0.93 0.88 7.40
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Fig. 3. PCA of the anonymized waveform data

5 Conclusion

This paper presents a new anonymization approach based on Kernel Density Estimation and 1D
clustering. The method is efficient to data anonymize while preserving each feature’s characteristics.
The approach allows to anonymize the dataset using 1D clustering and the obtained anonymized
data respects the nature of each attribute of the dataset. This technique deals with the dimension-
ality curse and reduces the complexity of the anonymization problem since the algorithm can be
executed in parallel for all variables. The utility of the anonymized data was done in two ways, the
separability utility based on the accuracy and the structural utility done with the Earth Mover’s
Distance and the weighted combination of the two showed that Attribute-oriented is the best for
utility and the Collaborative Linear Mixture is the most accurate for privacy. The power of the
three anonymization methods was illustrated using several datasets. An the extension of this work
will be finding an aggregation between all the methods proposed with the purpose of maximizing
privacy and utility of the anonymized sets.
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Abstract. The explosive amount of Android malware have threatened the security of legitimate users. In
Recent years, with the development of the neural network, more and more research is focusing on detecting
malware based on the neural network. Where, most of these techniques are depending on the complex
feature engineering process and have a resource and time expensive classification neural network. In this
paper, we propose a novel lightweight convolution neural network model, ConvDroid, with the system
call sequences as features. Different from the existing n-gram models utilizing system call sequences, we
construct a two-layer convolution neural network to learn the global information of sequences instead of
limited windows. Furthermore, we assess ConvDroid for accuracy, efficiency using a dataset consisting of
3567 malicious applications and 3536 benign ones. Our experiments show that ConvDroid achieves an
accuracy of more than 98% with a low time cost. We further demonstrate ConvDroid’s superiority against
state-of-the-art approaches.

Keywords: Android malware · Convolution neural network · System call sequence.

1 Introduction

As the increasingly development of mobile devices used around the world, more and more mobile applications
have been used to facilitate people’s life. The explosive growth of mobile communications has placed a huge
burden on mobile security. A recent report[16] shows that the number of apps in the Google Play Store has
risen from 1 million apps in July 2013 to 2.6 million apps in March 2019. Mcafees statistics[15] are reporting
the average person having among 60-90 apps installed on their phone. With the Android market becoming the
most popular platform due to its open architecture, it has also been the main target of malware.

To protect legitimate users from the attack of Android malware, it is critically important to prevent mo-
bile phones from the serious and widespread Android malware.The conventional methods of malware detection
is to store all malware characteristics and identify new malware by matching the patterns of stored malware
features. A recent survey[8] studies a wide variety of malware’s malicious characteristics and classified the ex-
isting malware detection methods into two categories, including static analysis and dynamic analysis methods.
Static analysis methods[3, 9, 20, 1, 17, 14] leverage static characteristics such as static code, permission, to check
whether an app contains information flow or calls sensitive API call, to match the patterns with known mal-
ware datasets. However, static analysis based malware detectors are vulnerable to obfuscated skills. Dynamic
analysis methods detect malware with dynamic behavior[12, 20, 21, 6, 2, 22, 23]such as system call traces[7, 22,
23] ,resource usage[6, 10] etc at runtime. Dynamic analysis can prevent obfuscated skills with a complementary
way to detect malware[5, 2].

Consequently, we wish to resolve the research question that How to simplify the complex feature extraction
and construct a light-weight malware detection model in the condition of ensuring the accuracy of malware
detection system.

Since system call can represent the actual intention of the app, to maximized simplify the extraction of
malware feature and learn complementary semantic information of them, we regard system call sequences as
the feature. In this paper, we conduct a light-weight deep learning malware detection approach which relies
on dynamic analyze method based on the system call sequence. Instead of n-gram model, we analyze the
whole sequences in an efficient convolution neuron network. Specifically, we extract the system call sequences
by running the application to characterize its dynamic behaviors. There exists some semantic information in
system call sequences which can be utilized to distinguish malware. Next we desire to learn a system from
system call sequences, from which higher level representations will be constructed, the neural network can help
to resolve this. However, there exist a number of challenges and differences for this domain that have not been
encountered in common neural network tasks, which make the malware detection task intrinsically interesting
and relevant from a machine learning perspective other than merely introducing these techniques to a novel
domain. For Android application(APP) malware, these challenges include but not limited to:

– The byte of system call sequences contains multiple modalities of information. Each byte can be represented
as human-readable text, binary code, etc.
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– Treating each byte as a unit of the encoded sequences, we are dealing with a sequence classification problem
more than two million time steps, which as far as I know, is far exceeds the length of input to previous
neural network based sequence classifier.

– Android malware has multiple levels of concept drift over time. The level of API, build tools, and libraries
developers will be periodically updated, which caused it difficult to identify novel variant malware.

As a whole, we make three primary contributions: Firstly, We analyze the system call sequences from a
new point of view. Each system call is tread as a character. Converting the malware detection task into a long
sequences classification problem. Secondly, Contrast to the n-gram based model or LSTM-based model, we
conduct a novel network architecture that can successfully process the whole sequence of over two million steps,
which can learn a complementary semantic information of system call sequence. Lastly, our model can achieve
an excellent performance outperform previous Android malware detection systems, and only costs a little time.

The rest of this paper is organized as follows. Section II describes the related works about malware detection
and neural network for long sequence. Section III introduces the methodology in detail. Section IV presents how
this methodology is applied to analyze a real-world dataset and our evaluation. Section V concludes the paper
and presents some future research problems.

2 Related Works

Recent years, there have been many research effort on developing automatic Android malware detection systems
using machine learning techniques[1–3, 7]. In this section, we summary these methods used in malware detection
and presents several state-of-the-art works related to our work.

Many Android malware detection detection methods have been proposed that rely on static[3, 9, 20, 1, 17,
14] or dynamic [12, 20, 21, 6, 2, 22, 23] analysis.

Drebin[3] apply machine learning methods combining several static features such as permissions, API calls
and so on to provide a on-device approach to malware detection. Their evaluation results indicated that their
proposed work can achieve high detection accuracy. DroidChain[20] also uses API call to analyze relationship
among API calls in order to distinguish malware from trusted. GroupDroid[14] extract the Control Flow Gragh
by static ananlysis and encode it to feature vector for measuring similarity. Appocopy[9] explores the specified
semantics signatures from applications’ control flows or data flows. DroidAPIMiner[1] used frequency analysis
to identify critical sensitive APIs and then uses the set of critical APIs for classification. Opcode sequences are
also taken as features for malware detection. Canfora G etc.[7] utilize opcode sequence which is disassemble
from APK file to design a Hidden Markov Model.

For dynamic analysis, Wang et al.[21] uses a Android input generator to produce input specific to a dy-
namic tool. DroidCat[4] uses a diverse set of dynamic features based on method calls and inter-component
communication (ICC) Intents achieved 97% F1-measure accuracy consistently for classifying apps evolving over
dataset through nine years, which 16%-27% higher than two baseline presented in their work. ICCDetector[24]
model ICC patterns to identify malware that exhibits different ICC characteristics from benign apps. Droid-
Scribe[6] generat features at a different levels, including pure system calls and higher-level behavioral patterns
like file system access which conflate sequences of related system calls. Some other works[7, 22, 23] log the k-
ernel level activities such as system calls for dynamic analysis. MALINE[7] and BMSCS[22] perform dynamic
analysis based n-gram model of system call sequences. Xiao et al.[23] utilize LSTM models to classify system
call sequences.Shamsi et al.[18] cluster malware instance to discover similarities of dynamic API call sequences.
Whereas, the n-gram model only consider relationships among limited windows, which causes a poor perfor-
mance and other methods combine dynamic analysis and static analysis may have complex process of feature
extraction and lead to expensive resource and low time efficiency.

3 Proposed Method

In this section, we introduce the proposed method of our paper. Our deep learning based malware detection sys-
tem is performed on system call sequences. As shown in Figure 1, our system consists of two major components:
Feature Extractor and Convolution Neural Network(CNN) Based Classifier.

3.1 Feature Extractor

System call sequences are the execution trace of a mobile application, in which each element represents a system
call being invoked by the application under analyze. In this work, instead of looking directly into the raw binary
code of malware, we extract the system call sequences dynamically, which contain more about the behavior
pattern of applications. Besides, we consider only the function name and discard all the parameters values to
better analyze.
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Fig. 1. Architecture of ConvDroid

After obtaining system call sequences, we encode each system call into a index number, in which the longest
one has 196 system calls. Thus the encoded system call sequences can be treated as features for further classi-
fication.

3.2 CNN-Based Classifier

There are three challenges desired to overcome when design the classifier: 1) how to conceal with such a long
sequence length in convolution neural network. 2) can we learn the information of both local and global sequence
to improve the performance of n-gram model, which only consider limited windows size of system calls. 3) how
to overcome the concept drift in malware, since the malware evolves frequently which caused it difficult for us
to detect novel malware.

To resolve above challenges, we design the neural network based on convolution layers, which can iteratively
extract more complex information effectively. Fig.1 illustrates the architecture of our model. The extracted
system call sequence will be inputted in the neural network. Firstly, to learn the potential information of
features, we utilize an embedding layer and multiple convolution layers so that we can deal with such long
sequences. The activation function we chose is Rectified Linear activation function(ReLU), to improve the
speed of convergence. After convolution layers, we construct a MaxPooling layer and Global Average Pooling
layer to decrease the dimension of features. Next, we connect three linear layers of fully connected layer, which
can explore high-level relationships information of the features. Finally, a sigmoid layer is used to output the
label probabilities. All of parameters in the neural network except embedding layers are updated automatically
by back propagation during training .

Embedding Layer. Before feeding into the neural network, we use an embedding layer to map each byte
of system call to a fixed length feature vector. In this way we can avoid the raw byte value as it implies an
interpretation that certain index values are intrinsically closer to each-other than other byte values, which we
know the prior to be false, since the meaning of byte value is dependent on context. As a result, the length of
sequences we feeded to the convolution part can achieve as long as two million.

This operation can be expressed as follow:

Xemb = X ×W (1)

where X is the input, a fixed-length of system call sequences, W is the transition matrix with a size of 256×D,
which can transmit each byte of the sequence to a D-dimension value. Thus Xemb is the output of embedding
layer with the size N × 200 × D, which can further used for convolution. Specifically, the parameter D is an
important value associated with the classification results. In general, the more training data, the higher the
dimension required[].
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Convolution Layer. Automatically, adding more convolution layers is possible at the cost of large memory
usage. We test our dataset on different number of convolution layers, with the index of convolution layers are
numbered from 1 to L. The filter of each convolution layer is denoted as si in which i is the index of each
convolution layer. The input of convolution network part is the output of embedding layer Xemb with the size
of N × 200× 8. The deeper convolution layer receive the output of the previous layers. After convolution layers,
we use the activation function to preserve features and remove redundancies. We choose the rectified linear
activation function(ReLU):

ReLU(zi) = max(0, zi) (2)

where zi is the output logits of convolution layer. Therefore the output of the first convolution layer is:

Xconv1 = ReLU(Convθ1(Xemb)) (3)

where θi is the weight and bias parameters of i-th convolution layer, which is learned from Back-Propagation.
As a result, the output of convolution layer part is:

XconvL = ReLU(ConvθL(XconvL−1
)) (4)

Pooling Layer. Following the last convolution layer, we connect two pooling layer to increase the robustness of
network, one max-pooling layer and one global-average pooling. The max-pooling layer can keep the remarkable
features and decrease the dimension of feature for the next layer. The Global-Average Pooling can help to
regularize the network to prevent over-fitting. Specifically, max-pooling can generate a vector which consists
of maximum value in each activation map in XconvL and global-average pooling average each filter map to an
average value.

The output of max-pooling layer and global-average pooling is:

Xmaxpool = (max(XconvL,1)|max(XconvL,2)|...|max(XconvL,m))

Xgloavepool = (gloave(XconvL,1)|gloave(XconvL,2)|...|gloave(XconvL,m))
(5)

where m is the number of filter maps in the last convolution layer. Therefore the output size of Xgloavepool is
1× 1×m.

Linear Layer and Output Layer. Furthermore, we connect three full-connected linear layer after the global-
average pooling layer. We push the output vector Xgloavepool into full-connected layer to learn the relationships
among features. We use SeLU[?] as the activation function here since SeLU can improve the robust of model
and have a better performance than ReLU, which can be proved in the following experiments. The definition
of SeLU is:

SeLU(x) = λ

{
x if x > 0

αex − α if x <= 0
(6)

Specifically, we define Wh and bh as the weight and bias parameters of the fully-connected layer. Therefore the
output of hidden layer is

H = SeLU(WhXgloavepool + bh) (7)

The result logits are then passed through the finally sigmoid layer for binary classification. The definition of
sigmoid activation function is as follows:

y =
1

1 + e−H
(8)

where y is a probability value in the range of (0, 1) . When y is near 0, the sample is more like to be divided
into benign and when y is around 1, the sample has bigger probability to be malware.

Loss Function Our optimization function use cross entropy loss function, which is a common and effective
loss function for classification. Specifically, the cross entropy loss function is:

Lce = −
N∑
i

qi log pi (9)

where qi is the i-th sample’s true label, and pi is the corresponding predicted label. Our optimization objective
is to minimize the cross entropy between predicted label and true label. And then we use back-propagation to
update the parameter of neural network.
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4 Experiments

In this section, we detail our experiments and results of proposed method to demonstrate the effecti.

4.1 Experimental Setting

We implemented ConvDroid in Python. To extract the system call sequence of applications, we leveraged
Monkey[11], a dynamic analysis framework. The architecture of ConvDroid are built upon Keras framework,
utilizing Tensorflow for the backend computations. The whole neural network computing is based on an NVIDIA
1080 Ti GPU.

The batch size of our model is 64 and the learning rate is 0.001 with Adam optimization. All network
weights and biases were randomly initialized using the default initialization. Each byte of input sequence were
first embeded to a 8-dimensional vector of the form (± 1

16 , ...,±
1
16 ) according to its binary representation where

constant 1/16 was found empirically.

4.2 Dataset and Metrics

Dataset In our experiments, the real-world dataset includes 3435 malicious applications and 3419 benign
ones, in which 2841 malicious samples and 2842 samples for training and the rest for testing. The malicious
applications are collected from Drebin dataset[3]. The trusted samples are crawled from Google Play market
using an open-source crawler[13]. All the samples have been verified by VirusTotal[19] to make sure that malware
samples were really malicious and benign samples are samples with p = 0 (p is the number of malware detection
tool judged the sample to be malicious).

We gain 10 system call sequences trace of each application by running one application 10 times. Specifically,
we configure Monkey to send 2000 random UI events in one minute and stimulating following events in Android
operating system: (1)reception of SMS; (2)incoming call; (3)call being answered; (4)call being rejected; (5)GPRS;
(6)HDSPA; (7)battery status; (8)boot completed. This list contains the most frequently trigger payload in
Android malware[?,?]. As a result, we get 71030 system call sequences in total of 129 different system calls.

Metrics We define four metrics in general, Recall, False Positive Rate(FPR), Precision and F-score, defined as
following respectively.

Recall =
TP

TP + FN
(10)

Precision =
TP

TP + FP
(11)

Accuracy =
TP + TN

TP + FP + TN + FN
(12)

F − score =
2× Precision×Recall
Precision+Recall

(13)

Here TP (true positive) is the number Android malware that are correctly detected, FN (false negative) is the
number of Android malware that are not detected (predicted as benign application), TN (true negative) be
the number of benign applications that are correctly classified and FP (false positive) is the number of benign
applications that are incorrectly detected as malware. Recall indicate the accuracy of ConvDroid to detect
malware correctly. And Precision is defined as the ratio of the number of true positive of the total number of
items reported to be true. Accuracy is defined as the ratio of the number of samples which predicted correctly
from the total samples. Similarly, F-score is defined as the weighted harmonic mean of Precision and Recall.
Higher values of these metrics indicate higher efficiency of malware detection.

4.3 Effect of the Number of Convolution Layers

To learn the effect of the number of convolution layers, we analyze the relationship among the number of
convolution layer and malware detection performance. In our experiment, we test the neural network with
convolution layers from one layer to five layer, and the bigger result decays sharply, as shown in Fig. 2.

This plot illustrates the relationship between the number of convolution layers and performance of malware
detector. Intuitively, we can learn that when there exists two convolution layers, the performance of neural
network almost achieves the best with the highest recall of 98.63% and accuracy of 98.46%. When the number
of convolution layer is less than two the neural netwoek cannot learn supplement information of the input. While
if the number is larger than 2, it will caused the neural network to be over-fitting which leaded to a poorer
performance.
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Fig. 2. Performance of network with different number of convolution layers

4.4 Effect of the Parameters in Neural Network

We further analyze the effect of the parameters of convolution layer to malware detection performance. From
above results, we choose the ConvDroid with two convolution layers. In this experiment, we change the kernel
size, filters and activation of convolution layers with other parameters and structures stabled. Table 1 lists the
result of five kinds of parameter settings of the two convolution layers, kernel size1, filter1 and kernel size2,
filter2 indicate the kernel size and filters of the first convolution layer and second convolution layer respectively.

Table 1. Performance of network with different parameters of convolution layers

kernel
size1

filters1 kernel
size2

filters 2 Recall Precision F-score Accuracy

8 32 16 32 0.9781 0.7873 0.8724 0.8548

8 64 16 64 0.9764 0.8394 0.9027 0.8933

16 32 16 64 0.9495 0.8319 0.8868 0.8770

16 64 16 64 0.9495 0.8522 0.9035 0.8958

32 32 16 32 0.9611 0.9724 0.9717 0.9800

32 64 16 64 0.9158 0.9205 0.9181 0.9172

Table 2. Performance of different activation function of linear layers

activation Recall Precision F-score Accuracy

relu 0.9057 0.9340 0.9197 0.9397

selu 0.9426 0.9818 0.9672 0.9757

tanh 0.9175 0.9348 0.9261 0.9257

As shown in Table 1, we obtain a best performance of 98.00% accuracy when the kernel size and filters of
first convolution layer are both 32, the kernel size and filters of the second one are 16 and 32 respectively. When
the kernel size of first convolution layer is 8, the performance is the worst of all. The reason is that dealing with
such a long sequence, we need a bigger enough receptive field for the contextual information. From Table 2 we
can see that ReLU instead of SeLU in the linear layers can have 4% relative drop.
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4.5 Comparison with Other Approach

We compared our approach with other three malware detection models. Marko[7], BMSCS[22] and Xiao et
al.[23] are typical malware detection methods utilizing system call sequences. Respectively, Marko leverage the
relationship among system calls and Xiao use a LSTM classier for system call sequences. We evaluate them
with the same dataset as ours. The result metrics are listed in follwing Table 3.

Table 3. Comprision with other methods

Recall Precision F-score Accuracy

Marko[7] 0.8796 0.8241 0.8509 0.8453
Xiao [23] 0.9132 0.9477 0.9301 0.9311
BMSCS[22] 0.8711 0.8099 0.8394 0.8326
ConvDroid 0.9863 0.9389 0.9620 0.9846

As shown in Table 3, ConvDroid shows an excellent performance than other state-of-art results in Recall,
F-score and Accuracy, only Precision little lower than Xiao’s result. We can draw a conclusion that ConvDroid
is outperform than other system call-based methods.

4.6 Runtime Efficiency

To support a high-performance malware detection, we further analyze the time cost of ConvDroid including
the time of building the classifier and classification. In this section, we test ConvDroid on different network
architecture. The results (See Fig. 3) indicate that the larger the number of convolution layers the shorter of
the time cost. The reason is that when the number of convolution layers is getting larger, the learning ability
of neural network becomes better which lead to a quicker convergence speed. On the other hand, when the
number of convolution layers is stabled, the kernel size and layers have a positive correlation with the runtime,
since when the kernel size and layers getting larger, the number of parameters in the neural network increasing
drastically, caused a slower convergence speed.

Fig. 3. Runtime Efficieny of different number of con-
volution layers Table 4. Runtime Efficieny of different number of con-

volution layers

kernel size1 filters1 kernel size2 filters2 time(s)

16 32 16 64 99.44

32 32 32 64 165.84

64 64 32 64 350.49

5 Conclusion

In this paper, we propose a novel malware detection system ConvDroid that leverage system call sequences and
lightweight convolution neural network to detection malware. Our proposed method enables neural network to
learn the behaviors of malware and achieve a high performance at low time cost. Compared to other work, our
detection system is more lightweight and outperform than state-of-the-art results.
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Abstract. In recent years, neural networks have re-emerged as powerful machine learning models, by produc-
ing the most advanced results in several areas, such as image recognition. However, a block of research has
shown that most models are unstable to small perturbations of the images, which is an intriguing property
of deep models. DeepFool algorithm can address this issue but works only in special cases to some extent. In
this work, based on the directionality property of the perturbation, we propose GNDF, an improved version
of the DeepFool by adding Gaussian noise. Specifically, we present Gaussian noise DeepFool for binary clas-
sifier and Gaussian noise DeepFool for multi-class classifier, respectively. Experimental results show that the
improved method has increased the performance in the task of computing adversarial perturbations and makes
the classifiers more robust, which provides a better way to understand this intriguing property.

Keywords: Neural network · Perturbation directionality · Gaussian noise · Robustness

1 Introduction

According to [1, 2], we find that deep neural networks have an intriguing property: most of machine learning models,
including the state-of-the-art neural networks, are vulnerable to adversarial examples. That is, machine learning
models can conduct some mis-classifications based on slightly difference from correctly classified examples. Deep
networks have exhibited greatly excellent performance in classification tasks; however, they can be easily fooled
by small and imperceptible perturbations of the data samples. This issue indicates that adversarial examples are
sufficient to show us the blind spots in deep learning models.

The concept of adversarial examples is that an input sample is deliberately added to a dataset with subtle
perturbations which result in an incorrect output with high confidence. Linear behavior in high-dimensional spaces
is sufficient to generate adversarial examples. After using dropout, the work in [3] has shown that advevrsarial
training can provide an additional regularization benefit and then the authors propose and design a fast method of
generating adversarial examples that makes adversarial training more practical. However, this method is not robust
at all to small adversarial perturbations and tends to make a mistake in slightly perturbed data that visually similar
to original examples. Therefore, an accurate method for finding the adversarial perturbations is necessary to study
and compare the robustness of different classifiers to adversarial perturbations. The authors in [4] propose a simple
yet accurate method, DeepFool, for computing and comparing the robustness of different classifiers to adversarial
perturbations. On the other hand, the authors of [5] propose a Deep Contractive Network (CAE), a model with a
new end-to-end training procedure that includes a smoothness penalty inspired by the contractive autoencoder. This
increases the network robustness to adversarial examples, without a significant performance penalty. Nevertheless,
in [6], it is possible to produce images unrecognizable to human eyes that DNNs believe that with near certainty
they are familiar objects. Though adversarial attacks are specific to the classifier, it seems that the adversarial
perturbations are generalizable across different models [2]. Despite the importance of the vulnerability of the state-
of-the-art classifiers to adversarial instability, the authors in [4] propose a well-founded method to compute and fill
this gap, and we also have found there are several inadequate considerations.

We review some of the related works. The phenomenon of adversarial instability was first introduced and studied
in [2]. In [7], the authors have studied the inner of deep models about parameters and developed a simple but
effective approach to identify ambiguous objects. Notably, the method in [8] was applied to a range of applications,
such as speech recognition, pose estimation and semantic segmentation by Houdini. A novel flexible approach for
generating adversarial examples specifically tailored for the final performance measure of the task was considered
as combinatorial and non-decomposable. In [9], the authors used a gradient-descent approach to compare different
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adaptive proofreading models and reveal the existence of two qualitatively different regimes characterized by the
presence or absence of a critical point. In [10], the authors used two approaches to generate adversarial examples that
had high attractiveness scores but low subjective scores for face attractiveness evaluation on DNNs. According to
[11], the authors found that adversarial examples that strongly transferred across computer vision models influenced
the classifications made by time-limited human observers. The authors of [3] introduced the “fast gradient sig”
method, which computed the adversarial perturbations for a given classifier very efficiently. In [4], the authors used
the paradigm to deal with gradients in the iterative process.

The main contribution of this work can be summarized as follows:

• We prove that the perturbation has a directionality property, which is the basis of our improved algorithm.

•We present an improved algorithm for DeepFool, Gaussian Noise DeepFool (GNDF), by adding Gaussian noise
into the updating phase, which increases the robustness of classifiers.

• We evaluate the performance of GNDF in three datasets, and the experimental results show that: 1) GNDF
greatly improves the robustness of DeepFool, and 2) GNDF has a general power to enhance the classifiers.

The rest of paper is organized as follows. In Sec. 2, we introduce the previous efficient algorithm to adversarial
perturbations in binary case and multi-class case, respectively. In Sec. 3, we propose the improved method, GNDF.
In Sec. 4, we evaluate the performance of GNDF and conclude this work in Sec. 5.

2 DeepFool

Machine Learning (ML) is an interdisciplinary subject in multiple research fields, including probability theory,
statistics, approximation theory, convex analysis, and algorithm complexity theory. Especially, ML studies how
computers to simulate or implement human behaviors to acquire new knowledge or skills, and how computers to
reorganize existing knowledge structures to improve their performance [12, 13]. It is the core of artificial intelligence
and a fundamental way to make the computer more intelligent. For machine learning, there are two main tasks:
classification and regression [14]. This paper focuses on classification task in binary and multi-class classifications.

2.1 Binary classification

Binary classification is also called linear regression. Both logistic regression and linear regression are generalized
linear regression analysis models. There are only two categories: yes (1) and no (0). Therefore, in a binary classi-
fication, our goal is to train a classifier that takes the image feature vectors as an input and predicts the output
into yes (1) or no (0) [15]. We assume l̂(x) = sign(f(x)), where f is an arbitrary scalar-valued image classification
function f : Rn → R. We denote the level set by H , {x : f(x) = 0}. Then, we define f as an affine classifier
f(x) = ωTx+ b, where ω is a weight vector and b is bias vector, which can be applied to any differentiable binary
classifier f .

In the case where the classifier f is affine, it can be easily seen that the robustness of f at point x0, ∆(x0; f),
is equal to the distance from x0 to the separating affine hyperplane H = x : ωTx+ b = 0, as shown in Fig. 1. Thus,
the minimum perturbation to change the classifier’s decision corresponds to the orthogonal projection of x0 onto
H, as described by Eq. (1):

r∗ := arg min ‖r‖2 (1)

s.t. sign(f(x0 + r)) 6= sign(f(x0))

= −f(x0)

‖ω‖22
ω

We adopt this iterative procedure to estimate the robustness ∆(x0; f). Specifically, at each iteration, the mini-
mum perturbation is computed as Eq. (2):

arg min ‖r‖2 (2)

s.t. f(xi) + ωT
f(xi)

ri = 0

Therefore, the perturbation ri at iteration i of an algorithm is computed by using Eq. (1), and the iteration is
updated by xi+1 = xi + ri.
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Fig. 1. Hyperplane about a binary classifier

2.2 Multi-class classification

The multi-class classification function f : Rn → Rc can be defined as Eq. (3):

l̂(x) = arg max
l

fl(x) (3)

where fl(x) is the output of f(x) corresponding to the lth class. let f(x) be an affine classifier with c classes of
outputs, f(x) = WTx+B, where W is weight matrix and B is bias matrix. We deduct the minimum perturbation
in Eq. (4):

arg min
r
‖r‖2 (4)

s.t. ωT
l (x0 + r) + bl > ωT

l̂(x0)
(x0 + r) + bl̂(x0)

where ωl is the lth column of W .

As for the multi-class case, the minimum perturbation is the same as that of the binary case which projects x0
on the hyperplane indexed by l(x) and updates the closed projection of x0 on faces of P . P is convex polyhedron,
which can be defined as Eq. (5):

P =
c⋂

l=1

{x : fl̂(x0)
(x) > fl(x)} (5)

P is the region of the space where f outputs the label l(x). We define h(x) as the closest hyperplane, and then
h(x) can be computed at the point x0 by Eq. (6):

h(x0) = arg min
l 6=l̂(x0)

∣∣∣fl(x0)− fl̂(x0)
(x0)

∣∣∣∥∥∥ωl − ωl̂(x0)

∥∥∥
2

(6)

Next, we can get the minimum perturbation r∗(x0) by Eq. (7):
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r∗(x0) =

∣∣∣fl(x0)− fl̂(x0)
(x0)

∣∣∣∥∥∥ωl − ωl̂(x0)

∥∥∥2
2

(ωh(x0) − ωl̂(x0)
) (7)

3 Gaussian noise for DeepFool

According to our research, the perturbation has a property of directionality, which will be subjectively ignored if we
only consider the projection of the point to the hyperplane when calculating the minimum perturbation. Since the
orthogonal projection is the shortest distance from the point to the hyperplane, this minimum value is established
under a special case. That is, the disturbance generated at this point goes to the hyperplane exactly in the direction
of the orthogonal projection, which is a very small probability event in the natural environment. It is hard to
guarantee that every perturbation happens to be an orthogonal projection. To solve this problem, we propose a
method by adding Gaussian noise in each perturbation to make the result more general.

3.1 Gaussian noise

Gaussian noise is a kind of noise whose probability density function obeys Gaussian distribution (i.e. normal
distribution) [16]. If the amplitude distribution of a noise obeys Gaussian distribution and the power spectral
density is uniformly distributed, it is called Gaussian white noise. The second moment of Gaussian white noise is
irrelevant and the first is constant, which refers to the correlation of successively signal in time. Gaussian white
noise includes thermal noise and shot noise. Taking convenience into consideration, we choose the Gaussian noise
to apply into the algorithm.

3.2 Generalization for binary classification

First of all, we present a point where the perturbation has a direction. According to Fig. 2, we can obtain that
the minimal perturbation is the orthogonal projection from x0 to hyperplane. Adding the property of directionality
into perturbation, we first make a circle with point x0 as the center and r∗ as the radius, and we can find that the
circle is tangent to the hyperplane H(x). We can obtain the radius r∗ with the origin point (x0, y0) by Eq. (8):

(x− x0)2 + (y − y0)2 = r2∗(x0) (8)

Fig. 2. Minimum perturbation for a binary classifier
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Geometrically, we take a quarter of the circle and combine it with the hyperplane H(x) to form a right triangle
as shown in Fig. 2. The shaded region is the region covered by the minimum perturbation of the orthogonal, and
then the spare part is the gap between original label l̂(x) and altered label l(x), as illustrated in Fig. 3. We denote
the value of gap by S, which is computed as Eq. (9):

S =
(x0 − y0−b

ωT )(ωTx0 + b− y0)

2
− πr2∗(x0)

4
(9)

Fig. 3. Solution and Computation about the shaded area for a binary classifier

The main purpose is to reduce the area of S. However, by analysis, we find that hyperplane H(x) and point
x0 are fixed, and only the minimum perturbation can change the value of S. Since we have shown that orthogonal
projection or perturbation had the property of directionality, we can update it due to stable distance between x0
and hyperplane H(x). As a result, the main purpose of this research is to find out a way that slightly increases the
perturbation. Aforementioned, Gaussian noise is a kind of noise whose probability density function obeys Gaussian
distribution (i.e. norm distribution), which means it has two suitable attributes: extremely small noise and regular
distribution.

We intent to increase general minimum perturbation by adding noise without affecting the overall effect. Under
this situation, by adding Gaussian noise, we successfully stimulated real-life images disturbed by different directions,
where r∗ slightly increased and the area of value of S also declined. The improved algorithm named Gaussian Noise
(DeepFool) for the binary classifier is described in Algorithm 1. Note that the minimum perturbation about the
binary case is updated and computed by Eq. (10):

r∗(x0) := arg min ‖r‖2 +GN(x0, l(x0)) (10)

where GN(x0, l(x0)) is the Gaussian noise computed at the point x0 with label l(x0).

3.3 Generalization for multi-class classification

Similar to the binary case, for the multi-class case, the perturbation has the property of direction and the proposed
algorithm is in a greedy way, which is not guaranteed to converge to the optimal perturbation. Following the
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Algorithm 1 Gaussian Noise DeepFool (GNDF) for binary classifier

Require: image x, classifier f
Ensure: perturbation r∗
1: Initialize x = x0, i = 0
2: while l(f(xi)) = sign(f(x0)) do

3: ri = − f(xi)

‖ωf(xi)
‖2
2

+ GN(xi, l(xi));

4: xi+1 = xi + ri
5: i = i + 1
6: end while
7: return r∗ =

∑
i ri

explained iterative linearization procedure in the binary case, we approximate the set P at iteration i by a polyhedron
Pi as Eq. (11):

P̂i =
c⋂

l=1

{x : fl(xi)− fl̂(x0)
(x0) + ωT

l(xi)
x− ωT

l̂(x0)
x 6 0} (11)

Note that the closest hyperplane of P is h(x0), with Gaussian noise, and h(x0) can be updated and computed
formally by Eq. (12):

h(x0) = arg min
l 6=l̂(x0)

∣∣∣fl(x0)− fl̂(x0)(x0)

∣∣∣+GN(xi, l(xi))∥∥∥ωl − ωl̂(x0)

∥∥∥
2

(12)

The improved algorithm named Gaussian Noise DeepFool for the multi-class classifier is depicted in Algorithm
2. Note that the optimization strategy of DeepFool is strongly tied to the existing optimization techniques, and the
proposed method is an improvement version upon DeepFool. As a result, in [17], it is seen as Newtons iterative
algorithm for finding roots of a nonlinear system of equations in the underdetermined case for binary case, which
has been known as the normal flow method [17]. The main analysis of this optimization technique can be found in
[18], and we do not discuss it in detail in this paper. It is worth mentioning that the algorithm of the binary case
is the base that can be transferred to the multi-class case via linearization. Furthermore, we regard this type of
algorithm as a gradient descent algorithm with an adaptive step size, which seeks for goal label level and updates
automatically. Thus, it is similar to a sequential convex programming where the constraints are linearized at each
step.

Algorithm 2 Gaussian Noise DeepFool (GNDF) for multi-class classifier

Require: image x, classifier f
Ensure: perturbation r∗
1: Initialize x = x0, i = 0
2: while l̂xi) = l̂(x0) do
3: for l 6= l̂(x0) do

4: ω
′
l = ωfl(xi) − ωl̂(x0)(xi)

;

5: f
′
l = fl(xi)− fl̂(x0)

(x0) + GN(xi, l(xi));
6: end for

7: h = arg minl6=l̂(x0)

∣∣∣f ′
l

∣∣∣
‖ω′

l‖2
8: ri =

∣∣∣f ′
h

∣∣∣
‖ω′

h‖2
ω

′
h

9: xi+1 = xi + ri
10: i = i + 1
11: end while
12: return r∗ =

∑
i ri
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4 Experimental results

4.1 Setup

We now test our GNDF algorithm on deep neural network architecture by applying it to three image classification
datasets: MNIST, Fashion MNIST, and ImageNet. The details of the three architectures are as follows:
• MNIST: A three-layer fully connected network is trained with SGD, which includes 500 nodes of the input

layer, 150 nodes of hidden layer and 10 nodes of the output layer.
• Fashion MNIST: We trained the three-layer LeNet architecture.
• ILSVRC 2012: We used GoogLeNet [7].
We denote avg(f) as the average robustness of adversarial perturbation of a classifier f , which is computed by

Eq. (13):

avg(f) =
1

|N |
∑
x∈N

‖r∗(x)‖2
‖x‖

(13)

where r∗(x) is the estimated minimal perturbation, N denotes the test set, and ‖N‖ represents the number of
examples of test set. We have compared our method with DeepFool [4] and Fast Gradient Sign (FGS) [2].

4.2 Results

We compute the accuracy and average robustness avg(x) of each classifier under different datasets as shown in
Table 1. Note that for ISLVRC2012, we use the validation data because of the size of the dataset.

Table 1. Comparison with three classifiers

Classifier Test error avg(GNDF) avg(DeepFool) avg(FGS)

FC500-150-10(MNIST) 1.7% 0.8 ∗ 10−1 1.1 ∗ 10−1 2.5 ∗ 10−1

LeNet(Fashion MNIST) 9.8% 7.2 ∗ 10−1 7.8 ∗ 10−1 12.4 ∗ 10−1

GOOLeNet(ISLVRC2012) 31.3% 1.0 ∗ 10−1 1.9 ∗ 10−3 -

To reduce unnecessary tautology, we take the results of ISLVRC2012 on GooLeNet as an example. As illustrated
in Fig. 4, these two-type images are two of ISLVRC2012 and there are three images in each row. The first image is the
original one, the second is the image processed by DeepFool, and the third is the difference of pixel value obtained
by subtracting the processed image from the original image, which indicates the perturbation. Since the value of
perturbation is relatively small, it is not easy to find the original value directly as seen. For a better observation of
the difference, we show the value of perturbation processed in the experimental results, and ten times the original
value in the displayed in Fig. 4.

The corresponding perturbation r is computed by DeepFool, and it is obvious that the perturbation is small
enough. However, as aforementioned, the perturbation has directionality and the goal is to decrease the gap between
hyperplane H(x) and point x0 slightly without increasing perturbation. Then, we apply our method to the three
datasets to get smaller perturbation as shown in Fig. 5. It is likely seen in the image of the perturbation that GNDF
has slightly decreased the minimal perturbation of DeepFool and this is an improvement for increasing robustness
of deep model.

5 Conclusion

In this work, we have improved the previous algorithm about computing adversarial examples, named Gaussian
Noise DeepFool (GNDF), which overcomes a flaw in the aforementioned definition and avoids special cases with
generalization. The basic notion upon DeepFool is an iterative linearization of the classifier to generate minimal
perturbation. It is noted that perturbation has a directionality property, and then after introducing Gaussian
noise, taking tiny noise with norm distribution into consideration, the minimal perturbation increases slightly.
We generalize the single direction of perturbation (orthogonal projection) to the multi-direction of perturbation
(similar to the round for binary case or the sphere for multiclass case). That is, take the orthogonal projection of the
point to the hyperplane as the radius then making a geometric image (the round for binary case or the sphere for
multiclass case) tangent to the hyperplane. The area or volume is to do perturbation which is valid for the original
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(a) For DeepFool about Macaw

(b) For DeepFool about Horse Cart

Fig. 4. DeepFool for images and the perturbation

(a) For GNDF about Macaw

(b) For GNDF about Horse Cart

Fig. 5. The perturbation via GNDF for images
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label of example and the updated minimal perturbation is sufficient to change classification labels. We provided
extensive experimental evidence on three datasets and three classifiers, showing that the performance improvement
of the proposed method over the previous method and others by computing with adversarial perturbations, as well
as efficiency. The proposed GNDF algorithm is a generalized approach and provides a novel way to enhance the
classifier.
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Abstract. Extending Mercer’s kernels to indefinite ones brings in flexibility in kernel learning and thus be-
comes attractive. Non-convexity and unboundedness are the two main obstacles of using indefinite kernels,
which not only hinder us from obtaining the optimum, but also cause difficulties in the establishment of the-
oretical analysis. In this paper, we propose an indefinite kernel learning model with a spherical constraint.
Optimizing the devised model is conducted by solving a secular equation problem, which results in a global
optimum in a bounded set. This property also helps conduct theoretical analysis such as the generalization
bound in the reproducing kernel Krĕın space. Moreover, we establish an iterative algorithm to pursue the spar-
sity, which is missed by introducing the spherical constraint. In numerical experiments, the proposed algorithm
shows its promising performance on various datasets.

Keywords: Indefinite kernel learning · Spherical constraint · Secular equation problem· Sparsity

1 Introduction

Classical kernel methods, such as support vector machine [5], kernel principal component analysis [18], and kernel
Fisher discriminant analysis [14], require the positive definiteness on the applied kernel to satisfy Mercer’s condition
[20]. Accordingly, the above approaches equipped with positive definite (PD) kernels can be theoretically analyzed
in the reproducing kernel Hilbert space (RKHS). However, it has to be noted that, in real-world applications, there
exist numerous kernels that are indefinite (real, symmetric, but not PD). First and foremost, some indefinite kernels
achieve promising empirical performance, e.g., the hyperbolic tangent kernels [19], the kernels produced by protein
sequence similarity measures in BLAST scores [17], and the TL1 kernel [8]. Second, a PD kernel might degenerate to
the indefinite one in some situations. For example, the sigmoid kernel is PD, but the positive definiteness property
does not hold for it with different hyper-parameters [9]. Besides, for a given kernel, it is of great difficulty to verify
the Mercer’s condition, algorithms and theoretical analyses for PD kernels may be invalid. While indefinite kernel
learning, as an extension of the PD one, is possessed of stronger applicability and generality, which can handle both
PD and indefinite kernels.

The indefiniteness, however, will lead to the non-convexity and unboundedness. Thus, instead of minimizing,
many indefinite kernel methods stabilize the problem in the reproducing kernel Krĕın spaces (RKKS) [13], [10].
A RKKS, denoted by K, is spanned by two Hibert spaces H+,H− such that ∀f ∈ K, f = f+ + f−, where
f+ ∈ H+ and f− ∈ H−. The inner product 〈f, f〉K = 〈f+, f+〉H+−〈f−, f−〉H− does not maintain positive, thus only
stationary points can be obtained in the stabilization problem. Other approaches mainly rise from the spectrum
modification [15], [16], [4], which transforms the indefinite kernel matrix K into a PSD one. For example, in Flip [7],
all negative eigenvalues are transformed into their absolute values. This strategy is carried out on the training kernel
matrix but not on the test one, so there comes the problem of inconsistency. In [4], some remedies are proposed to
alleviate the problem but they are computationally heavy and still can not settle the trouble thoroughly. Hence, it
is reasonable to avoid the inconsistency as much as possible.

In this paper, we propose a SIKELS model, i.e., Sparse Indefinite KErnel Learning on a Sphere. To keep
consistency and avoid unboundedness, we introduce a spherical constraint into our indefinite learning model. Similar
technique has appeared in a recent work [12]. But in [12], they decompose f with f+ and f− and penalize the norm
||f+||2 + ||f−||2, which is equivalent to Flip indeed. This transformation still results in the inconsistency between the
training and test kernel. The decompositions on the training and test set are different, which follows that controlling
the norm measured by ||f̃ ||2 = ||f+||2 + ||f−||2 can not give bound for test data. The generalization bound analysis
in [12] also crucially relies on the transformed hypothesis space. Instead, we utilize the inner product 〈f, f〉K as the
regularization term, which avoids the inconsistency and still a global optimum can be obtained. With the spherical
constraint, we perform Rachemader complexity analysis and prove the generalization bound in the RKKS. Morever,
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an iterative algorithm is present to pursue sparsity in the solution by omitting less relevant points. We demonstrate
the effectiveness of the proposed model on benchmark datasets, where it achieves superior performance to other
representative indefinite kernel methods.

2 The Proposed Model

Consider the input space X and the training data {xi, yi}ni=1 with xi ∈ X and the label yi ∈ Y = {+1,−1}. A
kernel k(·, ·) is a function X × X 7→ R and the associate space H. ∀f ∈ H, f(x) = 〈f(·), k(x, ·)〉H. The learning
problem is

min
f∈H

1

n

n∑
i=1

L(1− yif(xi)) + λΩ(f) , (1)

where L(·) is a continuous loss function (e.g., the linear loss [1] and the squared loss [21]), Ω(·) is a penality
term and λ > 0 is a parameter. Generally, the norm ||f ||22 is exploited as Ω(f). By the representer theorem in
RKHS, f =

∑n
i=1 αik(xi, ·), αi ∈ R and then Ω(f) = αTKα, where α is a vector of αi, K is the kernel matrix

with Kij = k(xi, xj),∀1 ≤ i, j ≤ n. When k is PD, K is PSD and the problem (1) is convex. However, when k
is indefinite, (1) becomes non-convex and the term αTKα can reach to −∞. This unbounded property not only
hinders us from obtaining the optimum, but also causes difficulties in the establishment of theoretical analysis. To
address this issue, we use a spherical constraint to bound the solution. Formally, our model is

min
f∈K

1

n

n∑
i=1

L(1− yif(xi)) + λΩ(f) (2)

s.t.
1

n

n∑
i=1

f(xi)−
1

n

n∑
j=1

f(xj)

2

= r2 ,

where K denotes the corresponding RKKS of the indefinite kernel k and r is the radius of the sphere. This sphere
constraint has been introduced in [12], but it decompositions f with f+, f− and sets Ω(f) = ||f+||2 + ||f−||2, which
is equivalent to the Flip technique indeed. However, this operation, not only results in the inconsistency between
the training and test as mentioned before, but also changes the hypothesis space. In our model, we choose 〈f, f〉K
as the regularization term. For problem (2), one can use different loss functions. Applying the linear loss [1], our
model is

min
f∈K

n∑
i=1

[1− yif(xi)] + λ〈f, f〉K (3)

s.t.
1

n

n∑
i=1

[f(xi)]
2

= r2 .

Without loss of generality, here we assume f(x) is centralized. Using the representer theorem in RKKS [13], (3)
becomes

min
α∈Rn

n− αTKy + λαTKα (4)

s.t. αTK2α = r2 ,

Similarly, combining the squared loss [21] to (2) leads to

min
α∈Rn

||Kα− y||22 + λαTKα (5)

s.t. αTK2α = r2 .

Intuitively, due to the indefiniteness of K and the non-affine constraint, this problem is not convex and hence has
multiple stationary points. Fortunately, by transforming the problem into a secular equation, we still have access
to the global optimal solution, which will be introduced in section 3.

Next we establish a generalization bound for the indefinite learning in our SIKELS model with the spherical
constraint. The key to this analysis is the Rademacher complexity, which measures the complexity of the hypothesis
space.
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Let µ be a probability measure on Z = X ×Y and let x1, . . . , xn be i.i.d random variables according to µ. Define
the the true risk of f as R(f) = P (f(x) 6= y) = E(1f(x)6=y) and the empirical risk of f as Rn(f) = 1

n

∑n
i=1 1f(xi)6=yi .

Our goal is to bound the difference between the two risks.

Theorem 1 Suppose that f is the solution of (3). Then ∀δ ∈ (0, 1), with probability at least 1− δ, there holds

R(f)−Rn(f) ≤ r√
n

+

√
2log 2

δ

n
.

Proof. To prove our claim, we need to introduce the Rademacher complexity. Let εi for i = 1, . . . , n be Rademacher
random variables, i.e. random variables with equal probability taking values {−1,+1}. For a class G, the empirical
Rademacher complexity is defined as Rn(G) = 1

nEε sup
f∈G

∑n
i=1 εif(xi). According to the SIKELS model, we define

a set B1 = {f ∈ K|〈f, f〉K ≤ 1}. And for the spherical constraint, let B2 denote the function class which satisfies
1
n

∑n
i=1(f(xi))

2 = r2, so the hypothesis space in our SIKELS model is F = {f |f ∈ B1 ∩ B2} . Therefore Rn(F) ≤
Rn(B2). Using part 5 of Theorem 15 in [11], we have

Rn(B2) ≤ 1

n

[
Eε sup

f∈B2

|
n∑
i=1

εif(xi)|2
] 1

2

.

Let f∗ = argmax
f∈B2

|
∑n
i=1 εif(xi)|2, there is

Rn(B2) ≤ 1

n

[
Eε|

n∑
i=1

εif
∗(xi)|2

] 1
2

.

Note that f∗ ∈ B2, 1
n

∑n
i=1(f∗(xi))

2 = r2, hence,

Eε|
n∑
i=1

εif
∗(xi)|2 =Eε

 n∑
j=1

n∑
i=1

εiεjf
∗(xi)f

∗(xj)


=

n∑
i=1

(f∗(xi))
2 = nr2.

Therefore, Rn(F) ≤ Rn(B2) ≤ r/
√
n. Using Theorem 5 in [3], with probability at least 1− δ, there folds

R(f)−Rn(f) ≤ Rn(F) +

√
2log 2

δ

n
≤ r√

n
+

√
2log 2

δ

n
. (6)

In this way, we complete our proof.

Remark: The generalization bound of an indefinite learning model has been discussed in [13] and [12], but they
rely on the strong topology ||f+||2 + ||f−||2 in the transformed hypothesis space. The fundamental difference is that
we utilize 〈f, f〉K and analyse the bound directly in the RKKS. However, due to the indefinite kernel, 〈f, f〉K is
lower unbounded, which is not sufficient for the theoretical guarantee. In our analysis, the spherical constraint is
introduced and it is crucial in the establishment of the generalization bound.

3 Algorithm for SIKELS

The optimization problem in (4) is essentially non-convex because of the spherical constraint with radius r and the
indefiniteness of the kernel matrix K. With the approach in [6], we can still find the global minimum. For the linear
loss and the squared loss, the methodology in the problems share some similarity. Therefore, we mainly focus on
(4) and the results can be naturally extended to solve (5).
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3.1 Secular Equation Solution

Introducing the Lagrange multiplier µ into (4) , we get the Lagrangian of (4) as

L(α, µ) = n− αTKy + λαTKα− µ(αTK2α− r2) . (7)

The Karush-Kuhn-Tucker conditions are

2λKα− 2µK2α = Ky (8)

αTK2α = r2 .

Accordingly, the optimal solution needs to satisfy the above stationary conditions. Denoting the optimization
objective in (4) by V(α), we have

Proposition 1 When (α∗,µ∗) is a set of solution that satisfies the conditions (8) and µ∗ is the smallest, the
minimum of V(α) is achieved.

The proof basically follows [12], which assumes two sets of solution (α1, µ1), (α2, µ2) with µ1 ≥ µ2 and proves V(α)
monotonically increases with the respective µ.

Though (4) is not a convex problem, with Proposition 1, it can be transformed into (8) and then the key to the
optimization is how to minimize µ and solve the problem with the two stationary conditions. Since K is symmetric,
it has an eigenvalue decomposition K = V ΣV T , where V is composed by eigenvectors and Σ is a diagonal matrix
with the respective eigenvalues. Let u := Kα, Y := y/2 and multiply the first equation in (8) with K†, we have

λV Σ†V Tu = Y + µu. (9)

where (·)† is the pseudo-inverse. Multiplying (9) with V T on the left, and denoting û = V Tu, Ŷ = V TY , hence
λΣ†û = Ŷ + µû. Notice that λΣ† is a diagonal matrix. Let D = λΣ†, and Di is symbolized as the ith value of D,
thus

ûi =
Ŷi

Di − µ
, i = 1, . . . , n (10)

With ûT û = r2, the secular equation is defined as f(µ) :=
∑n
i=1( Ŷi

Di−µ )2 − r2 = 0. Use Dmin to stand for the

minimal non-zero Di, i = 1, . . . , n. Since the derivative f ′(µ) =
∑n
i=1(2Ŷ 2

i )/((Di − µ)3) ≥ 0 for −∞ < µ < Dmin,
there lies a solution for µ < Dmin. To find the smallest root of the secular equation, [6] has proposed an effective
iterative approach, which uses a quadratic function g(µ) = a

(b−µ)2 − r
2 to approximate the secular function In each

iteration, it requires g(µ) = f(µ) and g′(µ) = f ′(µ). This approach is described in Algorithm 1 in detail. When µ∗

is determined, we can obtain û by (10). Notice that û = V Tu and u = Kα, hence the optimal α∗ is derived by

Algorithm 1 Secular Equation Solution

Require:
the secular equation f(µ) with r, the initial value µ0

Ensure:
the secular root µ∗.

1: Compute the function value f(µi) and the first derivative f ′(µi), i is the iteration step.

2: Set g(µi) = f(µi), g
′(µi) = f ′(µi) and obtain a = 4 (f(µi)+r

2)3

f ′(µi)2
, b = µi + 2 f(µi)+r

2

f ′(µi)
.

3: Update µi+1 = b−
√
a
r

.
4: Back to 1, unless µi+1 ≥ µi.

α∗ = V Σ†û. (11)
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3.2 Pursue Sparsity

The proposed model works efficiently with a global optimum and has a theoretical guarantee of the generalization
bound. But it is necessary to consider sparsity of the solution, which is significant from the perspective of memory
saving. In this part, we propose an iterative algorithm to pursue a sparse solution. To be specific, suppose a solution
α has been obtained, then we can compute f(xi) and further derive the loss Li = 1− yif(xi). Note that if Li < 0,
the prediction of xi is correct. And for a correctly classified sample, the lower Li is, the further the sample is away
from the decision hyperplane. Thus, the points, which have relatively lower loss values, are considered to be less
relevant in construction of the classifier and can be omitted from the training samples. The detail is described in
Algorithm 2.

Algorithm 2 Imposing Sparsity

Require:
The training kernel matrix Ktrain, the testing kernel matrix Ktest, the training labels Ytrain, the testing labels Ytest, the
performance-decreased tolerance ε (e.g. 3%).

Ensure:
the sparse solution α∗.

1: Solve the model and get the optimal solution α∗. The hyperparameters are obtained by cross-validation.
2: Derive the loss Li = 1− yif(xi) and sort them.
3: Choose a small number of points (e.g. with the smallest 5% loss value), and remove the respective rows and columns in
Ktrain and Ytrain.

4: Back to step 1, unless the maximum number of iterations is achieved or the performance index decrease out of ε.

4 Experiments

In this section, we carry out experiments to evaluate the SIKELS model and compare it with other representative
indefinite learning methods on a collection of datasets from UCI [2] and a synthesis dataset “cosexp”.

In the preprocessing, all the data are normalized to [0, 1]. If the dataset does not provide users with the test
data, we pick half randomly as the test data, and the rest as the training data. We use 5-fold cross validation to
tune the hyperparameters. The spectrum modification techniques (Flip, Clip [15], Shift [16], and Square [4]) are
applied to C-SVM [5]. All the experiments are conducted with MATLAB 2015b on Windows 10 with Core i7-8700
and 16-GB RAM.

In our experiments, we use the indefinite TL1 kernel [8]: k(x1, x2) = max{ρ− ||x1 − x2||1, 0}, where ρ ∈ R and
|| · ||1 is `1 norm. Denote the training size by n and set ρ from 0 to n, λ from 0 to 100, r from 0 to 10

√
n, ε = 3%.

In Fig. 1, we demonstrate the decision boundaries and report the performance of five methods for the “cosexp”

Fig. 1. Classification boundaries for ”cosexp” dataset are displayed by solid curves. The division accuracy results are showed
in the parenthesis.

dataset. It is a 2-D synthesis dataset based on function y = 0.4cos(exp(3.5x))+0.5 with some noise. In this dataset,
the required nonlinearities are different for different places, hence it is better to utilize the indefinite kernel. As can
be seen, our proposed method outperforms than the other in obtaining the classification curve and thus has a better
accuracy.

Table 1 shows the performance of different indefinite kernel learning methods on nine datasets form UCI machine
learning repository. We test these algorithms for 10 times, and report the average classification accuracy with the
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Table 1. Comparison of different methods (TL1 kernel) on UCI datasets. The number of support vectors (SV) are showed
in parentheses.

Datasets flip clip shift square KSVM SIKELS

climate 93.7±0.8 (50) 93.9±1.1 (73) 94.0±0.9 (76) 91.6±1.4 (38) 93.9±1.2 (66) 93.8±0.9 (81)
diabetic 71.7±1.7 (353) 71.5±1.6 (383) 71.7±1.7 (505) 58.9±3.4 (375) 72.1±1.0 (408) 72.8±0.8 (307)
fertility 88.0±3.1 (48) 88.8±2.5 (48) 87.4±3.7 (30) 88.8±3.8 (48) 89.4±5.5 (49) 90.8±5.3 (40)
haberman 74.8±1.8 (102) 75.3±1.6 (89) 75.8±3.0 (140) 75.0±2.5 (87) 75.4±2.7 (89) 77.0±2.0 (91)
heart 85.0±2.1 (124) 85.2±2.3 (59) 86.1±3.0 (120) 68.3±3.0 (114) 87.1±2.6 (66) 85.7±1.9 (95)
sonar 86.1±3.3 (77) 87.3±3.1 (72) 85.5±2.3 (70) 62.1±9.3 (50) 84.4±3.7 (84) 88.2±2.6 (62)
splice 90.2±1.5 (259) 90.2±1.1 (260) 90.7±1.4 (293) 57.2±1.9 (495) 90.6±0.9 (186) 90.3±1.0 (300)
madelon 61.2±0.0 (1652) 61.2±0.0 (1652) 61.2±0.0 (1412) 50.0±0.0 (1268) 61.2±0.0 (1652) 61.8±0.0 (2000)
EEG 74.7±0.5 (5101) 74.8±0.4 (5144) 75.0±0.5 (5144) 55.1±0.6 (6802) 74.9±0.6 (5219) 74.2±0.6 (7490)

Table 2. The sparsity and the corresponding performance (TL1). The first row contains the level of density (in percentage).

Datasets size 100 90 80 70 60

climate (270,20) 92.4 92.9 93.2 93.7 93.8
diabetic (576,19) 72.2 72.8 72.7 72.7 72.4
fertility (50,9) 90.0 90.2 90.6 90.6 90.8
haberman (153,3) 76.0 76.3 76.4 76.4 77.0
heart (135,13) 85.3 85.6 85.6 85.7 85.3
sonar (104,60) 84.9 86.9 87.5 87.3 88.2

standard deviation. In addition, we list the number of support vectors in parentheses. In the whole, our approach
not only has a promising performance on most datasets, but also obtains considerable sparsity. Compared with
these spectrum modification methods and KSVM [10], the proposed SIKELS model ranks first on five datasets
including diabetic, fertility, haberman, sonar, madelon. Especially on haberman and sonar, the proposed approach
outperforms 2%− 4% than other approaches such as Flip and KSVM. In addition, we find that the square method
performs not as well as others, hence we will no longer list it in other experimental results.

Besides of accuracy, we also report the performance with different levels of sparsity (100% density means all
data points are used). Table 2 illustrates that imposing sparsity may lead to to a better performance for climate,
fertility, haberman, sonar and so on. These results suggest our algorithm can effecitively pick up the “crucial” data
points, which are relatively important in construction of a classifier.

Table 3. The training time (seconds) for one iteration

Datasets size flip clip shift KSVM SIKELS

splice (500,60) 0.12 0.12 0.11 0.14 0.07
madelon (2000,500) 6.18 6.12 6.07 6.30 5.60
EEG (7490,14) 42.91 39.68 38.68 43.17 33.42

In Table 3, we make empirical comparison in terms of the time cost on datasets with different sizes. The results
demonstrate that the spectrum modification methods and KSVM have extremely similar time efficiency as expected.
Though these methods all need an eigenvalue decomposition O(n3), our approach does not have a SVM problem
solving procedure which costs at least O(n2) and hence has a less training time. In addition, if one pursues more
sparsity and runs the algorithm for more times, the time costs will be multiplied.

5 Conclusion

In this paper, a sphere constraint is introduced into indefinite kernel learning models. On the one hand, the sphere
constraint makes the non-convex problem can be transformed into a secular equation problem and then solved with
a global optimum. On the other hand, with the sphere constraint, it is now possible to analyze theoretically and
present a generalization bound in RKKS. Moreover, an iterative algorithm is present to impose sparsity. In the
numerical experiments, the proposed model achieves a promising performance on various datasets, which demon-
strates its effectiveness compared to other indefinite kernel learning methods.
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Abstract. This article is focused on constructing fast algorithms for selecting prototypes from training
data. The fast versions are constructed on the base of two algorithms: Encoding length base and DEL.
The complexity of the original algorithms was O(m3), which renders them impractical for large data. We
propose to use a specialized random regions tree forest, supported by some additional data structures,
which reduces the complexity to O(m logm). The proposed algorithms can be used successfully with large
data sets. Additionally, the classification accuracy is better, or at least not worse, than before.

1 Introduction

Selection of instances (prototypes) means that we are looking for a subset S ⊆ D which is enough to build
a trustworthy classifier upon, for example a k nearest neighbour (kNN) classifier [1]. The learning data set is
defined as D = {〈xi, yi〉 : i = 1, . . . ,m} where xi ∈ Rn are the input vectors and yi ∈ [1, . . . , c] are class labels.
Filter methods only remove noisy instances— good examples of such algorithms are the ENN [2], RNN [3] or
ENRBF [4]. This article concentrates on another group of instance selection methods, which select a possibly
small subset of D, usually no more than around 20% of the total instance count. We will call these prototype
selection methods. Nowadays there are dozens of prototype selection algorithms, but is hard to say that all of
them are really practical because of their complexity. We would like to recommend articles and books devoted
to prototype selection algorithms [5–8]. In case of many of the algorithms, unfortunately, if they are accurate,
their learning time is (extremely) long or the obtained reduction rate is small [5]. Sometimes if the learning
time is short, the resulting classification accuracy is too poor. For example in the article [9], the authors present
a method which is fast (O(m logm)) and quite accurate but the reduction is average (between filter methods
and prototype selection). The motivations of prototype selection are to shrink the instance number of dataset,
to use prototypes in construction of neural networks [10] or in decision rule construction [11].

1.1 Encoding length and DEL algorithms

Encoding length and DEL algorithms are based on the encoding length concept, and were proposed in [12]. Both
original algorithms can be implemented quite easily as O(m3) algorithms. Please note that their empirically
estimated complexity is little above O(m2). However, for large data sets this is still too much. Cameron defined
a criterion, which should be minimized through the extraction of unnecessary instances from the original dataset
D:

J(m,m′, q) = F (m′,m) +m′ log2 c+ F (q,m−m′) + q log2(c− 1), (1)

where m′ is the number of prototypes (unpruned instances), and c is the number of classes, q defines the number
of badly classified pruned instances and F (m,n) is defined by:

F (m,n) = log∗

(
m∑
i=0

n!

i!(n− i)!

)
, (2)

log∗ n = argmin
k
F ′(k) ≥ n, (3)

where F ′(0) = 1, F ′(i) = 2F
′(i−1).

It can be easily seen that the Cameron’s criterion is smaller if the reduction rate is higher and if the reduction
does not increase the error on pruned instances.

In algorithm descriptions Di means the i-th instance, Di.x is the vector of the i-th instance, Di.label is
the class label, Di.pruned is a flag signalling whether the i-th instance is pruned, Di.A is a set of associated
instances (to be defined below) to the i-th instance.

The Encoding length prototype selection algorithm is presented in Alg. 1. At the beginning all instances
are in the unpruned state. The CountMisclassified counts badly classified (using unpruned instances) pruned
instances. Next, in random order, the inner loop tries to prune a given instance if only it decreases the criterion
1. The outer loop executes as long as any instance is pruned in an iteration. Finally, the unpruned instances
constitute the prototype set.
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Algorithm 1: EncodingLength(D)
Data: D = [instance1, . . . , instancem]
Result: vectors selected from D

1 begin
2 Initialization
3 misclassified = CountMisclassified()
4 order = Shuffle([1, . . . ,m])
5 do
6 oldCount = #(not pruned)
7 for i ∈ order do
8 misclassified = PruneIfCheaper(i, misclassified)

9 while oldCount > #(not pruned);
10 return Di, where not Di.pruned

Algorithm 2: PruneIfCheaper(id, misclassified)
Data: id index of instances; misclassified number of misclassified instances
Result: updated number of misclassified instances

1 begin
2 if not Did.pruned and #(not pruned) > 1 then
3 newMisclassified = misclassified - Improvement(id)
4 if F(#(not pruned) - 1, newMisclassified) ≤ F(#(not pruned), misclassified) then
5 Prune(id)
6 return newMisclassified

7 return misclassified

PruneIfCheaper has to check whether the Cameron criterion will decrease when an instance of index id would
be pruned (see Alg. 2). Improvement is the difference in correctly classified instances after pruning of instance
id and before pruning.

The second algorithm considered in our research is the DEL (algorithm 3). It can be seen as a modification of
the Encoding length algorithm. This algorithm in its first phase, tries to prune instances which are inconsistent
with the training data D—such instances are badly classified using D. The main part of algorithm works almost
like the Encoding length, however not in random order, but with decreasing distances to the nearest enemy
(opposite class). This means that the instances which are far from the borders between classes are considered
earlier.

Algorithm 3: DEL(D)
Data: D = [instance1, . . . , instancem]
Result: vectors selected from D

1 begin
2 Initialization
3 misclassified = CountMisclassified()
4 order = Shuffle([1, . . . ,m])
5 for i ∈ order do
6 if not Di.pruned and Di.label 6= Classify(i) then
7 misclassified = PruneIfCheaper(i, misclassified)

8 order = Reverse(OrderByNearestEnemy(D))
9 do

10 oldCount = #(not pruned)
11 for i ∈ order do
12 misclassified = PruneIfCheaper(i, misclassified)

13 while oldCount > #(not pruned);
14 return Di, where not Di.pruned

Some elements of the above algorithms can be calculated faster if used with the concept of a set of associated
instances proposed in [13]. The Aid as set of associated instances, consists of indices of instances for which the
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id-th instance is one of their k nearest neighbours. Thanks to this idea, if we consider pruning of the instance
id, it only influences the instances from Aid. However, after pruning we have to update appropriate sets Aid.

The construction of faster versions of both algorithms is presented in the next section. The last section
presents quality analysis of the new versions of prototype selection algorithms and an analysis of computational
complexities.

2 Fast Encoding length and fast DEL algorithms

This section describes construction details of the fast versions of Encoding length and DEL algorithms. The final
results were achieved by a cooperation between carefully selected data structures with appropriate elements of
algorithms. The crucial role in the speedup of nearest neighbours calculation is played by the random regions
trees which eliminate the curse of dimensionality. Such trees were used to compose forests or sometimes even
set of forests to help in fast data manipulations. Some other approaches which were also used to approximate
nearest neighbours are the r-trees [14], the vantage-point trees [15] or kd-trees [16], but those methods have
(complexity) problems in multidimensional spaces [17].

Additionally, the forests or trees will be supported by hash sets or binary heaps to cope with multiple
traversals through the trees.

2.1 Random regions tree (LSH) and forest of trees

To bring the neighbour search closer to O(logm), especially in multidimensional spaces, we have decided to
base on locality sensitive hashing (LSH). LSH was proposed in [18]. The main idea of LSH is to independently
and uniformly draw random hyperplanes which divide the space Rn into regions (bins) of similar objects. The
bins contain a set of points and they serve as a source of potential neighbors of any point in the given bin.
Sometimes a point may be situated near a border of its bin—in such cases not all of its actual nearest neighbors
can be found in the given bin.

In our algorithm, we construct the LSH tree in a slightly different way compared to [18]. The first random
division is in the root node of a tree. We have used this strategy successfully in [19]. The random division is
constructed from randomly chosen dimensions with random strength by

linearComb(y, rI , rR) =

h∑
i=1

yrI
i
· rRi (4)

where h is the length of the random combination (h ≤ n), rI are random indices of selected dimensions and
rR are random coefficients of the linear combination. Next, we start independent divisions into two subtrees
with appropriate subsets of vectors. This means that the division on the left brach does not divide anything in
the right subtree (and vice versa). In every partition of a node, the division is shifted (if necessary) to keep a
balance not worse than β (each branch has a fraction of at least β vectors in a node). The balanced version of
partitioning resembles a typical partition operation (almost as in quicksort, except for enforcing the balance).
This strategy keeps the number of nodes in the tree small. The tree is quite strongly balanced and there are
no useless divisions. The further split of new nodes is continued if their corresponding number of vectors is
still too big compared to the desired number of neighbors. The meta-code of the algorithm starts with the Alg.
RandBinsTree 4.

The non-leaf nodes have their sub-nodes defined, while leaf nodes have an interval of a bin defined. Addition-
ally, the pivot point is stored to define the final shift of the random hyperplane. This information is necessary
to define a classification process which has to traverse the tree from the root node to an appropriate bin and
then select nearest neighbours among the bin items.

2.2 Forest of random regions trees in prototype selection algorithms

In our algorithms forest consists of following elements: an array of trees, an array of heaps, an array of hash sets,
an array of sets of associate instances and an array of arrays (stores the nearest neighbours for each instance).
The heaps (one per instance) are used to accumulate the candidates found in trees while looking for neighbours.
This serves as a cache making the number of calls to tree searches smaller. The hash sets (one per tree) store
the information on whether the given instance was already added to an appropriate heap. Those structures
cooperate to keep the complexity possibly small. Below it was presented how those structures were used in most
important parts of algorithms.

The initialization of both algorithms starts from building the forest (initiating heaps, sets of associate
neighbours and nearest neighbours).
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Algorithm 4: RandBinsTree(D, left, right, bCount)
Data: D = [y1, . . . ,ym] data vectors
[left, right) interval of the current split
ids an array of vector indices
β = .1 partition threshold of minimal balance
α = 1− (β + .5)/2 threshold: whether to continue splitting
bCount minimal count of elements in a bin
h = 10 the length of the random combination (see eq. 4)
Result: ids array of bins defined by nodes, initially: [1, . . . ,m]

1 begin
2 for i ∈ [1, . . . , h] do
3 rI [i]=rand integer(1,n);
4 rR[i]=rand real(0,1);

5 for i = 1 to m do
6 hash[i] = linearComb(yi, r

I , rR);

7 node.div = partition(ids, hash, left, right, β);
8 if (node.div − left) ∗ α > bCount then
9 node.left = RandBinsTree(D, left, node.div, bCount)

10 else
11 lim = (node.div − left < bCount) ? right : node.div
12 node.left=new node(left,lim);

13 if (right− node.div) ∗ α > bCount then
14 node.right = RandBinsTree(D,node.div, right, bCount)

15 else
16 lim = (right− node.div < bCount) ? left : node.div
17 node.right=new node(lim,right);

18 return node

The construction of the forest was presented in Alg. 5. In first step it construct the trees, then the heaps
are filled with (k + 1) neighbours candidates. Last part of the forest construction builds structures storing the
neighbours of each instance and the associated instance sets.

The RefillHeap (Alg. 6) tries to find neighbours from appropriate tree buckets (from each of the trees).
Additionally it optimizes the structure of tree if necessary. The instances from trees are moved to the heap and
an appropriate hash set.

During the work of Encoding length or DEL algorithms, the instances are being pruned from time to time
(according to the Cameron’s criterion 1). Alg. 7 is responsible for pruning of a given instance from the forest
(from each of the trees). A pruned instance must be removed from the hash set of the instances added to the
heap. Additionally, a pruned instance is removed from an appropriate array of neighbours and a new neighbour
has to be found, and the associated structures have to be adjusted as well (this is done in the ReplaceNeighbor).

Tree pruning was presented in algorithm 8. First, an appropriate leaf node is selected and then conditions
are tested on the path from the selected node to the root in order to optimize the tree structures if necessary
(to keep the complexity low). The path can be compressed or the representation of buckets can be compressed
too (by a removal of gaps in the buckets).

Using the forest of random region trees, the nearest neighbours can be found, see Alg. 9. First, we collect
candidate instances from each tree and then the nearest neighbours are selected among them. Because the
number of trees and bin size is O(1), the classification cost is O(logm) (O(logm) is the expected length of the
longest path from the root node to a leaf).

Now, basing on the fast neighbours search, the computation the badly classified instance count, or the
calculation of the improvement mentioned in PruneIfCheaper is much faster.

The DEL algorithm (Alg. 3, line 11) needs an additional feature: to start the loop in increasing order of
distances to the nearest enemy (opposite class instance). Plain calculation of distance between given instance
and its nearest enemy is time consuming, but it is presented in Alg. 10 that such distances can be calculated fast
(O(logm)). The algorithm constructs a jungle as a set of forests: one forest to contain the instances of one class.
Then the nearest enemies for each class are calculated in O(m logm) time. The nearest enemy is the nearest
one between nearest neighbours from all classes except the class which represent the given instance. Finally the
estimated complexity of Encoding length and DEL algorithms is O(m logm) what can be seen in next section.
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Algorithm 5: ForestBuild
Data: D = [instance1, . . . , instancem]

1 begin
2 trees = build multiple trees by RandBinsTree
3 for i ∈ [1, . . . ,m] do
4 RefillHeap(i)

5 for i ∈ [1, . . . ,m] do
6 for j ∈ Reverse([1, . . . , k + 1]) do
7 neighbor = minheapi.Pop()
8 if not neighbor then
9 do

10 RefillHeap(i)
11 while not neighbor = minheapi.Pop();

12 neighborsi[j] = neighbor
13 Dneighbor.A.Add(i)

Algorithm 6: RefillHeap(id)
Data: id - index of instance to refill for

1 begin
2 for tree ∈ forest do
3 for candidate ∈ tree.bucket[id] do
4 // bucket is moved up a tree if count in a node is to small
5 // only not pruned are yielded from a bucket
6 if idx /∈ addedid then
7 minheapid.Push((candidate, Distance(id, candidate)))
8 addedid.Add(candidate)

3 Result analysis

Below we compared the normal and fast versions of Encoding length and Del [12] algorithms. We have taken
around 40 data sets from the UCI machine learning repository [20]. Data sets differ in origin, goal, the numbers
of instances, features and classes, so that we can objectively present the real behavior of the proposed algorithms.
All tests were conducted on the base of 10 times repeated 10-fold stratified cross-validation. For each test the
data set was standardized. For trustworthy comparison the each learning algorithm was always used with the
same learning parameters (no manual parameter tuning was done).

To visualize the performance of all algorithms we present average accuracy for each benchmark data set and
for each learning machine. And additionally we present the average number of prototypes in separate tables
Ranks are calculated for each machine for a given dataset D. The ranks are calculated as follows: First, for
a given benchmark dataset D the averaged accuracies of all learning machines are sorted in descending order.
The machine with the highest average accuracy is ranked 1. Then, the following machines in the accuracy order
whose accuracies are not statistically different from the result of the first machine are ranked 1, until a machine
with a statistically different result is encountered. That machine starts the next rank group (2, 3, and so on),
and an analogous process is repeated on the remaining (yet unranked) machines. Notice that each cell of the
main part of table 1 is in form: acc+ std(rank), where acc is average accuracy (for a given data set and given
learning machine), std is its standard deviation and rank is the rank described just above. If a given cell of the

Algorithm 7: Prune
Data: id - index of instance to prune

1 begin
2 Did.pruned = True
3 for tree ∈ forest do
4 tree.Prune(id)

5 for a ∈ Did.A do
6 addeda.Remove(id)
7 ReplaceNeighbor(a, id)
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Algorithm 8: TreePrune
Data: id - index of the instance to be pruned

1 begin
2 node = tree.leaves[id]
3 decrement by one counts in a tree from node up
4 while node.parent has two small children do
5 node=node.parent

6 if node has two small children then
7 rewrite children to node without gaps

8 if node has small density then
9 rewrite node without gaps

Algorithm 9: NearestNeighbors(x, trees, k, c)
Data: x define whose neighbours have to be found
tree[i], i = 1, . . . , t an array of random trees, tree[i] consists of the root node and ids an array of vector indices
k desired number of neighbors
c = 4 an overhead multiplier
Result: NN set of k nearest neighbours

1 begin
2 foreach Ti do
3 I = items of the bin nearest to x in tree tree[i]
4 N = N ∪ I
5 NN = find k nearest neighbours in N

table is in bold it means that this result is the best for given data set or not worse then the best one (rank 1 =
winners).

Table 1 presents two separate comparisons: first Encoding length vs Encoding length LSH, and second DEL
vs DEL LSH. This means that the number of wins and the ranks were calculated independently for those two
groups.

The new Encoding length LSH is significantly better than original one: it wins 43 times and 12 wins are
unique. Additionally, the mean rank is 1.044, smaller (better) than 1.267. The new DEL LSH algorithm is just
a little worse than its original version. It wins 36 times comparing to 38 for original version. And the mean rank
is 1.2 for the LSH-based version and 1.156 for the original. However, such difference is practically acceptable.
Those results show that the new versions of algorithms are accurate.

Figure 1 presents an analysis of learning time used by the new LSH versions of the algorithms. We have
tested the time for different numbers of instances of the MNIST8 dataset [21]. On the OX axis is the number
of instances. The OY axis of left plot is the time and on right plot OY is the proportion of time to the number
of instances. Both plots clearly show that the LSH versions are much faster. Additionally the right plot proves
that the estimated complexity of LSH versions is O(m logm), because in case of Encoding length LSH and DEL
LSH the plot lines are straight (log scale of OX—plot of the log in log scale is straight line). Meanwhile, looking
at the right plot, we see the computation times for the original Encoding length and DEL grow very quickly.
The analysis of prototype counts shows that both versions (fast LSH and original) select very similar numbers
of prototypes.

Algorithm 10: OrderByNearestEnemy(p)
Data: D = [instance1, . . . , instancem]
Result: order of D by distance to nearest enemy

1 begin
2 jungle = LSHForest for each class
3 for i ∈ [1, . . . ,m] do
4 for forest ∈ jungle do
5 if forest.class 6= Di.label then
6 distances[i] = min(distances[i], forest.kNN(i, 1))

7 return Ordering(distances)
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Table 1. Comparison of accuracy: Encoding length vs Encoding length LSH and DEL vs DEL LSH algorithms.

EncLen EncLenLSH

arrhythmia 48.83±23(1) 48.81±23(1)
autos 73.1±12(1) 74.26±11(1)
balance-scale 72.18±6.5(1) 70.99±4.8(1)
blood-transfusion 67.68±5.8(2) 70.59±5.1(1)
breast-cancer-diagnostic 86.94±4.6(2) 88.68±3.9(1)
breast-cancer-original 90.5±4.7(2) 92±4(1)
breast-cancer-prognostic 68.49±9.8(1) 69±10(1)
breast-tissue 66.4±13(1) 66.4±13(1)
car-evaluation 85.98±2.7(2) 88.4±2.2(1)
cardiotocography-1 71.63±3.1(1) 71.44±2.9(1)
cardiotocography-2 86.32±2.4(1) 85.36±2.5(2)
chess-rook-vs-pawn 82.23±2.5(2) 84.39±2(1)
cmc 42.27±4.1(1) 41.5±3.8(1)
congressional-voting 84.83±9.1(2) 87.73±7.4(1)
connectionist-bench-sonar 81.74±8.3(1) 80.74±8.6(1)
connectionist-bench-vowel 95.32±3.3(1) 95.38±3.2(1)
cylinder-bands 63.88±8.3(1) 64.13±8.5(1)
dermatology 85.84±5.2(1) 85.73±4.9(1)
ecoli 77.66±7.3(1) 78.04±7.4(1)
glass 69±8.4(1) 69.05±8.4(1)
habermans-survival 66.58±7.8(1) 66.27±7.6(1)
hepatitis 79.63±15(1) 78.5±16(1)
ionosphere 84.89±7.3(1) 85.55±5.8(1)
iris 90.87±7.5(1) 91.2±7.1(1)
libras-movement 80.83±6.8(1) 80.92±6.3(1)
liver-disorders 61.71±7.9(1) 61.68±8.1(1)
lymph 76.58±11(1) 76.99±11(1)
monks-problems-1 88.82±5.1(2) 92.66±3.4(1)
monks-problems-2 52.32±6.7(1) 53.12±6.9(1)
monks-problems-3 85.77±4.6(2) 90.08±4.2(1)
parkinsons 85.51±7.8(1) 86.02±7.6(1)
pima-indians-diabetes 67.93±5.6(2) 68.37±5.6(1)
sonar 81.74±8.3(1) 80.74±8.6(1)
spambase 82.64±2.2(2) 83.2±2(1)
spect-heart 72.02±8.9(2) 75.61±8(1)
spectf-heart 69.08±8.4(1) 68.55±9.1(1)
statlog-australian-credit 74.06±6(1) 74.23±5.6(1)
statlog-german-credit 65.29±4.4(1) 65.53±4.9(1)
statlog-heart 73.07±7.8(1) 73.93±8.4(1)
statlog-vehicle 65.54±4.1(1) 65.92±4(1)
teaching-assistant 52.08±12(1) 53.24±12(1)
thyroid-disease 87.2±1.7(1) 87.42±1.8(1)
vote 84.81±9.1(2) 88.19±6.8(1)
wine 91.66±6.4(1) 91.95±5.9(1)
zoo 52.77±14(1) 47.21±16(2)

Mean Accuracy 74.98±7.3 75.55±7.1
Mean Rank 1.267±0.067 1.044±0.031
Wins[unique] 33[2] 43[12]

Del DelLSH

49.05±23(1) 48.19±23(1)
70.6±12(1) 70.11±12(1)
78.83±4.8(1) 78.09±5.2(1)
75.83±4.2(1) 75.87±3.3(1)
89.08±5.8(1) 90.41±4.5(1)
96.3±2.1(1) 95.7±2.4(2)
76.32±2.2(1) 75.82±5.6(1)
64.71±13(1) 64.1±14(1)
75.57±2.7(2) 77.89±2.9(1)
67.36±3.2(1) 65.8±2.7(2)
84.64±2.6(2) 85.59±2.1(1)
83.24±2.4(1) 79.92±2.9(2)
41.99±4(1) 41.15±4.1(2)
87.97±6(1) 89.1±7.2(1)
66.78±10(1) 63.01±11(2)
95.55±3.1(1) 95.4±2.9(1)
64.26±1.2(1) 62.17±7.3(2)
85.72±6.1(1) 85.55±5.4(1)
82.42±6.3(1) 82.36±6.2(1)
65.93±9.1(1) 65.9±9.8(1)
73.14±3.1(1) 72.86±5.1(1)
83.25±7.4(1) 83.75±5.8(1)
81.08±7.5(1) 81.96±5.4(1)
88.33±8.2(2) 90.8±8.3(1)
79.75±7.1(1) 79.03±7.2(1)
57.69±7.6(1) 57.79±6.7(1)
68.7±12(1) 69.81±12(1)
74.41±6.6(1) 73.67±7.4(1)
65.72±0.79(1) 65.72±0.79(1)
82.52±6.6(1) 81.34±6.5(1)
83.41±7.7(1) 83.24±8.1(1)
69.89±5.6(2) 71.9±5.9(1)
66.78±10(1) 63.01±11(2)
84.14±2(1) 83.75±2(1)
79.45±1.8(1) 79.23±2.4(1)
79.19±2.7(1) 79.42±1.7(1)
80.64±5.5(1) 78.48±6.2(2)
69.69±3.2(1) 69.77±2(1)
76.37±8.8(1) 75.85±8.4(1)
64.01±4.5(1) 63.62±5.2(1)
49.75±11(2) 51.91±12(1)
88.3±10(2) 92.92±0.8(1)
87.82±8.9(1) 88.06±7.7(1)
89.93±7.2(2) 91.68±7.4(1)
52.35±13(1) 45.74±16(2)

75.08±6.5 74.83±6.6
1.156±0.055 1.2±0.061
38[9] 36[7]

4 Summary

The Encoding length and DEL algorithms are both interesting prototype selection algorithms. The newly
presented LSH versions of algorithms are much faster (O(m logm) vs O(m3)). Such crucial complexity reduction
was possible only thanks to the specialized random trees, random forests and other supporting data structures.
Now these fast algorithms may be used in case of big data, while old versions were not practical in case of big
data because of their overly heavy time consumption. Such prototype selection algorithms may be used in a
variety of ways. One interesting case is to use it for training neural networks—the prototypes selected can be
used to preset kernel positions, as shown by us in [10]. 1

References

1. Cover, T.M., Hart, P.E.: Nearest neighbor pattern classification. Institute of Electrical and Electronics Engineers
Transactions on Information Theory 13(1) (January 1967) 21–27

2. Wilson, D.: Asymptotic properties of nearest neighbor rules using edited data. IEEE Transactions on Systems, Man,
and Cybernetics 2(3) (1972) 408–421

1 This research has been partially financed from the funds of the Polish Ministry of Science and Higher Education
for statutory R&D activities supporting the development of young scientists and PhD students (internal grant no.
1052-F/2018)

ICONIP2019 Proceedings 65

Volume 16, No. 3 Australian Journal of Intelligent Information Processing Systems



8 Norbert Jankowski and Marek Orliński

102 103 104 105 106

0

1,000

2,000

# instances

ti
m
e

EncLen
EncLenLSH

DEL
DELLSH

102 103 104 105 106

0

50

100

150

# instances

ti
m
e/
#

in
st
an

ce
s

EncLen
EncLenLSH

DEL
DELLSH

Fig. 1. O(m logm) time consumption of LSH versions of Encoding length and DEL algorithms.

3. Gates, G.: The reduced nearest neighbor rule. IEEE Transactions on Information Theory 18(3) (1972) 431–433
4. Grochowski, M., Jankowski, N.: Comparison of instances selection algorithms: I. results and comments. In Rutkowski,

L., Siekmann, J.H., Tadeusiewicz, R., Zadeh, L.A., eds.: Artificial Intelligence and Soft Computing. Volume 3070 of
Lecture Notes in Computer Science. Springer-Verlag, Poland, Zakopane (2004) 580–585

5. Garcia, S., Derrac, J., Cano, J., Herrera, F.: Prototype selection for nearest neighbor classification: Taxonomy and
empirical study. IEEE Transactions on Pattern Analysis and Machine Intelligence 34(3) (2012) 417–435

6. Jankowski, N., Grochowski, M.: Comparison of instances selection algorithms: Ii. Algorithms survey. In Rutkowski,
L., Siekmann, J.H., Tadeusiewicz, R., Zadeh, L.A., eds.: Artificial Intelligence and Soft Computing. Volume 3070 of
Lecture Notes in Computer Science. Springer-Verlag, Poland, Zakopane (2004) 598–603

7. Blachnik, M.: Metody bazujące na prototypach w zastosowaniu do eksploracji danych. Silesian Technical University
(2019)

8. Kordos, M.: Optimization of evolutionary instance selection. In: Artificial Intelligence and Soft Computing. Volume
10245 of Lecture Notes in Artificial Intelligence. Springer-Verlag (2017) 359–369

9. Arnaiz-González, A., Díez-Pastor, J.F., Rodríguez, J.J., García-Osorio, C.: Instance selection of linear complexity
for big data. Knowledge-Based Systems 107 (2016) 83–95

10. Jankowski, N.: Comparison of prototype selection algorithms used in construction of neural networks learned by
SVD. International Journal of Applied Mathematics and Computer Science 28(4) (2018) 719–733

11. Blachnik, M., Duch, W.: LVQ algorithm with instance weighting for generation of prototype-based rules. Neural
Networks 24(8) (2011) 824–830

12. Cameron-Jones, R.M.: Instance selection by encoding length heuristic with random mutation hill climbing. In:
Proceedings of the Eighth Australian Joint Conference on Artificial Intelligence, Australia (1995) 99–106

13. Wilson, D.R., Martinez, T.R.: Reduction techniques for instance-based learning algorithms. Machine Learning 38(3)
(2000) 257–286

14. Manolopoulos, Y., Nanopoulos, A., Papadopoulos, A.N., Theodoridis, Y.: R-Trees: Theory and Applications. Springer
(2006)

15. Yianilos, P.: Data structures and algorithms for nearest neighbor search in general metric spaces. In: In Proceedings
of the ACM-SIAM Symposium on Discrete Algorithms. (1993) 311–321

16. Brown, R.: Building a balanced k-d tree in O(kn logn) time. Journal of Computer Graphics Techniques 4(1) (2015)
50–68

17. Bawa, M., Condie, T., Ganesan, P.: LSH forest: self-tuning indexes for similarity search. In: Proceedings of the 14th
international conference on World Wide Web, Chiba, Japan (2005) 651–660

18. Har-Peled, S., Indyk, P., Motwani, R.: Approximate nearest neighbor: Towards removing the curse of dimensionality.
Theory of computing 8 (2012) 321–350

19. Jankowski, N., Orliński, M.: Fast algorithm for prototypes selection—trust-margin prototypes. In Rutkowski,
L., Scherer, R., Korytkowski, M., Pedrycz, W., Tadeusiewicz, R., Zurada, J., eds.: Artificial Intelligence and Soft
Computing. Volume 11508 of Lecture Notes in Computer Science., Springer (2019) 583–594

20. Merz, C.J., Murphy, P.M.: UCI repository of machine learning databases (1998)
http://www.ics.uci.edu/∼mlearn/MLRepository.html.

21. Loosli, G., Canu, S., Bottou, L.: Training invariant support vector machines using selective sampling. In Bottou,
L., Chapelle, O., DeCoste, D., Weston, J., eds.: Large Scale Kernel Machines. MIT Press, Cambridge, MA. (2007)
301–320

66 ICONIP2019 Proceedings

Australian Journal of Intelligent Information Processing Systems Volume 15, No. 2



Improving Script Identification by Integrating Text Recognition Information

†Yupeng Cao, †Jing Li, Qiufeng Wang, Kaizhu Huang, and Rui Zhang

Xi’an Jiaotong-Liverpool University
No. 111 Renai Road, Suzhou, PR China, 215123

†Co-first Authors
Yupeng.Cao13@gmail.com

Jing.Li19@student.xjtlu.edu.cn
{Qiufeng.Wang, Kaizhu.Huang, Rui.Zhang02}@xjtlu.edu.cn

Abstract. Script identification plays an important role in multi-lingual scene text robust-reading system. Most existing
methods consider script identification as an ordinary image classification problem, where a deep convolutional neural net-
work (CNN) is widely used. However, these methods do not investigate the text information which is cognitively useful
for identification as human use. In this paper, we propose a two-stage script identification method by integrating text infor-
mation. In the first stage, we utilize a Residual Neural Network (ResNet) based method to get a preliminary classification
result. In the second stage, we recognize scene text by a multi-lingual recognition system, then we propose a fusion CNN
to integrate the recognized text information and classification scores from the first stage in order to get the final identified
language. We evaluate the proposed method on the benchmark dataset ICDAR RRC-MLT 2017. The experimental results
show encouraging performance. Specifically, the accuracy is improved by 2.06% and 1.28% on validation set and test set,
respectively.

Keywords: Script identification · CNN · Two-stage method · Text recognition information ·Workshop AICS.

1 Introduction

Script identification aims to classify the text into one of the available scripts including Latin, Chinese, Japanese, etc. It is
one of the essential elements in document image analysis and recognition, where most optical character recognition (OCR)
systems are lingually dependent, such as Chinese and Latin OCR system. Therefore we need to know the lingual information
before we call the OCR system. Script identification area has attracted much attention in recent years, especially in scene
script identification, and is widely applied in machine translation of multi-lingual document images and multi-lingual scene
text recognition [1–4]. Figure 1 shows some examples of scene text images with different languages.

Fig. 1. Examples of scene text images with different languages from ICDAR RRC-MLT 2017 datasets.

Script identification can be regarded as an image classification problem, which has made significant progress with the
development of deep neural networks [5]. Convolutional Neural Networks (CNNs) are widely exploited in script identification,
achieving high performance. However, these methods only utilize the image pixel features, which do not consider the text
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information. Recently, some works have been proposed to combine the script identification and text recognition as an end-to-
end model, which shows superior accuracy but with great complexity [6].

In this paper, we propose a two-stage script identification method that integrates text recognition information. In the first
stage, we develop a deep CNN model to obtain a preliminary classification results of the script and output probabilities of
each language for this script. In the second stage, firstly we recognize the image to obtain a recognition score through scene
text recognition systems, where each system is pre-trained for different language. We assume that if the text recognition
system with a wrong script is used to recognize the image, it will generate an output with a low confidence score. Thus, we
use a CNN model with the text recognition score and the preliminary classification score to output the final script result.
Compared to the end-to-end model [6], the proposed method does not optimize the text recognition model, able to reduce the
complexity largely. We evaluate the performance of the proposed method in the dataset of ICDAR RRC-MLT 2017, achieving
very encouraging results.

2 Related Work

2.1 Script Identification

In this part, we review some related works on script identification briefly. Prior to using deep learning methods, script structure
and texture level features are deeply investigated in script identification problem. Hochberg et al. [7] created cluster-based
templates from script dataset, and compared new words with these templates to determine the best script. The method of
texture level features aims to extract the different visual appearance to do automatic script identification, such as rotation
invariant texture features [8]. Then, a wavelet waveform based method was proposed to detect edge features from text line
image and used a K-NN classifier to perform classification [9, 10].

With the development of deep neural networks, document analysis and recognition has achieved great progress, especially
scene text recognition and handwritten text recognition [5, 11, 12]. Recently, the CNN models have been widely exploited
for script identification. Shi et al. [13] proposed a Multi-stage Spatially-sensitive Pooling Network (MSPN) which allows the
input image with an unfixed size. Gomez et al. [14] introduced the fine-grained mindset into CNN based scene text script
identification models and combined the Naive-Bayes Nearest Neighbor (NBNN) classifier. In ICDAR2017 Robust Reading
Challenge on RRC-MLT, almost all of the participated teams adopted CNN-based classification methods [15]. To capture
the sequence information, Bhunia et al. [16] combined CNN and Recurrent Neural Network (RNN) to extract fine-grained
information and global texture features at the same time, where the sliding windows were used to capture script patches and
fed to long-short term meorry (LSTM) with an attention mechanism (AM).

2.2 Scene Text Recognition

With the success of deep learning in recent years [17, 18], many researchers started to design various deep neural networks
for Scene text recognition (STR). A traditional method [19] recognizes characters separately by adopting a fully connected
network combined with beam search and distributed language modelling. Jaderberg et al. [20] regarded text recognition as a
multi-class classification by utilizing deep neural networks, where every class represents a single word from a dictionary with
totally 90,000 common English words.

Based on multiple successful application of RNNs [21, 22], Shi et al. [23] proposed an end-to-end trainable neural network
(CRNN) for STR that is a combination of CNN and RNN. CRNN consists of 3 layers: CNN-based layers for extracting
spatial features from input, recurrent layers for predicting a character distribution for each frame and Connectionist Temporal
Classification (CTC) [24] layers for converting predictions into a character sequence.

In addition to CTC, AM is also a good option for sequence modelling. Lee et al. [25] proposed a recursive recurrent
network with AM. AM shows superior performance on selecting useful features. However, Cheng et al. [26] observed a shift
problem from AM. In order to alleviate it, Cheng et al. [26] proposed a focusing attention network through aligning attention
region with the target area in images.

CRNN-based methods combining with CTC or attention have achieved state-of-the-art performance for regular texts (hor-
izontal or slightly distorted). In the real world, however, there are a lot of irregular texts (perspectively distorted or curved).
Recognizing irregular texts are more difficult and most existing methods fail in this task. Recently, STR on irregular texts has
attracted great research interest recently. For example, the works [27–29] introduced a rectification network before recognition
network, in order to rectify the entire text to become more canonical and make recognition tasks easier. In addition, Liu et
al. [30] created a character-level spatial transformer to adjust each character.

68 ICONIP2019 Proceedings

Australian Journal of Intelligent Information Processing Systems Volume 15, No. 2



Improving Script Identification by Integrating Text Recognition Information 3

3 Proposed Two-stage Framework

In this section, we describe our two-stage script identification pipeline in details. In the first stage, we apply a residual neural
network (ResNet) [31] to obtain the script results with probability information. In the second stage, we engage the pre-trained
text recognition model to output a confidence score of recognition result with each script. Then the preliminary classification
probabilities from the first stage and recognition confidence scores are combined to input a CNN to get the final script result.
The overall architecture of our framework is shown in Figure 2. In this system, we take a multi-object rectified attention
network (MORAN) [29] as the baseline text recognition model, which includes two parts: a multi-object rectification network
(MORN) and an attention-based sequence recognition network (ASRN).

ResNet110

MORAN

LatinFusion CNN

Input Image

Probability Scores 

(N×1)

Recognition Scores 

(N×1)

Integrating Features 

(N×N×2)

Final Result

Fig. 2. The overall architecture of the proposed method.

3.1 Preliminary Results from ResNet Model

Due to the superior performance of ResNet in image classification [31], we use the ResNet-110 model to classify the input
scene image to get the preliminary script results in the stage one. Given the raw script image I , we first resize the height of
the input to a constant 32 pixels and crop it from center to become a 32×32 patch, then feed it into ResNet model to generate
a preliminary script results with probability information:

{scripti, P i} = ResNet(I), scripti ∈ {S}. (1)

In the above, {S} represent the given script set with M scripts, scripti and P i represent the i-th script and the probability,
respectively. To save the computational cost in the second stage, we only take the all classification probability information for
each script.

3.2 Text Recognition Model

In the multi-lingual text recognition task, we employ several MORAN [29] for each language. Considering that different
languages have their unique characteristics, we slightly modify corresponding networks’ structures and train the network on
variable-length datasets. The MORAN model contains two steps: the first step is a multi-object rectification network (MORN),
which is used to predict offset of each pixel. Based on the learned offset maps, we rectify the input image and feed it into an
attention based sequence recognition network (ASRN) for recognition. ASRN includes a common CNN-LSTM encoder and
an attention-based sequence decoder.

MORN: Multi-Object Rectification Network We generate rectified images using a rectification network to ease the latter
recognition stage. Compared with most rectification networks [32, 28] using geometric knowledge, MORN is more flexible
because it is free of geometric constraints and can realise more complex transformation.
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The core of MORN is to generate a pixel mapping from the input image I coordinates (i′, j′) to the rectified image I ′

coordinates (i, j). MORN first employs a CNN to divide I into several parts and then predicts the approximate offsets of each
part based on spatial features. Offset maps include two channels that represent x-coordinate and y-coordinate, respectively. At
the same time, two basic grids are generated to record the original x-coordinate and y-coordinate of each part. Then, the offset
maps are resized to the size of I through bilinear interpolation. The resized offset maps are combined with the basic grids to
get the final offset map as follows:

offset′c,i,j = offsetc,i,j + gridc,i,j , c = 1, 2, (2)

where i, j represents the i-th row and j-th column, respectively. offset′ means the final offset maps that record new location
of individual pixels. After obtaining the final offset maps, we rectify the input image with the following:{

i′ = offset′1,i,j
j′ = offset′2,i,j

⇒ I ′i,j = Ii′,j′ , (3)

where i′ and j′ are obtained from the final offset maps.

ASRN: Attention-based Sequence Recognition Network The recognition network identifies text strings from rectified im-
ages and generates transcriptions. We utilized ResNet-LSTM and attention-based sequence bidirectional model as an encoder
and decoder, respectively [29]. First, the encoder extracts spatial and sequential features of text from images. Based on the
extracted features, the decoder then predicts a sequence of characters.

Encoder Visual and sequential information of texts are important components for recognition network. In the encoder, we
adopt ResNet [31] to extract spatial features from the rectified image I ′. Then, the extracted spatial features (hconv ×wconv ×
cconv) are reshaped to a sequence of wconv vectors (hconv × cconv). Next, a two-layer bidirectional LSTM [22] (BiLSTM)
is employed to fuse the spatial feature sequences to extract the contextual features. The output of BiLSTM is denoted as
L = [l1, ..., lwconv

].

Decoder we take a bidirectional attentional sequence-to-sequence GRU [33] network in the decoder. Its input is feature se-
quence L extracted by the encoder. During the prediction, AM generates an attention mask α to emphasize the most significant
part in L. Then α is integrated with L, and a weighted feature sequence u is produced. Next, a combination of hidden state of
GRU, u and one-hot embedding vector of the previous character is input to GRU. Finally, we can get the predicted distribution
over characters and predict the target sequence.

After obtaining the final prediction sequence c, we sum all of the predicted character log-probabilities with the exponent
transform as the recognition confidence score:

ssummation = exp(

n∑
i=1

lnP (ci|I ′; θ)) (4)

Here, n is the length of the sequence and θ represents the parameters of the network. It considers the probability of all predicted
characters. However, sequences from different images are of variable length, and this scoring function may be unfair for long
sequences. Therefore, we normalize the probabilities by the sequence length as follows:

snorm = exp(

∑n
i=1 lnP (ci|I ′; θ)

n
). (5)

The results of the above scoring functions (Eqn. (4) or Eqn. (5)) are regarded as recognition features and fed into the following
fusion models. We compare these two scoring functions in the experiments, and find that the normalization score Eqn. (5)
performs much better.

3.3 Fusion with a CNN model

Recognition features extracted by the MORAN model contains rich text information about script. Compared with pure spatial
features, the addition of recognition information can cognitively improve the script identification performance. Therefore, we
combine preliminary identification results obtained from the first stage and recognition score from the second stage to train a
fusion CNN. The architecture of the fusion CNN model is given in Table 1.
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Table 1. The configuration of the fusion CNN in the second stage (N=7)

Type Configuration Size
Input - 2× 7× 7
Convolution maps : 32, k : 3× 3, s : 1, p : 1 32× 7× 7
Convolution maps : 64, k : 3× 3, s : 1 64× 5× 5
Convolution maps : 128, k : 3× 3, s : 1 128× 3× 3
Fully-connected layer 1024 neurons
Fully-connected layer 7 neurons

* Here, k, s and p represent kernel size, stride and padding size, respec-
tively.

The input contains two diagonal matrices, where the first matrix contains identification probabilities and the second matrix
records recognition information. Each row and column represent one language, so merely elements of main diagonal have
values. Each convolutional layer is followed by a ReLu layer. Two fully-connected layers are connected to the end of the
network. In this network, we follow the traditional rules of the CNN model with 3× 3 kernel size, stride of 1. It is noted that
only the first convolution layer utilizes the one padding, where we need to prevent all information from being lost in the initial
input. Through implementing the CNN, initial classification results and recognition information are better integrated.

Besides probabilities and confidence scores, we also consider the relationship among languages. For example, the top
3 of a string is identified as Latin, Chinese and Arabic from high to low at the first stage, but the ground truth is Chinese.
Considering Chinese, Japanese and Korean are more similar than other languages, their corresponding confidence scores may
much closer to each other. Making use of this characteristic, we can train a fusion CNN model to correct the preliminary
wrong results. In order to achieve this function, we modify the kernel size from 3× 3 to 1× 3. This modification is equivalent
to looking for connections among each language and other languages. We train these two CNN models (3×3 kernel and 1×3
kernel), and compare their results in the experiments.

4 Experiments

In this section, we first describe the dataset information and experimental setting, then present the implementation in details.
Finally, we show the quantitative analysis of the experimental results.

4.1 Dataset

We evaluate the proposed method on the benchmark dataset ICDAR RRC-MLT 2017 [15], which includes 68,613 cropped
word images in training set, 16,255 word images in validation set, and another 97,619 word images in test set. This data set
consists of 9 languages: Arabic, English, French, Chinese, German, Korean, Japanese, Italian, Bangla. We assigned English,
French, German, Italian as Latin class to be consistent with the competition setting [15]. In addition, all special characters are
considered as the symbol class. Therefore, this dataset has 7 script classes. Furthermore, the recognition model needs a large
number of datasets, so we also use more than 1-million synthetic datasets from ICDAR RRC-MLT 2019 Task41.

4.2 Implementation Details

In the stage one, we chose ResNet with the depth 110. The network was trained for 200 epochs with cross-entropy loss and
SGD optimizer. In training process, we initialized learning rate with 0.1 in first 80 epochs. Then, we reduced learning rate to
0.01 for 80-120 epochs and learning rate was 0.001 from 120-200 epochs. The whole training duration used a weight decay
of 10−4.

For multi-lingual scene text recognition, we trained seven recognition models based on the MORAN model [29], because
there are seven scripts class in ICDAR RRC-MLT dataset. The number of output classes depends on the dictionary of the
language, including their own characters, 10 digits and universal symbols. We used ADADELTA [34] optimizer to train the
model on synthetic datasets. At first, the learning rate was 1.0 and decreased to 0.01 after around 15 epochs (different languages
may have a little difference). The batch size was set to 64. All input images were resized to 32-pixel width and equally scaled
length. After 30 epochs, the network was fine-tuned on real datasets.

The configuration of the fusion CNN model is shown in Table 1. The whole training process includes 50 epochs. We used
cross-entropy loss and Adam optimizer. We set learning rate with 0.001 and weight decay was zero.

1 https://rrc.cvc.uab.es/?ch=15&com=tasks
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4.3 Comparison of Different Configures in the Fusion CNN

In the last section, we compared the different configures in the fusion CNN, such as the kernel size of 3×3 and 1×3. In
addition, we also compared the recognition scoring functions Eqn. (4) and Eqn. (5). All of these comparisons are evaluated on
the ICDAR RRC-MLT 2017 validation set, and the results are shown in Table 2.

Table 2. Summaries of accuracy for different configures in the fusion CNN

Dataset Network Version Accuracy Descriptions

Validation
Set

ResNet-110 model 82.17% Baseline result
Fusion V1 83.40% Summation Score Eqn. (4) with 3×3 kernel size
Fusion V2 83.79% Summation Score Eqn. (4) with 1×3 kernel size
Fusion V3 83.94% Normalized Score Eqn. (5) with 3×3 kernel size
Fusion V4 84.23% Normalized Score Eqn. (5) with 1×3 kernel size

From Table 2, we can see that our proposed method with all of the fusion methods improves the accuracy apparently, and
the fusion CNN (Fusion V4) with normalized score and 1×3 kernel performs best, which demonstrate that kernel size with
1×3 and normalized score captures the correlation between preliminary classification results and text recognition information
much better. Therefore, we use the Fusion V4 in the following experiments.

4.4 Experiments in ICDAR RRC-MLT 2017 Test Set

Table 3 shows the script identification results of our proposed method (Fusion V4) on the ICDAR RRC-MLT 2017 test set,
and we can see that the proposed method can improve the accuracy of the baseline method (ResNet-110 model) by 1.28%.

Table 3. Script Identification results by using Fusion V4

Dataset Method Accuracy

Test set
ResNet-110 82.66%
Fusion V4 83.94%

Improvement 1.28%

To see the improvement on various scripts, we show the confusion matrices of all script classes in Table 4 and 5. We can
see that the correct identifications of Latin, Chinese, Korean and Bangla scripts are all increased. Especially for Korean, the
correct number is increased by more than 1k images. However, the numbers of correct Arabic, Japanese and Symbols drop
a little, and most of the error identifications are classified into Latin. This is mostly because of unbalanced training datasets
for the recognition model. For example, Japanese contains about 5,000 classes, which is around 50 times of Latin characters.
However, the Japanese recognition model is trained on datasets only contain 100k synthetic images while Latin contains 280k
images.

Table 4. Confusion matrix from ResNet-110

Prediction
Arabic Latin Chinese Japanese Korean Bangla Symbols

GT

Arabic 4457 554 22 60 19 7 23
Latin 391 57951 385 965 473 129 243

Chinese 16 586 3068 946 99 20 15
Japanese 107 2495 1319 3803 330 50 53
Korean 149 3575 741 984 7481 38 24
Bangla 18 457 44 57 21 1948 0

Symbols 74 1197 35 183 17 4 1986
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Table 5. Confusion matrix from Fusion V4

Prediction
Arabic Latin Chinese Japanese Korean Bangla Symbols

GT

Arabic 4399 611 16 53 20 28 15
Latin 181 58371 284 677 655 247 122

Chinese 9 703 3235 680 94 23 6
Japanese 40 2838 1256 3471 421 100 31
Korean 63 3200 395 690 8573 58 13
Bangla 6 364 27 24 27 2097 0

Symbols 60 1424 24 126 32 32 1798

Figure 3 shows the script identification results over all scripts, and we can see that Arabic scripts, Bangla scripts and Latin
scripts have higher accuracy than other language scripts. The uniqueness of character styles make them differentiated from
other scripts easily. However, many Chinese, Japanese and Korean scripts are from the same region, which exist overlapped
characters, so it is comparatively challenging to identify these scripts. With a sufficient training recognition model, our pro-
posed method slightly improves the accuracy over the baseline CNN model.

Fig. 3. Graphical representation of script-wise identification accuracy.

5 Conclusion

Script identification is an important component in the multi-lingual robust reading system. In this paper, we propose a two-
stage script identification method, which integrates the text recognition information in the baseline CNN models. The text
recognition information is obtained from a pre-trained text recognition model, and the integration is modelled by an ordinary
CNN. We evaluate the proposed method on ICDAR RRC-MLT 2017 dataset, and the extensive experimental results show
that our proposed model can consistently improve the performance. In future, we will consider to combine the baseline CNN
model and the fusion CNN model as an end-to-end model to improve the script identification performance.
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