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Abstract. Anonymized data is often used for analysis and knowledge extraction, therefore
individual’s privacy should not compromise the quality of the data provided. In this paper,
we introduce an Attribute-oriented anonymization technique based on Kernel Density Estimation. The utility of the anonymized data provided is analysed using separability utility and
structural utility followed by a combination of both utilities to quantify the privacy-utility
trade-off. The method deals with the dimensionality curse and preserves the structure of the
dataset. Our experimental evaluation show agreement with theoretical predictions and several
open issues that deserve more exploration are pointed out in the end.
Keywords: Data Anonymization · 1D Clustering · Data Utility · Kernel Density Estimation
· Privacy-utility trade-off · Earth Mover’s distance.

1

Introduction

Data anonymization is studied in purpose to enable researchers to learn from data effectively with
respect to the individuals’ identity. Giving good quality anonymous data requires finding balance
between the amount of information loss and the level of anonymity. Data anonymization might be
defined as follows: it is the process of protecting individuals’ sensitive information while preserving
its type and format [13] [9]. Hiding one or multiple values or even adding noise to data as an attempt
to anonymize data [1] is considered inefficient because the reconstruction of the initial information
is very probable [4].
The k-anonymization technique proposed by Sweeney [12] overcame the risk of privacy breach
that might be encountered if using the randomization technique. The principle of k- anonymity
gave interest in clustering approaches as a way of data anonymization. Following the classification
made in [14] we can divide the anonymization methods into three main categories each of which
has its own characteristics.
– The statistical methods: proposing measures of privacy using of variance (i.e. the larger the
variance, the higher the privacy of the perturbed data).
?
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– The probabilistic methods: quantifying the idea of background information that a third party
might access. Algorithms related to information theory and Bayesian analysis and notions of
information transfer are considered assets for these methods.
– The secure muti-party computations: relating to the cryptography field and the amount of
information disclosure is measured in terms of the amount of information possessed by the
adversary.
As in the probabilistic approaches, the most intuitive idea to tackle the anonymity issue is by
recalling supervised learning’s classification, and unsupervised learning’s clustering.
In this paper we propose a new approach for data anonymization based on 1D clustering in
order to output an anonymized dataset with high utility in an automatic manner. The technique is
evaluated using two utility measure: the first is the separability utility to evaluate the performance
of the anonymized datasets in a real case scenario and the second is the structural utility using
the Earth Mover’s Distance. Moreover, we propose a formula to combine both utility measures and
quantify the privacy-utility trade-off.
The paper presents the related works in section 2, the proposed approach in section 3 and the
experimental results are given in section 4.

2

Related Work

Clustering for anonymization was first introduced by Li et al. [6], where clusters were formed from
the database by finding an equivalence class with at least k records. Another k-clustering approach
was provided by Byun [2] and was called k-member clustering algorithm. The model builds intersimilar clusters of at least k records. This approach takes advantage of clustering as it builds clusters
with at least k members by looking for the record that minimizes information loss.
Loukides et al. [8] gave a Clustering based greedy algorithm, an algorithm that captures the
usefulness of the data and protects its privacy by using some quality measures as a clustering
criterion. This algorithm is similar to the previous k-member clustering algorithm but with the
constraint of maximizing the dissimilarity of sensitive data values (privacy) and minimizing the
similarity of the quasi-identifiers (utility).
The privacy-utility trade-off is the biggest issue with data anonymization, since maximizing one
of its features compromises the other one. Measures to quantify data anonymity are enumerated in
[14]. Most of those measures are probabilistic and rely mainly on the information theory paradigms.
The claimed goal of data anonymization is to provide anonymous datasets with maximum utility, the
measures used do not take in account the accuracy of the data in case of classification. Indeed, this
utility will allow anonymized data to be used for analysis or data mining purposes efficiently. Several
approaches have been proposed to measure the usefulness of anonymized data [7]: the average size
of equivalence classes, the discernibility metric (DM) that summarizes the squares of equivalence
class sizes, and the divergence Kullback Liebler (KL) between the reconstructed distribution and
the real one, and the classification accuracy on anonymized data. The main results of these studies
show the importance of the utility of post-anonymization data to optimize the data mining process.
In our work, we decompose the utility into two components: one at the level of the quality
of separability between the different classes (separability utility), and the other to measure the
preservation of the distributional structure of the data (structural utility). The separability utility
will be estimated by accuracy, while the structural utility will be approximated using the Earth
Mover’s Distance.
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Proposed Approach

The lack of studies around the utility preservation motivated us to shed light on one of the most
difficult parts of data anonymization procedures which is the anonymity-utility trade-off. We previously published different techniques of data anonymization, the k-anonymity using collaborative Multi-view Clustering [17], k-anonymity through constrained Clustering [16]. Both approaches
achieve data anonymity using Collaborative Multi-view Topological Clustering, which deals with
multi-source data i.e several sets that are presented with the same individuals in different attributes’
spaces where even the data type can be different. The curse of dimensionality is implicitly overcome,
as the algorithm treats each part alone and the results are proved to be promising. The problem
noticed is that all the features of the dataset are grouped at once and in the same manner which
can impact the quality of the anonymous data. 1D clustering proceeding attribute by attribute is
seen as a solution to this problem. That way, the characteristics of each attribute are preserved.
3.1

General paradigm: Collaborative Topological Clustering

The k-anonymity using collaborative Multi-view Clustering [17] and k-anonymity through constrained Clustering [16] build classical Self-Organizing Maps (SOMs) [5] for each view of the dataset
and use the collaborative paradigm to exchange topological informations between collaborators.
They take the Davies Bouldin index (DB) [3] as a clustering validity measure for stopping collaboration process. If DB decreases, the collaboration is positive and if it increases, we stop the
collaboration and use the previous model. In this way, the collaboration is only allowed in case
of clustering improvement. Therefore, we get homogeneous clusters by using the topological information from all the views. After the clustering and collaboration step, the elements of each
collaborating map are coded using the Best Matching Unit (BMUs) for the first approach and using the linear mixture of the map’s prototypes in the second. The pre-anonymized parts are then
reorganized in the same way as the original dataset.
The second part of each of the algorithms makes much difference between the two. The first,
outputs a pre-anonymized dataset that will be fine-tuned using a SOM model where the map
size is determined by the Kohonen heuristic [5]. Every node in the SOM is examined to calculate
which ones’ prototypes are closer to the input vector. The winning node is commonly known as
the BMU. The resulting dataset is then recoded using the prototypes of the BMU and we examine
the anonymity level of the dataset. In our case, the k level is not a predefined value but it is given
automatically by the model. In the second algorithm, the fine tuning step works as follow: we use
a constrained SOM on the pre-anonymized dataset.In other words, we initially create a SOM that
is learned on the outputs of the pre-anonymization step as stated before. A k level of anonymity
is predefined and the elements from the units in the SOM that do not respect the constraint of k
cardinality are redistributed on the closest units. This process helps designing groups of at least
k elements in each unit’s SOM. We code the each objects using the BMU, to get a k-anonymized
dataset. We then explore the different k values to determine the one that satisfies our requests.
3.2

Kernel Density Estimation for Attribute-oriented Data Anonymization

In the algorithm 1, we propose the anonymization procedure using KDE with 1D clustering. KDE
helps identify the density of a data distribution. This can be useful in finding where a lot of data is
grouped together and where it is not. Naturally, it can be used for 1D clustering by creating clusters
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about the points of highest density (local maxima), separated by the points of lowest density (local
minima).
Estimating a probability density is very useful to investigate the properties of a given dataset, to
get insights on data features as skewness and multimodality. Usually, parametric estimation models
(e.g. Normal distribution with unknown expectation and variance) are chosen to perform estimation
but it was proven that they showed some poor behaviour especially if the process that generates
the data is multimodal, then the aspects of the distribution can never be captured.
Algorithm 1 1D Anonymization Approach
Input: D dataset to anonymize
Output: D0 an anonymized dataset
1D Clustering step :
1: for each feature column of D do
2:
Perform 1D Kernel Density Estimation.
3:
Detect Cluster Regions by cutting at local minimas.
4:
Encode the clusters using the clusters’ centers i.e local maximas.
5: end for
Anonymization :
6: Reconstruct the dataset in D0 .
7: Measure the Separability utility and the Structural utility of the anonymized data.

When a good parametric model is not found, the non-parametric estimation is the way to do it.
The oldest and most widely used density estimator is the histogram, where the entire range of value
is divided into a series of consecutive, non-overlapping intervals called bins. Histograms give a rough
sense of the density of the underlying distribution of the data, they can be generalized by allowing
the bin width to vary. The histograms’ discontinuity causes extreme difficulty if derivatives of the
estimates are required [11]. To overcome this problem, the Kernel Density Estimation is performed.
We could estimate, for any given h, the value of the probability P (x − h < X ≤ x + h) by the
proportion of the sample data falling in the interval (x − h, x + h). By choosing a small h we define
the naive estimator of fX by :


n
1 X
x − Xi
fN,X (x) =
w
,
(1)
nh i=1
h
where

(
w(x) =

1
2,

if | x |< 1
0, otherwise

(2)

In the naive estimator’s case, we should not specify the origin x0 . The equation 1 shows that
1
on each
the constructed estimate is obtained by placing a ”box” of width 2h and height 2hn
observation. To reduce the challenges we use a kernel function K(·) instead of the weight function
w(·). The kernel function decreases rapidly to infinity and satisfies the following properties: K(x) ≥
R +∞
0; −∞ K(x)dx = 1 ; K(x) = K(−x). Therefore, the kernel estimator of fX writes:
!
n
i 2
−( x−X
1 X 1
h )
√ exp
fK,X (x) =
(3)
nh i=1 σ 2π
2σ 2
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The estimator depends on the bandwidth h > 0 which acts like a smoothing parameter, for a large
bandwidth h, the estimate fK,X (x) tends to be varying very slowly, contrarily, if the bandwidth is
small, the function is more wiggly. The kernel estimator is simply the sum of the ”bumps” centered
on the observation x and the K function determines the shape of the bump.
Clusters are naturally the regions with high density of data. They can be determined in a
non-parametric way and without a prior knowledge of the number of clusters nor their shapes.
Technically, this can be done by finding local maxima and minima.
Local maxima are the peaks of the curves in the density plot. They can be easily discovered by
checking the bins on either side. If it is the largest, it is a local maximum. If the curve is jaggy
with too many maximas, we’ll need to increase the number of neighbors sampled when computing
density. The minimas are simply the bins of lowest density between two maximums. Local minima
define where the clusters split. In the above example, we can see the data is split into four clusters on
the left figure and three clusters on the right figure. We cut at the red markers. The green markers
are our best estimates for the cluster centers. Each element is then recoded using the prototype of
its corresponding cluster. In this way, we anonymize each attribute in data with respect to its peers
characteristics which preserves the quality of information it is containing.

3.3

Earth Mover’s distance as a measure of structural Utility preservation

The anonymized datasets are analysed using the Earth Mover’s distance also known as the Wasserstein distance [10], this distance extends the notion of distance between two single elements to that
of a distance between sets or distributions of elements. The Earth Mover’s distance compare the
probability distributions P and Q on a measurable space (Ω, Ψ ) is defined as follows (We are using
the distance of order 1):
Z

µ :prob. measure on (Ω × Ω, Ψ ⊗ Ψ )
|x − y|dµ(x, y)
with
marginals : P, Q
Ω×Ω

W1 (P, Q) = inf
µ


(4)

where Ω × Ω is the product probability space. Notice that we may extend the definition so that
P is a measure on a space (Ω, Ψ ) and Q is a measure on a space (Ω 0 , Ψ 0 ).
Let us examine how the above is applied in the case of discrete sample spaces. For generality,
n
we assume that P is a measure on (Ω, Ψ ) where Ω = {xi }i=1 and Q is a measure on (Ω 0 , Ψ 0 ) where
0
n
Ω 0 = {yi }j=1 - the two spaces are not required to have the same cardinality.
Then, the distance between P and Q becomes:

W1 (P, Q) =

inf


n X
n0
X

{λi,j },i,j 

i=1 j=1

λi,j |xi − yj | :

n
X
i=1

0

λi,j = qj ,

n
X
j=1

λi,j = pi , λi,j



≥0


(5)

Based on this definition, we believe that the best way to evaluate the utility of the anonymized
dataset is to measure the distance between its distribution and the distribution of the original
dataset attribute by attribute, in this way, the distortion of the anonymized datasets can be easily
identified. We then normalize all distances between 0 and 1, then we define the utility by 1 −
W1 (P, Q). The smaller the distance W1 is, the more the data utility is preserved.
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Experimental Results
Datasets

Eight real-world datasets from the UCI machine learning repository are used in the experiment.
The table below presents the main characteristics of these databases.

Table 1. Some Characteristics of Real-World Datasets
Datasets

Origin #Instances #Attributes #Class

Ecoli
Electrical
Glass
Page blocks
Sat
Spam
Waveform
Yeast

4.2

UCI
UCI
UCI
UCI
UCI
UCI
UCI
UCI

336
10000
214
5473
4435
4601
5000
1484

8
14
10
10
36
57
21
8

8
2
7
5
6
2
3
10

Results

Separability Utility preservation analysis

Table 2. Impact of anonymization on Separability Utility (CI: confidence interval)

Original
95% CI
Attribute-oriented
95% CI
Collab Multiview
95% CI
CollabLM
95% CI
Original
95% CI
Attribute-oriented
95% CI
Collab Multiview
95% CI
CollabLM
95% CI

Ecoli

Electrical

Glass

Sat

0.821
[0.731, 0.871]
0.801
[0.774, 0.827]
0.845
[0.778, 0.870]
0.848
[0.765, 0.930]

0.995
[ 0.993,0.997]
0.988
[0.986, 0.991]
0.999
[0.998, 0.999]
0.999
[0.998, 0.999]

0.692
[0.613, 0.788]
0.701
[0.586, 0.815]
0.943
[0.874 , 0.931]
0.747
[0.686, 0.809]

0.850
[0.839, 0.862]
0.849
[0.835, 0.864]
0.837
[0.822, 0.851]
0.856
[0.837, 0.875]

Page Blocks

Waveform

Yeast

Spam

0.966
[0.959, 0.974]
0.955
[0.952, 0.958]
0.905
[0.899, 0.906]
0.915
[0.907, 0.922]

0.748
[0.734, 0.776]
0.755
[0.733, 0.776]
0.830
[0.824, 0.836]
0.816
[0.801, 0.830]

0.812
[0.755, 0.913]
0.834
[0.786, 0.882]
0.862
[0.850, 0.878]
0.876
[0.853, 0.898]

0.922
[0.910, 0.933]
0.921
[0.909, 0.932]
0.752
[0.731, 0.774]
0.755
[0.741, 0.768]
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The proposed Separability Utility measure is determined by putting the dataset through a realcase scenario. The original and the anonymized tables were learned to a decision tree model with
10 folds cross validation and their Separability Utility was measured. The results given in table 2,
dress a comparison between the separability utility measures of the original and the anonymized
datasets. The loss in information’s quality after anonymization is minimal. Melior, the separability
utility was improved in most of the cases. This can be explained by the fact that the clustering
gathers together elements with the same features and therefore omits non decisive attributes from
data.
Table 3. Impact of anonymization on Separability Utility after 5-Anonymity processing (CI: confidence
interval)
Ecoli

Glass

Waveform

Yeast

Original
0.821
0.692
0.748
0.812
95% CI
[0.731, 0.871] [0.613, 0.788] [0.734, 0.776] [0.755, 0.913]
5-Anonymous data
0.440
0.318
0.339
0.735
95% CI
[0.351, 0.529] [0.204, 0.432] [0.323, 0.355] [0.698, 0.772]

We experimented with data anonymization techniques using k-anonymization in earlier experiments, the table 3 illustrates how k-anonymization doesn’t provide interesting results in terms of
separability utility, in the table we included fewer data sets than those used to assess the techniques
that we are proposing since it is not our focus point but it is needed to enhance the power of the
methods we detailed earlier. The table shows that the Separability utility is cut approximately to
half for the most of the datasets used.
The method proposes a new data representation which makes it useful for data encryption as
shown in table 2, the separability utility of the anonymized datasets is very good compared to its
value before anonymization.
Structural Utility preservation analysis
We consider the probability distribution of three anonymization methods, k-anonymity using
collaborative Multi-view Clustering (Collab Multiview), k-anonymity through constrained Clustering (CollabLM) and Attribute-oriented anonymization (Attribute oriented).
The figure 1 shows the probability distribution of attributes 2 and 6 of the Ecoli dataset used
in order to visualize the distribution of the anonymized datasets compared to the original data, in
this way, we can conclude that Attribute-oriented is the anonymization method that respects the
original distribution of the attribute and thus, preserves the utility of the information its containing.
To quantify how much the anonymized datasets lost of their structural utility, we use the Earth
Mover’s Distance.The structural utility matrix of table 4 is used as an input to the Friedman
statistical test, we use this test to propose a ranking of the three anonymization approaches in
terms of the structural utility and thus differentiating between them.
In figure 2, the critical diagram represents a projection of the average ranks methods on enumerated axis. The methods are ordered from left (the best) to right (the worst), in our case, the method
of Attribute-oriented is the best and the worst is Collaborative SOM using the Linear Mixture of
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Fig. 1. Probability Distribution of Attributes 2 and 6 of the Ecoli dataset using different approaches of
data anonymization

Table 4. Impact of anonymization on Structural Utility (1 − W1 (P, Q))
Ecoli Electrical Glass Page Blocks Sat Waveform Yeast Spam
Attribute-oriented 1.00
Collab Multiview 1.00
CollabLM
1.00

1.00
0.99
0.99

1.00
1.00
0.98

0.97
0.00
0.29

0.99
0.96
0.96

1.00
1.00
1.00

1.00
0.99
0.99

1.00
1.00
1.00

Fig. 2. Friedman test for comparing multiple approaches over multiple data sets

models. The Friedman test confirms what we implied from figure 1 and table 4. Attribute-oriented
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outperforms the other anonymization techniques since it respects the nature and the structure of
each attribute.
To emphasis what was stated, we do PCA projections of the original and anonymized data with
the three different methods as displayed in figure 3 and the ranking of the three anonymization
methods is confirmed since the PCA projections show that the Attribute-oriented is the closest to
the original dataset. The Collab-LinearMix is the one with the fewest points due to the usage of
constrained clustering with a k -anonymity level of 5, we obtained an anonymized dataset with many
overlayed points. The figure shows that the best technique in terms of structural utility is Attributeoriented and the worst one is CollabLM also the best technique in terms of privacy preservation is
the Collab LM and the worst is Attribute-oriented.

Preserving combined utility
To choose the anonymization method which best addresses the separability-Structural utility
Trade-off, we propose to combine the two types of utility structural and separability in a combined
form while α = 12 :
Comb U tility = α.Separability + (1 − α).Structural
From this combination, we conclude that the proposed Attribute-oriented approach offers the best
compromise. Indeed, it provides a good representation of the data allowing an efficient separability
while respecting the distributional structure of the same data.
Table 5 summarize the clustering results of the proposed approaches in terms of combined utility
(Comb U tility). As it can be seen, our approach Attribute-oriented generally performs best on all
the datasets. To further evaluate the performance, we compute a measurement score by following
[15]:
Score(Ai ) =

X
j

Comb U tility(Ai , Dj )
maxi Comb U tility(Ai , Dj )

(6)

where Comb U tility(Ai , Dj ) refers to the combined Utility value of Ai method on the Dj dataset.
This score gives an overall evaluation on all the datasets, which shows our approach Attributeoriented outperforms the other methods substantially in most cases.

Attribute-oriented 0.90
Collab Multiview 0.92
CollabLM
0.92
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0.99
1.00
1.00

0.85 0.92
0.97 0.90
0.86 0.91

0.96
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Table 5. Combined separability and structural utility Comb Utility

Score

0.92 0.96 7.79
0.92 0.88 7.35
0.93 0.88 7.40
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Fig. 3. PCA of the anonymized waveform data

5

Conclusion

This paper presents a new anonymization approach based on Kernel Density Estimation and 1D
clustering. The method is efficient to data anonymize while preserving each feature’s characteristics.
The approach allows to anonymize the dataset using 1D clustering and the obtained anonymized
data respects the nature of each attribute of the dataset. This technique deals with the dimensionality curse and reduces the complexity of the anonymization problem since the algorithm can be
executed in parallel for all variables. The utility of the anonymized data was done in two ways, the
separability utility based on the accuracy and the structural utility done with the Earth Mover’s
Distance and the weighted combination of the two showed that Attribute-oriented is the best for
utility and the Collaborative Linear Mixture is the most accurate for privacy. The power of the
three anonymization methods was illustrated using several datasets. An the extension of this work
will be finding an aggregation between all the methods proposed with the purpose of maximizing
privacy and utility of the anonymized sets.
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