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Abstract. Computer and network system logs consist of an enormous number of various events. By discovering
sequences of events related to a system failure, we can identify its causes. It is usually a difficult task, as many
various factors can contribute to the failure. In this paper, we use a deep neural network to discover unknown
sequences in system logs as an alternative to sequential pattern mining algorithms. We train the neural network
to recognize repetitive sequences and test it on unseen real sequences of events from system logs. The logs are
one-hot, event-level encoded. The network achieves very high accuracy and is faster than traditional algorithms
for sequence discovery.
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1

Introduction

Detecting recurring events is a very important issue. Based on the collected previous knowledge, it is possible to
determine if after the occurrence of a sequence of events other previously observed events may be repeated. This
knowledge can be used to analyse sales data to define associations between products better, to observe natural phenomena, including determining the probabilities of cataclysms or analysing stock market trends, bank transactions,
software events, web page requesting sequences, customer behaviour. In the paper we discover unknown sequences
in data preceding failure by a neural network. Sequential data can be used also to detect intrusions [9].
One of the first works formalising issues related to sequences was frequent itemset mining (FIM) by Agrawal
and Srikant in [1]. It is a slightly different task as it concerns basket-item data and associations. They introduced
three algorithms from the Apriori family to solve the problem. In their research, the most important emphasis was
put on the performance of algorithms using their sequence generator (now unavailable). They compared the impact
of the minimal sequence support in the database on the calculation time. The Apriori methods require that the
searched sequence is closely related in each example (there is no ABC sequence in the ABDC sequence).
The paper was followed by [11], where the Generalized Sequential Patterns algorithm (GSP) was presented.
GSP was improved in three ways. There were possible gaps between consecutive elements of the sequence. It was
possible to define time constraints. The concept of taxonomy was introduced. Another development was the SPADE
algorithm [4]. SPADE searched the database in a vertical way, which means that it looked for associations between
individual elements and then created a longer sequence of them, which translated into better performance. A more
detailed comparison of SPADE and GSP can be found in [13]. The next was the BIDE algorithm [15][14], which
was designed for closed sequences for improving efficiency.
In the paper, we train a neural network to recognize unknown sequences in system logs. We are interested in
sequences preceding a failure, i.e. those possibly contributing to the failure. We train the network with the synthetic
input data containing sequences mixed with random numbers. The desired output is the clean sequence without
the added noise. We test the network (sequence discovery stage) on system logs unseen during training. We convert
the real-system logs to one-hot event-level encoding. It needs to be emphasized that the approach presented in the
paper is not classification or pattern matching what a typical application of neural networks is. It is also not a
regular expression matching (such as the task of the GREP utility).
The advantages of the proposed approach are speed in the case of long sequences and a possibility to discover
transposed sequences. We use the U-Net architecture, described in Section 2 with one-hot event-level encoding. We
generated sequential data for the training stage of the experiments. To train the network, we generated a data set
where the input data are sequences mixed with random numbers and the output data are sequences to be found
(Section 3). Through this research, we highlight the following features and contributions of the proposed model.
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– We present a novel, neural network-based method for discovering unknown sequences.
– Our work provides new insights, showing that neural networks can detect unseen before sequences with nearly
100 % accuracy.
– In the case of long sequences, our approach works faster as the neural network analyses a long window at once.
The remainder of the paper is organised as follows. In Section 2, we described the neural network architecture.
Section 3 described data preparation. Section 4 describes experiments comparing the method with some standard
sequential mining algorithms. Finally, conclusions and discussions of the paper are presented in Section 5.

2

U-Net Convolutional Neural Network

The U-Net network [10] is a special architecture of convolutional networks pioneered in [8]. It was designed for
semantic segmentation of medical images to detect tumours or changes in X-ray images for relatively small sets of
training data. This was the main rationale behind this choice. It is not possible to generate all possible sequences
for training due to a combinatorial explosion. Moreover, for the nature of the problem, there is no point in performing data augmentation. Earlier, we performed experiments with various standard convolutional networks without
success.
The U-Net network has an encoder-decoder structure; the encoder that processes the image in the first part of
the network is designed to extract the most important elements. A max-pooling operation with size 2 × 2 is used to
reduce the feature map by selecting the elements with the highest value. The reverse process is up-pooling (up-conv)
[16]. This operation can be performed in many ways. By creating an additional filter, where the layer is calculated
or by diluting the image, describing each value from the input map feature with zeros. In our case, each value is
duplicated (reproduced) from the size 1 × 1 to the size 2 × 2. The maps from the encoder are additionally copied to
the decoding part, creating a single 3D matrix where later convolution is carried out simultaneously on them and
the layers after up-pooling.
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Fig. 1. Architecture of the U-Net network used in the paper.

We have to specify the size of the input and output two-dimensional matrices when designing the U-Net architecture. In our architecture, the input and output have the same size n × m, where n is the number of encoded
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characters (the dictionary size), m is the maximal number of elements in the analysed data (the window that
searches for sequences). As with black-and-white images, we only use one input channel. Our goal is to obtain only
numbers that form a repetitive sequence at the U-Net output. We applied zero padding operation in the network
so that the size of the network was not modified after the convolution [6]. In the experiments we use the following
U-Net structure:
1.
2.
3.
4.
5.
6.
7.
8.
9.
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3
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Conv. padding(3x3),
Conv. padding(3x3),
MaxPooling (2x2)
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in(1x256x256), out(32x256x256), ReLu activ.
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Frequent Sequences Data

The data set for supervised neural networks must consist of training and testing data. In the case of standard
sequential data mining, the datasets focus primarily on checking the efficiency of the algorithm, and it is difficult
to find a set that could be used for neural network purposes. Our aim was that the neural network recognises
sequences that have not participated in the training process. In other words, it must grasp a general idea of
repetitive sequences instead of memorising sequences existing in the data set. Furthermore, every type of sequential
data can be transformed into numbers from a dictionary. Thus, we decided to train the network with synthetic
random sequences.
We developed a generator for sequence datasets. Each item was a number from 1 to n, where n is the maximum
value we can encode in a given U-Net network. In other words, n is the aforementioned dictionary size. One training
example consists of smaller transactions in which a repetitive sequence of characters (green colour in Fig. 2) is
hidden between them, and other numbers were drawn randomly from numbers not used to create the sequence.
After each transaction, there is a break created from an additional number of random characters that also did not
participate in the creation of the sequence. An example of the sequence is presented in Figure 2. The parameters
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Fig. 2. Data sequence example generated by the generator.

for creating samples are:
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size of the convolutional network input n (dictionary size),
maximal space between sequence elements (blue parts in Fig. 2),
maximal and minimal length of the sequence itself (numbers in green in Fig. 2),
maximal interval between sequences (yellow fields).

Using this type of generator has several key advantages in the case of neural networks. During training, we want
to know what sequence the network should return and to compute the training error. In the paper, we use one-hot
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Fig. 3. Data sequence example after one-hot encoding, prepared for the supervised training for the dictionary size n = 6.
We train the network with sequences intertwined with random noise and the desired output is the clean sequence. We do not
use every possible sequence combination. Instead, we train a specific behaviour that allows discovering unknown sequences
after training.

number-level signal encoding. The input signal to the convolutional network (and the output) is a two-dimensional
matrix. In algorithms such as GSP or SPADE, we have no limit to the number of elements that a sequence can
consist of. In the case of the proposed method, we have to assume it earlier.
The proposed method discovers sequential patterns. Standard algorithms, such as BIDE, have a user-specified
threshold named minimum support (a value in [0,1]). In the proposed method, we cannot set this parameter, and
the only possibility is to prepare suitable training data.

4

Experiments

In this section, we present experiments showing the performance of the method and the ability to recognize transposed sequences. We had to prepare datasets with input data and the desired output with the sequence separated
from the surrounding noise. We present an example of such a training pair in Fig. 3. The neural network CNTK
script and the data generator is available at https://github.com/DiscoveringSequentialPatterns/.
4.1

Training

We trained U-Net with the backpropagation algorithm with the Adam optimizer [7], which adaptively sets the
learning rate. That helps to leave training error local minima. Generally, the Adam optimizer is a combination
of several earlier deep learning optimizers and allows achieving excellent results in a broad area of tasks. We set
the momentum term to 0.9 [12], and the learning rate to 1 × 10−4 during the first 2-4 epochs. Then, it remained
constant at 1 × 10−5 . Establishing the loss function was an extremely important element in the case of the U-Net
network. We applied the Dice-Sørensen coefficient (DSC) [2],[17], which compares pixel-wise the desired and the
actual output image of the sequence (1 means a perfect match, 0 vice-versa). It defines the similarity of two samples
Pn Pm
2 i=1 j=1 Xij Yij
Pn Pm
Pn Pm
,
(1)
DSC =
1 + i=1 j=1 Xij + i=1 j=1 Yij
where X is a training pattern, Y is the output from the U-Net network. Of curse, unlike in the case of real-life
images, sound, etc., in the paper, during the training, we did not use any data augmentation, the input data will
always have the same configuration. This is obvious that we have to provide the sequence examples as they are,
without any modification. Moreover, as the sequential mining data are very peculiar compared to images, sound,
etc., we checked the impact of the minibatch value to the training. We found out that the best results were obtained
with minibatch = 1, see Figure 4.
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Fig. 4. Accuracy and training time (epochs) for various values of minibatch.

4.2

Choosing the right number of feature maps

To pick the right number of feature maps, we checked the impact of the network size on the performance and the
training time. We present the results in Table 1. In the configuration shown, the number of all feature maps in the
entire network has been multiplied. It shows that we chose the optimal size of the U-Net network for the presented
task.
Table 1. Impact of the number of feature maps (FM) on the network error and the training time
FM number multiplier Accuracy [%] Training epoch time [seconds]
0.25
98.310
272
0.5
98.880
362
1
99.326
697
2
99.325
1690
4
99.325
3785

4.3

Comparison to standard sequence mining algorithms

Here, we compare the U-Net network to standard sequence mining algorithms (2). In this experiment, we used
the U-Net network with 128 × 256 character input size (n = 128 and m = 256). We generated 196 × 104 different
random training sequences with injected random numbers (not from a sequence itself) and a dictionary of 128. The
size of the search sequences was in the range of [5,10] characters, and there were several sequences in each training
input-output matrices (black and white images). For the analysis of the selected algorithms, we used the library [5];
it requires that each transaction is separated by number -2. This element has been added after each last element
belonging to the sequence. In the case of the U-Net network used in this experiment, we could encode up to 256
characters in one input-output image (as described earlier, the applied encoding result is similar to two-dimensional
images). The first step was to check whether each of the sequences was correctly found by the algorithms and the
U-Net network. In the experiment, all the algorithms returned the intended sequences. Then, we could proceed to
check the neural network performance against the standard algorithms. We studied the impact of the min support
parameter on the performance of the algorithms on the tested hardware. In the case of the neural network, it is not
possible to provide this parameter; therefore, the processing time is constant for each case. We can observe that the
network detects the sequence in each case faster than the GSP and SPADE algorithms. However, in the case of the
BIDE+ algorithm [15], after changing the min support parameter to 0.003 (discovering longer sequences) it works
slower than the U-Net network, what means that it is faster only for very short sequences. For longer sequences,
the U-Net sequence discovery is faster, and the speed gain increases with the sequence length.
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Table 2. Speed comparison of the proposed method to the standard sequence mining algorithms. SPADE was implemented
in the parallelized version. In the case of U-Net, min support was not taken into account.
min
GSP SPADE BIDE+ U-Net
support time[ms] time[ms] time[ms] time[ms]
0.6
9712
1118
7
364.8
0.3
9802
1119
8
364.8
0.2
10465
1169
8
364.8
0.1
9817
1169
9
364.8
0.05
9730
1272
23
364.8
0.01
10967
1299
204
364.8
0.005
13023
1431
238
364.8
0.003
17866
1159
365
364.8
0.002
2126
787
364.8
0.0005
3093
901
364.8

4.4

Server system logs analysis

We tested the proposed idea in practice to analyze the HDFS server logs from [3]. In this dataset, we wanted to
detect a repetitive sequence of events that occurred before an error occurs. Below we present example entries:

MAX 256

MAX 256

081109 211204 1518 INFO dfs.DataNode \textdollar DataXceiver:
Receiving block
081109 211204 1518 INFO dfs.DataNode \textdollar PacketResponder:
PacketResponder 1 for block blk-3679882444868340280 terminating
081109 211204 1518 INFO dfs.DataNode \textdollar PacketResponder:
Received block blk-3679882444868340280 of size 67108864 from
/10.251.197.161
081109 211204 1520 ERROR dfs.DataNode \textdollar DataXceiver:
10.251.214.112:50010:DataXceiver: java.io.IOException: Block
blk992101295951175683 is valid, and cannot be written to.

.

.

.
ERROR

ERROR

ERROR

.

.

.

ERROR

.
ERROR

.

Max 20 events

LOG
DATABASE
Fig. 5. Proposed idea of system log preprocessing to obtain the input for the neural network. We collect up to 20 entries
before every error in logs and concatenate them in 256-element input vectors.

In the experiment, we took into account the last up to 20 entries before the entry with the ”ERROR” label. We
present the log preprocessing for the U-Net network in Figure 5. There were 258 entries with this label in our data
set. We determined the number of 20 entries empirically. However, we assume that the most recent entries have the
most significant contribution to failures. Analysis of what entries may indicate a failure is a much more complex
problem requiring separate research. Then, selected entries in the log were grouped into 256-element input vectors
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so that the entries before one ERROR event were not divided into separate groups, i.e. if the group of 20 events
exceeded 256 characters, the events were moved to the next testing vector. We encoded the events in a bitmap in
the form of a one-hot vector for the U-Net network based on a different dictionary for each package. Thanks to this,
the number of events in one input vector never exceeded 256 what kept the size of the U-Net network relatively
small.

INPUT

U-NET

OUTPUT

Fig. 6. Proposed idea of the U-Net network for the detection of sequences before the failure on the server logs.

5

Conclusion

We presented a method for discovering frequent sequences in computer system logs. The method can replace
traditional sequence mining algorithms such as BIDE. We used the U-Net architecture trained with the desired
sequences for a given input data. Beforehand we tried various types of convolutional neural networks, and only
U-Net was able to detect sequences. We used one-hot number-level encoding for input data and the output (found)
sequences. We also tried to use one-dimensional encoding without success. The method can analyse efficiently large
datasets. Moreover, the workload can be distributed into many GPU devices. The method is less efficient than
standard algorithms (e.g. GSP, SPADE) only in the case of very short sequences, usually, impractical in real-life
applications. The most important comparison is with the BIDE algorithm as this is the fastest standard algorithm.
Its speed comes from its design for closed sequences. Generally, the proposed method is more efficient for real-life
usage as it analyses a long window at once. It should be mentioned that our method presented in the paper concerns
finding any sequence, not matching patterns from the training data sets. The neural network finds new sequences,
unseen before in the training data. In the current version of the system, we cannot determine the minimum support
or time constraints.

Acknowledgement
The project financed under the program of the Polish Minister of Science and Higher Education under the name “Regional Initiative of Excellence” in the years 2019–2022 project number 020/RID/2018/19, the amount of financing
12,000,000.00 PLN.

References
[1] Agrawal, R., Srikant, R.: Mining sequential patterns. In: Data Engineering, 1995. Proceedings of the Eleventh International Conference on, IEEE (1995) 3–14
Volume 17, No. 2

Australian Journal of Intelligent Information Processing Systems

76

ICONIP2019 Proceedings

[2] Amrehn, M., Gaube, S., Unberath, M., Schebesch, F., Horz, T., Strumia, M., Steidl, S., Kowarschik, M., Maier, A.:
Ui-net: Interactive artificial neural networks for iterative image segmentation based on a user model. arXiv preprint
arXiv:1709.03450 (2017)
[3] Du, M., Li, F., Zheng, G., Srikumar, V.: Deeplog: Anomaly detection and diagnosis from system logs through deep
learning. In: Proceedings of the 2017 ACM SIGSAC Conference on Computer and Communications Security. CCS ’17,
New York, NY, USA, ACM (2017) 1285–1298
[4] Fournier-Viger, P., Gomariz, A., Campos, M., Thomas, R.: Fast vertical mining of sequential patterns using cooccurrence information. In: Pacific-Asia Conference on Knowledge Discovery and Data Mining, Springer (2014) 40–52
[5] Fournier-Viger, P., Lin, J.C.W., Gomariz, A., Gueniche, T., Soltani, A., Deng, Z., Lam, H.T.: The spmf open-source
data mining library version 2. In Berendt, B., Bringmann, B., Fromont, É., Garriga, G., Miettinen, P., Tatti, N., Tresp,
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